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1. Purpose
This document lists all sub-processors engaged by Student Radar (operated by SENDlink LTD) to process Customer Data on behalf of its Customers (schools and Multi-Academy Trusts). It is maintained in accordance with Article 28(2) of the UK GDPR and the sub-processor provisions in our Data Processing Agreement (DPA).
This list is provided to Customers to enable transparency, support procurement due diligence, and facilitate the exercise of objection rights under the DPA.
2. Definitions
· Sub-Processor: A third party engaged by Student Radar (as Processor) to process Customer Data on behalf of the Customer (as Controller)
· Customer Data: Personal data and special category data relating to pupils, staff, parents/carers, and other data subjects processed through the Student Radar platform
· Mandatory Sub-Processor: A sub-processor required for the core operation of the Platform; engaged for all Customers
· Optional Sub-Processor: A sub-processor engaged only when the Customer enables a specific module or feature
3. Mandatory Sub-Processors
The following sub-processors are engaged for all Customers as part of the core Platform:
	Sub-Processor
	Registered Entity
	Location
	Processing Purpose
	Data Processed
	Transfer Mechanism
	Certifications

	Supabase
	Supabase, Inc.
	eu-west-2 (London), United Kingdom
	Database hosting, user authentication, file storage, real-time subscriptions, encrypted backups
	All Customer Data: pupil demographics, SEND records, safeguarding flags, attendance, assessments, staff accounts, parent/carer contacts, authentication credentials (hashed)
	Data remains in the UK (eu-west-2). No international transfer for Customer Data
	SOC 2 Type II

	Vercel
	Vercel, Inc.
	EU (Frankfurt / London edge nodes)
	Application hosting, serverless API functions, static asset delivery, edge caching
	Transient processing only: API request/response data in memory during execution. No persistent storage of Customer Data
	Data processed in EU. Vercel DPA with SCCs in place. No persistent Customer Data stored; transient API processing only
	SOC 2 Type II

	Wonde
	Wonde Ltd
	United Kingdom
	MIS integration: read-only synchronisation of pupil and staff data from school Management Information Systems
	Pupil demographics, SEN status, attendance, staff records (as configured per school). Data flows from MIS to Student Radar via Wonde API with HMAC-SHA256 webhook authentication
	Data remains in the UK. No international transfer
	ISO 27001; Cyber Essentials Plus



4. Optional Sub-Processors
The following sub-processors are engaged only when the Customer enables the corresponding module or feature. These are not active by default.
	Sub-Processor
	Registered Entity
	Location
	Module / Feature
	Processing Purpose
	Data Processed
	Transfer Mechanism
	Certifications

	Resend
	Resend, Inc.
	EU / US
	Email notifications (all modules)
	Transactional email delivery: notifications, invitations, alerts
	Recipient email address, email subject, delivery status. No pupil data in email body unless configured by Customer
	SCCs / UK IDTA
	SOC 2 Type II

	Twilio
	Twilio, Inc.
	EU / US
	Connect module (SMS)
	SMS delivery to parents/carers and staff
	Recipient phone number, message content, delivery status
	SCCs / UK IDTA; Twilio Binding Corporate Rules
	SOC 2 Type II; ISO 27001

	OpenAI
	OpenAI, LLC
	EU / US
	AI features (Risk Assessor, IEP Creator, Insight Generator)
	Advisory AI processing: risk assessment, IEP drafting, insight generation. All features are human-in-the-loop and advisory only
	Tokenised data only. PII is tokenised before transmission; raw personal data is not sent to OpenAI. Zero-retention API agreement in place
	SCCs / UK IDTA
	SOC 2 Type II

	Sentry
	Functional Software, Inc.
	EU
	Error monitoring (all modules)
	Application error tracking and performance monitoring
	Error traces, stack traces, performance metrics. Payloads are configured to exclude PII
	SCCs / UK IDTA
	SOC 2 Type II



5. Sub-Processor Governance
5.1 Due Diligence
Before engaging any new sub-processor, Student Radar conducts a security and data protection assessment covering:
· Data protection compliance posture and certifications (SOC 2, ISO 27001, Cyber Essentials)
· Data residency and international transfer mechanisms (SCCs, UK IDTA, adequacy decisions)
· Encryption standards at rest and in transit
· Incident notification obligations and response capability
· Sub-processing arrangements (whether the sub-processor uses further sub-processors)
· Data retention and deletion commitments
5.2 Contractual Protections
Each sub-processor is engaged under a data processing agreement that imposes:
· Obligations equivalent to those in the DPA between Student Radar and the Customer
· Restrictions on processing Customer Data beyond the documented purpose
· Requirements to implement appropriate technical and organisational security measures
· Obligations to notify Student Radar of any personal data breach without undue delay
· Requirements to delete or return Customer Data on termination of the sub-processing arrangement
· Rights of audit (direct or via certification evidence)
5.3 Ongoing Review
Sub-processors are reviewed at least annually, covering:
· Continued compliance with data protection obligations
· Current certification status
· Any material changes to their processing, infrastructure, or sub-processing arrangements
· Performance against contractual SLAs
6. Change Notification
In accordance with the DPA, Student Radar shall notify the Customer of any intended changes to sub-processor arrangements, including the addition or replacement of sub-processors.
Notification shall be provided at least 30 days before the new sub-processor begins processing Customer Data. The notification shall include:
· The identity of the new sub-processor
· The processing purpose and data categories involved
· The data location and transfer mechanism
· The certification and compliance posture of the new sub-processor
6.1 Customer Objection Right
The Customer may object to the appointment of a new sub-processor on reasonable data protection grounds by providing written notice within 14 days of receiving the notification. If the Customer objects:
· Student Radar shall discuss the objection with the Customer and seek to resolve the concern
· If the concern cannot be resolved, Student Radar shall either not appoint the sub-processor for that Customer’s data, or the Customer may terminate the affected services without penalty
This objection right is set out in the DPA and applies to all sub-processor changes.
7. International Transfers Summary
The following table summarises the international transfer position for each sub-processor:
	Sub-Processor
	Data Location
	Transfer Outside UK?
	Safeguard

	Supabase
	UK (eu-west-2, London)
	No
	N/A – UK processing only

	Vercel
	EU (Frankfurt / London)
	No (EU adequate)
	Vercel DPA with SCCs

	Wonde
	UK
	No
	N/A – UK processing only

	Resend
	EU / US
	Yes (US)
	SCCs / UK IDTA

	Twilio
	EU / US
	Yes (US)
	SCCs / UK IDTA; Binding Corporate Rules

	OpenAI
	EU / US
	Yes (US)
	SCCs / UK IDTA; zero-retention API

	Sentry
	EU
	No (EU adequate)
	SCCs / UK IDTA



All international transfers are made subject to Standard Contractual Clauses (SCCs) and/or the UK International Data Transfer Agreement (IDTA) as appropriate, in compliance with Articles 46 and 49 of the UK GDPR. Transfer Impact Assessments (TIAs) are conducted where required.
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9. Contact
For questions about this Sub-Processor List, to request further information about a sub-processor, or to exercise your objection right:
Student Radar – Data Protection Lead
Email: dpo@studentradar.com
General: support@studentradar.com
Website: www.studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU
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