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1. Purpose
This Safeguarding Assurance Note sets out how Student Radar (operated by SENDlink LTD, Company No. 16602655) meets its safeguarding obligations as a technology provider processing children’s data on behalf of UK schools and Multi-Academy Trusts (“MATs”).
This document is intended for Designated Safeguarding Leads (DSLs), headteachers, governors, MAT safeguarding leads, and Data Protection Officers. It provides assurance that the Platform has been designed, built, and operated with the welfare and protection of children as a primary consideration.
Student Radar does not deliver safeguarding services directly. The school remains the data controller and the decision-maker for all safeguarding matters. This document describes the technical, organisational, and contractual measures Student Radar has in place to support schools in discharging their safeguarding duties.
2. Statutory and Regulatory Context
Student Radar’s safeguarding approach is informed by the following legislation and guidance:
	Legislation / Guidance
	Relevance to Student Radar

	Children Act 1989 and Children Act 2004
	Establish the legal framework for safeguarding and promoting the welfare of children. Section 11 of the Children Act 2004 places a duty on organisations to make arrangements to safeguard and promote the welfare of children

	Education Act 2002 (Section 175)
	Requires governing bodies of maintained schools to make arrangements to safeguard and promote the welfare of pupils. Applies to the school’s use of technology providers

	Keeping Children Safe in Education (KCSIE) 2025
	Statutory guidance for schools and colleges. Requires schools to ensure that safeguarding considerations are embedded in technology procurement. Part Two requires appropriate filtering and monitoring

	Working Together to Safeguard Children 2023
	Multi-agency statutory guidance. Establishes the expectation that organisations working with children maintain safeguarding policies, procedures, and training

	UK GDPR and Data Protection Act 2018
	Governs the processing of children’s personal data, including special category data (SEND, health, safeguarding records). Requires appropriate safeguards under Articles 5, 9, 28, 32, and Schedule 1 DPA 2018

	ICO Age Appropriate Design Code (Children’s Code)
	Sets standards for online services likely to be accessed by children. Requires data protection by design, data minimisation, and restrictions on profiling and tracking

	Equality Act 2010
	Prohibits discrimination on the basis of protected characteristics. Relevant to the Platform’s handling of SEND data and AI features

	Children and Families Act 2014 (Part 3)
	Establishes the SEND framework, including EHC plans. The Platform supports schools in managing SEND provision under this Act



3. Safeguarding by Design
Student Radar embeds safeguarding considerations into the design and architecture of the Platform. The following principles are applied:
3.1 Data Isolation
· Each school’s data is logically isolated at the database level using Row-Level Security (RLS) enforced via JWT claims
· No school can access another school’s pupil data, safeguarding records, or staff information
· MAT-level access is available where configured, but is limited to the schools within that MAT and governed by the MAT’s own access policies
· Student Radar staff cannot access individual pupil records in production. Support access requires documented school approval, is time-limited, and is fully logged
3.2 Role-Based Access Control
The Platform enforces granular role-based access control to ensure that safeguarding data is only visible to authorised personnel:
	Role
	Access Level
	Safeguarding Data Access

	SENCo / SEND Lead
	Full access to SEND records, provision maps, IEPs, and assessment data for their school
	Can view safeguarding flags where relevant to SEND provision. Cannot edit safeguarding records unless also designated as DSL

	Designated Safeguarding Lead (DSL)
	Full access to safeguarding records, welfare notes, and concern logs for their school
	Can create, view, edit, and manage safeguarding records. Can restrict visibility of individual records

	Class Teacher
	Access to pupil profiles and SEND summaries for their assigned pupils
	Can view safeguarding flags (presence only, not detail) to inform pastoral awareness. Cannot access full safeguarding records

	Teaching Assistant
	Read-only access to assigned pupil profiles and provision records
	No access to safeguarding records or flags unless explicitly granted by DSL

	School Administrator
	User management, module configuration, data export requests
	No access to individual pupil safeguarding records. Can manage Platform settings

	MAT Central Team
	Aggregated reporting across schools within the MAT
	No access to individual pupil safeguarding records. Reporting is aggregated and anonymised at pupil level

	Student Radar Support
	Technical support access (with school permission)
	No standing access to pupil data. Access granted per-incident with documented school approval, time-limited sessions, and full audit logging



3.3 Safeguarding Record Protections
Safeguarding records within the Platform are subject to enhanced protections:
· Safeguarding records cannot be bulk-deleted or bulk-exported without DSL authorisation
· Deletion of statutory safeguarding records requires prior consultation with the Customer, unless required by law
· Safeguarding records are flagged internally to prevent accidental inclusion in routine data exports
· Audit trails record all access to, creation of, and modification of safeguarding records, including the user, timestamp, and action taken
· Safeguarding data is included in encrypted backups (AES-256, access restricted and protected by MFA) and subject to the same retention and deletion procedures as all Customer Data
3.4 No Profiling or Tracking of Children
· The Platform does not profile, track, or target individual children for any purpose other than supporting their educational welfare
· No advertising cookies, marketing trackers, or third-party analytics are used on the Platform
· AI features are advisory only, human-in-the-loop, and do not make automated decisions about individual children
· Protected characteristics (ethnicity, religion, sexual orientation) are not used as input features for AI risk scoring
· The Platform does not build behavioural profiles of pupils
· AI features should not be used for: live safeguarding investigations or ongoing LADO cases where information sensitivity is highest; producing narrative summaries of safeguarding chronologies for external agencies without manual review and redaction; any purpose where the output could be treated as a professional assessment rather than an advisory aid. Schools can disable all AI features at school level or MAT level at any time.
4. Incident Response and Safeguarding Escalation
4.1 Safeguarding Incident Classification
Under the Incident Response Policy, any incident with a potential safeguarding dimension is classified as follows:
	Classification
	Criteria
	Response

	Priority 1 (P1) – Critical
	Any confirmed or suspected breach involving safeguarding data, children’s special category data, or data that could identify a child at risk
	Immediate containment. Customer notified as soon as reasonably practicable, typically within 2 hours. Director informed immediately. ICO notification within 72 hours if threshold met. This 2-hour target applies to all incidents involving safeguarding data. For non-safeguarding personal data breaches, the contractual commitment is notification within 24 hours.

	Default P1 for Safeguarding
	Safeguarding incidents default to P1 unless clearly demonstrated otherwise. This means a safeguarding data breach is treated as critical until downgraded by the Director following investigation
	Investigation must confirm that no child welfare risk exists before downgrade. Downgrade decision is documented

	Priority 2 (P2) – High
	Incident involving personal data of children but without safeguarding content (e.g. attendance data, assessment scores without SEND context)
	Customer notified within 24 hours. Investigation within 4 hours. Escalation to P1 if safeguarding dimension identified

	Priority 3/4 (P3/P4)
	Non-personal data incidents, or incidents affecting Platform availability without data exposure
	Standard incident response. No safeguarding escalation unless reassessed



4.2 Notification and Escalation
In the event of a safeguarding-relevant incident:
· Immediate: The Data Protection Lead may notify the Customer immediately without waiting for Director approval, informing the Director as soon as practicable thereafter
· Within 24 hours: A written incident report is provided to the school’s Designated Safeguarding Lead or nominated contact, including the nature of the incident, data affected, containment steps, and recommended actions
· Within 72 hours: If the incident meets the threshold for ICO notification under Article 33 UK GDPR, the notification is submitted. The school is informed of the notification
· Post-incident: A full post-incident review is conducted, including root cause analysis, lessons learned, and any policy or technical changes. The review report is shared with the affected school(s)
External communications regarding any safeguarding incident are coordinated and approved by the Director.
4.3 Coordination with Schools
Student Radar recognises that in a safeguarding context, the school is the primary decision-maker. In the event of an incident:
· Student Radar provides technical analysis and data to support the school’s safeguarding response
· Student Radar does not independently contact children, parents/carers, or external agencies (police, social services) unless legally required to do so
· The school retains authority to determine the safeguarding response, including referrals to the LADO, police, or children’s services
· Student Radar cooperates fully with any statutory investigation, including providing data, access logs, and technical evidence as requested by the school or relevant authority
5. Personnel and Culture
5.1 Staff Vetting
· All Student Radar staff and contractors with access to systems that process children’s data undergo enhanced DBS (Disclosure and Barring Service) checks prior to commencing work
· DBS checks are renewed at intervals consistent with the Disclosure and Barring Service guidance
· Staff who fail DBS checks or who are subsequently barred are immediately removed from any role involving access to children’s data
· A record of DBS check status is maintained for all relevant personnel
5.2 Training
· All staff complete safeguarding awareness training on induction
· Annual refresher training is provided, aligned with the latest version of Keeping Children Safe in Education
· Staff with elevated access to pupil data (engineering, support) receive additional training on the handling of sensitive data and the obligations of data processors under the UK GDPR
· Training records are maintained and available for audit
5.3 Culture and Reporting
· Student Radar maintains a culture of safeguarding awareness across all functions
· All staff are required to report any concern about the safety or welfare of a child that comes to their attention through the course of their work, including through technical support interactions
· A clear internal reporting procedure is in place: concerns are escalated to the Data Protection Lead and Director immediately
· Whistleblowing protections apply to any member of staff who raises a safeguarding concern in good faith
6. Technical Safeguards
The following technical measures are in place to protect children’s data:
	Safeguard
	Implementation
	Relevance to Safeguarding

	Encryption at rest
	AES-256 (Supabase, eu-west-2 London)
	Prevents unauthorised access to safeguarding records if storage media is compromised

	Encryption in transit
	TLS 1.2+ (typically TLS 1.3)
	Protects data during transmission between school devices and the Platform

	Row-Level Security
	RLS enforced at database level via JWT claims
	Prevents cross-school data access. Each school’s safeguarding data is isolated

	Multi-factor authentication
	MFA / AAL2 enforced for all staff accounts
	Reduces risk of unauthorised access to accounts with safeguarding data access

	Audit logging
	All data access, creation, modification, and deletion logged with user ID and timestamp
	Supports investigation of safeguarding incidents and provides accountability

	Honey tokens
	Deployed in sensitive data stores
	Detects unauthorised access attempts to safeguarding-relevant data

	AI tokenisation
	PII tokenised before transmission to OpenAI; zero-retention API
	Ensures children’s names, DOBs, and identifiers are never sent to external AI services in raw form

	Automated vulnerability scanning
	Continuous automated scanning plus annual external penetration test
	Identifies and remediates vulnerabilities before they can be exploited

	Endpoint protection
	EDR and antivirus on all development and administrative devices
	Prevents compromised staff devices from accessing safeguarding data

	Backup protection
	Encrypted rolling backups; access restricted and protected by MFA
	Ensures safeguarding data is recoverable without exposing it to unauthorised access



7. Data Retention and Deletion
Safeguarding data is subject to enhanced retention and deletion controls:
· All Customer Data, including safeguarding records, is retained for the duration of the service agreement and deleted within 30 days of termination (earlier deletion on request). Where the Platform is used as the primary safeguarding record, configurable retention periods are available to align with statutory obligations, including retention until the data subject's 25th birthday.
· Deletion of statutory safeguarding records shall not occur without prior consultation with the Customer, unless required by law
· Written confirmation of deletion is provided to the school on request
· The school (as data controller) is responsible for retaining its own copies of safeguarding records in accordance with statutory requirements and local retention schedules
· Anonymised data derived from safeguarding records is irreversibly anonymised; re-identification risk is assessed and excluded
· Encrypted backups containing safeguarding data are retained for up to 90 days (reflecting the maximum technical lifecycle of encrypted rolling backups) and are then securely destroyed
Frequently Asked Question: Safeguarding Record Retention
If your school uses Student Radar as its primary safeguarding system of record, you can meet statutory retention requirements (e.g. retention until the pupil’s 25th birthday under KCSIE 2025 guidance) by either: (a) configuring extended retention within the Platform, which is available on request; or (b) exporting safeguarding records in a structured, portable format (including chronologies, attachments, and audit trails) to your school’s statutory archive before the standard 30-day post-termination deletion window. Student Radar will support either approach and can provide guidance on export formats compatible with other safeguarding systems. Schools should confirm their preferred approach with the Data Protection Lead at dpo@studentradar.com.
8. Third-Party and Sub-Processor Controls
Student Radar’s sub-processors are subject to safeguarding-relevant controls:
· Supabase (database, authentication, storage): SOC 2 Type II certified. Data hosted in UK (eu-west-2, London). Data hosted in the United Kingdom; no routine international transfer of safeguarding data occurs. Supabase does not have logical access to individual school records due to RLS enforcement
· Vercel (application hosting): SOC 2 Type II certified. Transient API processing only; no persistent storage of Customer Data. No safeguarding data is stored by Vercel
· Wonde (MIS integration): ISO 27001 certified; Cyber Essentials Plus. Read-only synchronisation from school MIS. HMAC-SHA256 webhook authentication. Wonde does not store synchronised data beyond the caching period defined in their DPA
· OpenAI (optional AI features): Zero-retention API. Receives tokenised data only; no raw PII. Does not train on Customer Data. Only engaged when school enables AI modules
· Resend / Twilio (optional email/SMS): Transactional delivery only. No pupil data in message bodies unless configured by the school. SCCs/IDTA and BCRs (Twilio) in place for international transfers
· Sentry (optional error monitoring): Payloads configured to exclude PII. EU-hosted. No safeguarding data is captured in error traces
All sub-processors are engaged under data processing agreements with contractual obligations equivalent to those in the DPA. Sub-processor changes are notified to Customers at least 30 days in advance.
9. Alignment with School Safeguarding Policies
Student Radar is designed to support, not replace, the school’s own safeguarding policies and procedures. The following alignment points are relevant to DSLs and governors:
	School Obligation
	How Student Radar Supports It

	Maintain safeguarding records
	The Platform provides a structured environment for creating, managing, and securing safeguarding records, welfare notes, and concern logs

	Restrict access to safeguarding data
	Role-based access control ensures only DSLs and authorised staff can view full safeguarding records. Access is audited

	Report to governors on safeguarding
	Aggregated, anonymised reporting is available for governance oversight without exposing individual pupil records

	Respond to data subject access requests
	The Platform supports data extraction for DSARs. Student Radar provides technical assistance within 48 hours of acknowledgement

	Comply with KCSIE on technology
	The Platform meets KCSIE expectations regarding safeguarding in technology procurement: DBS checks, data security, access controls, and incident response

	Ensure SEND provision is monitored
	The Platform’s core function supports monitoring of SEND provision, outcomes, and resource allocation, aligned with the Children and Families Act 2014

	Retain records in accordance with statutory guidance
	The Platform retains data for the duration of the service agreement. Schools are advised to maintain their own primary copies for statutory retention

	Conduct filtering and monitoring
	The Platform does not provide internet filtering or monitoring (this is a school ICT responsibility). The Platform does monitor access to its own systems via audit logging



10. Assurance Summary
Student Radar provides the following safeguarding assurances to schools and MATs:
	Assurance Area
	Status
	Evidence

	DBS checks for staff
	In place
	DBS register maintained; renewed per DBS guidance

	Safeguarding training
	In place
	Induction and annual refresher; records maintained

	Data encryption (at rest and in transit)
	In place
	AES-256 at rest; TLS 1.2+ in transit

	Row-Level Security (data isolation)
	In place
	RLS enforced via JWT claims at database level

	Multi-factor authentication
	In place
	MFA / AAL2 enforced for all staff accounts

	Audit logging of safeguarding data access
	In place
	Comprehensive audit trail with user ID and timestamp

	Incident response with safeguarding priority
	In place
	Safeguarding incidents default to P1; Incident Response Policy published

	Cyber Essentials certification
	Certified
	Awarded 20 February 2026

	Sub-processor DPAs in place
	In place
	All sub-processors under Article 28-compliant DPAs

	DPIA completed
	Completed
	Reviewed annually

	Appropriate Policy Document (APD)
	Published
	Schedule 1 DPA 2018 compliance documented

	No profiling or advertising targeting children
	Confirmed
	No advertising cookies, trackers, or behavioural profiling

	AI features: human-in-the-loop, tokenised
	Confirmed
	Advisory only; PII tokenised; zero-retention API

	24-hour safeguarding incident notification
	Committed
	As soon as reasonably practicable, typically within 2 hours for P1

	Deletion within 30 days of termination
	Committed
	Written confirmation provided



11. Limitations and Responsibilities
For clarity, the following responsibilities remain with the school (as data controller):
· All safeguarding decisions, referrals, and statutory notifications (to police, social services, LADO)
· Appointment and training of Designated Safeguarding Leads
· Compliance with the school’s own safeguarding policy and procedures
· Internet filtering and monitoring of school devices (the Platform does not provide this)
· Determination of which staff roles have access to safeguarding features within the Platform
· Retention of primary copies of safeguarding records beyond the term of the service agreement
· Responding to data subject access requests (Student Radar provides technical support)
· Informing parents/carers and pupils about the school’s use of the Platform via the school’s privacy notice
Student Radar is a data processor and technology provider. It does not exercise professional judgement on safeguarding matters and does not replace the statutory role of the DSL, headteacher, or governing body.
12. Version History
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	Author
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13. Contact
For safeguarding queries, incident reports, or requests for further assurance documentation:
Student Radar – Director
Stuart Armley-Jones
Email: dpo@studentradar.com
General: support@studentradar.com
Website: www.studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU
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