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1. Purpose
This Information Security Policy sets out the technical and organisational measures that Student Radar implements to protect the confidentiality, integrity, and availability of Customer Data and the Platform. It demonstrates compliance with Article 32 of the UK GDPR and supports the commitments made in our Data Processing Agreement (DPA), Privacy Policy, and Master Service Agreement (MSA).
This document is intended for internal use by Student Radar staff and may be shared with Customers, Data Protection Officers, and procurement teams on request.
2. Scope
This Policy applies to:
· All personal data and Customer Data processed by Student Radar
· All systems, services, and infrastructure comprising the Student Radar platform
· All Student Radar staff, contractors, and sub-processors with access to Customer Data or platform systems
· All environments: production, staging, development, and disaster recovery
3. Security Governance
3.1 Roles and Responsibilities
	Role
	Security Responsibilities

	Director (Stuart Armley-Jones)
	Overall accountability for information security; approves policy; authorises security expenditure; escalation point for critical incidents

	Data Protection Lead
	Day-to-day security oversight; leads risk assessments; manages incident response; coordinates with Customers and regulators

	Engineering Team
	Implements and maintains security controls; manages infrastructure; deploys patches and updates; monitors systems

	All Staff and Contractors
	Comply with this Policy and the Acceptable Use Policy; report security incidents; complete security awareness training



3.2 Risk Management
Student Radar maintains an information security risk register, reviewed quarterly and after any material change to the platform, sub-processor arrangements, or threat landscape. Risk assessments consider:
· The nature, scope, context, and purposes of processing
· The likelihood and severity of risk to data subjects, including children with SEND
· The state of the art and cost of implementation
· Threats specific to the education sector, including safeguarding data exposure
4. Platform Architecture
The Student Radar platform comprises the following core components:
	Component
	Provider
	Location
	Function

	Database and Authentication
	Supabase
	eu-west-2 (London), UK
	PostgreSQL database, authentication, file storage, real-time subscriptions

	Application Hosting
	Vercel
	EU (Frankfurt/London)
	Single-page application, serverless API functions, edge network

	MIS Integration
	Wonde
	UK
	Read-only sync from school Management Information Systems via HMAC-SHA256 authenticated webhooks

	Error Monitoring
	Sentry
	EU
	Application error tracking and performance monitoring (no PII in payloads)

	Email Delivery
	Resend
	EU/US
	Transactional email (notifications, invitations) – optional, Controller-enabled

	SMS Delivery
	Twilio
	EU/US
	SMS notifications via Connect module – optional, Controller-enabled

	AI Processing
	OpenAI
	EU/US
	Advisory features (risk assessment, IEP generation, insights) – optional, Controller-enabled, PII tokenised before transmission



No routine international transfer of Customer Data occurs. Data processing occurs within the United Kingdom or the European Economic Area. Optional sub-processors outside the EEA are engaged under Standard Contractual Clauses (SCCs) or the UK International Data Transfer Agreement (IDTA) as set out in the DPA. Remote support access from outside the UK may constitute a restricted transfer and is governed by appropriate safeguards.
5. Access Control
5.1 Authentication
· All user authentication is managed through Supabase Auth with bcrypt-hashed passwords
· Multi-factor authentication (MFA) is supported and enforced at AAL2 (Authenticator Assurance Level 2) for all staff accounts accessing the Platform
· Session tokens are issued as signed JWTs with configurable expiry
· Password complexity requirements are enforced at registration and reset
· Account lockout is applied after repeated failed authentication attempts
5.2 Authorisation
· Role-based access control (RBAC) is enforced at the application and database layers
· Row-Level Security (RLS) policies in Supabase enforce tenant isolation using JWT claims, ensuring each school can only access its own data
· Administrative access to production systems is restricted to named individuals with documented justification
· The principle of least privilege is applied to all access grants
· Access is reviewed quarterly and on staff role changes or departures
5.3 Sub-Processor Access
· Sub-processors receive only the minimum data necessary to perform their contracted function
· API keys and credentials for sub-processors are stored in environment variables, never in source code
· Sub-processor access is logged and auditable
6. Data Protection Controls
6.1 Encryption
	Layer
	Standard
	Detail

	Data in Transit
	TLS 1.2+ (TLS 1.3 preferred)
	All connections between clients, APIs, and sub-processors are encrypted. HSTS is enforced.

	Data at Rest
	AES-256
	All database storage and file storage in Supabase is encrypted at rest using AES-256.

	Backups
	AES-256
	All database backups are encrypted at rest. Point-in-time recovery is enabled.

	AI Processing
	PII Tokenisation
	Personal identifiers are tokenised before transmission to AI sub-processors. Raw PII is not sent.



6.2 Data Segregation
· Each school’s data is logically segregated at the database level using Row-Level Security (RLS) policies
· Cross-tenant data access is architecturally prevented – queries are filtered by authenticated school context
· Multi-Academy Trust configurations allow controlled cross-school visibility where explicitly authorised by the Customer
6.3 Data Minimisation
· Only data necessary for the contracted purpose is collected and processed
· MIS integration via Wonde is read-only and synchronises only the data fields required for Platform functionality
· AI features receive tokenised data only; raw PII is not transmitted to AI sub-processors
· Audit and system logs are stripped of directly identifiable information where technically feasible
6.4 Backup and Recovery
· Automated daily database backups with point-in-time recovery enabled
· Target Recovery Time Objective (RTO): 4 hours
· Target Recovery Point Objective (RPO): 1 hour
· Backups are stored in a geographically separate location within the UK/EEA
· Recovery procedures are tested at least annually
7. Network and Infrastructure Security
· All production infrastructure is hosted on managed platforms (Supabase, Vercel) with SOC 2 Type II or equivalent certifications
· Web Application Firewall (WAF) rules are applied at the edge layer
· DDoS mitigation is provided by Vercel’s edge network
· DNS is managed with DNSSEC where supported
· All API endpoints enforce rate limiting to prevent abuse
· Webhook integrations (Wonde, Stripe) are authenticated using HMAC-SHA256 signature verification
· Honey tokens are deployed to detect unauthorised access to sensitive data stores
8. Application Security
· Secure development practices are followed in alignment with OWASP guidelines, including input validation, output encoding, and parameterised queries. Threat modelling is performed for new features or significant architectural changes
· Dependencies are monitored for known vulnerabilities using automated scanning (Dependabot or equivalent)
· Code changes are subject to peer review before deployment to production
· Production deployments are made through a controlled CI/CD pipeline with automated testing
· Content Security Policy (CSP) headers are configured to mitigate cross-site scripting (XSS)
· CSRF protection is enforced on all state-changing operations
· API authentication uses short-lived tokens with appropriate scoping
9. Monitoring and Logging
9.1 Audit Logging
· All authentication events (login, logout, failed attempts, MFA challenges) are logged
· Administrative actions (role changes, configuration changes, data exports) are logged with user identity and timestamp
· Data access patterns are monitored for anomalous behaviour
· Audit logs are immutable and retained for a minimum of 13 months in accordance with the DPA
9.2 Infrastructure Monitoring
· Application performance and error monitoring via Sentry (no PII in payloads)
· Supabase provides database performance monitoring, connection tracking, and query analysis
· Uptime monitoring with automated alerting for service degradation or outage
· Alerts are configured for security-relevant events, including repeated authentication failures, unusual data access volumes, and configuration changes
9.3 Log Protection
· Logs are stored separately from application data
· Access to logs is restricted to authorised personnel
· Logs are not modified or deleted during their retention period
9.4 AI Bias and Fairness Monitoring
· Bias reviews are conducted quarterly using defined metrics including false positive/negative rates across demographic groups, with findings reported to the Data Protection Lead. If material bias is detected, the affected AI feature will be suspended pending remediation.
10. Vulnerability Management
· Automated dependency scanning runs on every code change and at least weekly
· Critical and high-severity vulnerabilities are triaged and patched within 72 hours of identification
· Medium-severity vulnerabilities are addressed within 30 days
· Infrastructure patches are applied in accordance with sub-processor SLAs (Supabase, Vercel)
· Automated penetration testing is conducted regularly using industry-standard tools. Annual independent external penetration testing is performed by a qualified third party, with findings remediated in accordance with severity-based timescales. Student Radar welcomes responsible vulnerability disclosure and provides a security contact at security@studentradar.com
11. Personnel Security
· All staff and contractors with access to Customer Data or production systems undergo background checks appropriate to their role
· Security awareness training is provided on induction and refreshed annually, covering phishing, social engineering, data handling, and incident reporting
· Staff with access to safeguarding data receive additional training on the sensitivity and statutory requirements of that data
· Access is revoked immediately on termination of employment or contract
· Confidentiality obligations are included in all employment and contractor agreements
12. Physical Security
Student Radar operates as a cloud-native platform with no on-premises data centres. Physical security of infrastructure is managed by our sub-processors:
· Supabase (AWS eu-west-2): ISO 27001, SOC 2 Type II certified data centres with physical access controls, CCTV, biometric access, and 24/7 security personnel
· Vercel: SOC 2 Type II certified infrastructure with enterprise-grade physical security controls
Student Radar staff work remotely. Endpoint security measures include:
· Full-disk encryption on all devices used for development or administration
· Screen lock enforcement after period of inactivity
· Prohibition on storing Customer Data on local devices. Endpoint detection and response (EDR) or antivirus software is installed and maintained on all development and administrative devices. Devices are managed under a consistent security baseline
13. Business Continuity
Student Radar’s business continuity measures are designed to ensure service availability and data protection during adverse events:
· Platform availability target: 99.9% uptime (as defined in the MSA Service Level Agreement)
· Automated failover and redundancy provided by Supabase and Vercel managed infrastructure
· Database backups with point-in-time recovery (RPO: 1 hour; RTO: 4 hours)
· Incident response procedures documented in the Incident Response Policy
· Annual disaster recovery testing, including backup restoration verification
· Force majeure provisions in the MSA address prolonged service disruption
14. Third-Party and Sub-Processor Security
Before engaging any new sub-processor, Student Radar conducts a security assessment covering:
· Data protection certifications and compliance posture (SOC 2, ISO 27001, Cyber Essentials)
· Data residency and international transfer mechanisms
· Encryption standards (at rest and in transit)
· Incident notification obligations and response capability
· Sub-processing arrangements (whether the sub-processor uses further sub-processors)
Existing sub-processors are reviewed annually. Changes to sub-processor arrangements are notified to Customers in accordance with the DPA.
The current sub-processor list is maintained as a separate document and is available to Customers on request.
15. Certification and Compliance
	Standard
	Status
	Detail

	Cyber Essentials
	Certified
	Cyber Essentials certification awarded 20 February 2026. Cyber Essentials Plus evaluation planned.

	UK GDPR
	Compliant
	Data Processing Agreement, Privacy Policy, DPIA, and Incident Response Policy in place

	ICO Registration
	Registered
	SENDlink LTD is registered with the Information Commissioner’s Office

	SOC 2 Type II (Sub-processors)
	Verified
	Supabase and Vercel both hold SOC 2 Type II certifications



Student Radar achieved Cyber Essentials certification in February 2026. Cyber Essentials Plus and ISO 27001 will be evaluated as the organisation matures. Student Radar maintains cyber insurance (obtained alongside Cyber Essentials certification) and professional indemnity insurance (underwritten by Markel) to cover liabilities arising from data breaches, security incidents, and professional services.
16. Data Retention and Disposal
Data retention periods are defined in the Data Processing Agreement and Data Retention Schedule. Key principles:
· Customer Data is retained only for the duration of the service agreement plus a transition period of up to 30 days
· On termination, Customer Data is securely deleted or returned in accordance with the DPA
· Audit logs are retained for 13 months
· Backups containing Customer Data are purged within 90 days of account termination
· Deletion is performed using secure methods appropriate to the storage medium, ensuring data cannot be recovered
· A certificate of deletion is available to Customers on request
17. Acceptable Use
All users of the Platform are subject to the Acceptable Use Policy, which sets out prohibited conduct, safeguarding obligations, AI feature usage rules, and enforcement procedures. The AUP is incorporated into the MSA and available as a standalone document.
18. Policy Review
This Policy is reviewed annually by the Data Protection Lead, or sooner if triggered by:
· A material security incident
· Changes to UK data protection law, ICO guidance, or Cyber Essentials requirements
· Significant changes to the platform architecture or sub-processor arrangements
· Findings from risk assessments, penetration testing, or post-incident reviews
Material changes are communicated to Customers in accordance with the MSA.
19. Contact
For questions about this Policy or to report a security concern:
Student Radar – Data Protection Lead
Security: security@studentradar.com
General: support@studentradar.com
Website: www.studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU
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