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1. Purpose
This Incident Response Policy sets out the procedures that Student Radar follows when identifying, managing, and reporting personal data breaches and security incidents. It ensures compliance with Articles 33 and 34 of the UK GDPR, the Data Protection Act 2018, and the contractual obligations in our Data Processing Agreement (DPA).
This document is intended for internal use by Student Radar staff and may be shared with Customers, their Data Protection Officers, and procurement teams on request.
2. Scope
This Policy applies to:
· All personal data processed by Student Radar on behalf of Customers (schools and Multi-Academy Trusts)
· All systems, infrastructure, and services comprising the Student Radar platform, including Supabase (database and authentication), Vercel (application hosting), and any optional sub-processors
· All Student Radar staff, contractors, and sub-processors with access to Customer Data
For the purposes of this Policy:
· Personal Data Breach means a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data (as defined in Article 4(12) UK GDPR)
· Security Incident means any event that compromises or may compromise the confidentiality, integrity, or availability of the Platform or Customer Data, whether or not it constitutes a Personal Data Breach
3. Incident Classification
All incidents are classified on identification to determine the appropriate response level:
	Severity
	Description
	Examples
	Response Time

	Critical (P1)
	Confirmed breach of personal data with high risk to data subjects
	Unauthorised access to SEND records; exfiltration of pupil data; ransomware
	Immediate

	High (P2)
	Confirmed breach with limited exposure, or suspected breach with high potential
	Credential compromise; unauthorised admin access; sub-processor breach notification
	Within 1 hour

	Medium (P3)
	Security incident with no confirmed data exposure
	Failed intrusion attempt; unusual access pattern; vulnerability disclosure
	Within 4 hours

	Low (P4)
	Minor event with negligible risk
	Automated scanning; single failed login; non-sensitive configuration alert
	Within 24 hours



4. Incident Response Phases
4.1 Phase 1: Identification
Incidents may be identified through:
· Automated monitoring and alerting (Sentry, Supabase audit logs, infrastructure alerts)
· Manual detection by Student Radar staff during routine operations
· Reports from Customers, Authorised Users, or sub-processors
· Reports from external parties (security researchers, regulatory bodies)
Any person who identifies or suspects an incident must immediately report it to the Data Protection Lead at security@studentradar.com.
4.2 Phase 2: Containment
On identification, the incident responder shall:
1. Assess and confirm the incident, recording initial findings in the Incident Log
1. Assign an internal incident reference number to track throughout the lifecycle of the incident and classify the severity using the table in Section 3
1. Take immediate containment steps, which may include: revoking compromised credentials, isolating affected systems, blocking malicious IP addresses, or disabling affected accounts
1. Preserve evidence, including audit logs, access records, and system snapshots, for investigation and potential regulatory reporting
Containment actions must not destroy forensic evidence unless necessary to prevent ongoing harm. Forensic preservation shall follow documented evidence-handling procedures to maintain the integrity and admissibility of records.
4.3 Phase 3: Assessment
The Data Protection Lead shall assess the incident to determine:
· The nature and categories of personal data affected
· The approximate number of data subjects affected
· The likely consequences for data subjects (including children and vulnerable individuals)
· Whether the breach is likely to result in a risk to the rights and freedoms of data subjects
· Whether the breach meets the threshold for notification to the Customer, supervisory authority, or data subjects
Given that Student Radar processes data relating to children with special educational needs and disabilities, the assessment shall apply a heightened risk standard consistent with the ICO’s guidance on vulnerable data subjects. Incidents involving safeguarding data shall be classified as P1 (Critical) unless clearly demonstrated otherwise.
4.4 Phase 4: Notification
Notification to the Customer (Controller)
Student Radar shall notify the affected Customer without undue delay and in any event within 24 hours of becoming aware of a confirmed Personal Data Breach, or incident reasonably believed to constitute a Personal Data Breach, in accordance with the DPA. For incidents involving safeguarding data (classified as Priority 1), the Customer will be notified as soon as reasonably practicable, with a target of within 2 hours of confirmed awareness. For the purposes of this Policy, awareness occurs when Student Radar has a reasonable degree of certainty that a Personal Data Breach has occurred or is likely to have occurred.
The notification shall include:
· A description of the nature of the breach
· The categories and approximate number of data subjects affected
· The categories and approximate number of personal data records affected
· The name and contact details of the Data Protection Lead
· A description of the likely consequences of the breach
· A description of the measures taken or proposed to address the breach and mitigate its effects
Notification to the Supervisory Authority (ICO)
The Customer, as Controller, is responsible for determining whether the breach must be notified to the Information Commissioner’s Office (ICO) under Article 33 UK GDPR. Student Radar shall provide all information reasonably necessary to support the Customer’s assessment and notification within the 72-hour statutory window.
If Student Radar is the Controller of its own operational data and a breach of that data occurs, Student Radar shall notify the ICO directly within 72 hours where the breach is likely to result in a risk to the rights and freedoms of individuals.
Notification to Data Subjects
The Customer, as Controller, is responsible for determining whether data subjects must be notified under Article 34 UK GDPR (high risk to rights and freedoms). Student Radar shall assist the Customer with such notification where requested.
4.5 Phase 5: Eradication and Recovery
Following containment, Student Radar shall:
1. Identify and eliminate the root cause of the incident
1. Apply patches, configuration changes, or infrastructure updates as required
1. Restore affected systems and data from verified backups where necessary (target RTO of 4 hours; target RPO of 1 hour)
1. Verify that containment measures are effective and the threat has been neutralised
1. Re-enable access for affected Customers and Authorised Users once safe to do so, with clear communication
4.6 Phase 6: Post-Incident Review
Within 10 Business Days of incident closure, the Data Protection Lead shall conduct a post-incident review covering:
· Root cause analysis
· Effectiveness of the response (timeliness, containment, communication)
· Impact assessment (data subjects affected, regulatory exposure, reputational impact)
· Lessons learned and recommendations
· Changes to controls, processes, or monitoring required to prevent recurrence
The review shall be documented in a Post-Incident Report and a summary shared with the affected Customer on request.
Where the incident reveals a systemic weakness, Student Radar shall update this Policy, the DPA, or associated security controls as appropriate. All external communications relating to an incident, including media enquiries, shall be coordinated and approved by the Director.
5. Roles and Responsibilities
	Role
	Responsibilities

	Data Protection Lead
	Leads incident response; classifies severity; coordinates containment, assessment, and notification; conducts post-incident review; maintains Incident Log

	Director (Stuart Armley-Jones)
	Approves P1/P2 notifications; authorises external communications; escalation point for regulatory contact. In urgent circumstances, the Data Protection Lead may notify the Customer immediately and inform the Director as soon as practicable

	Engineering Team
	Implements containment and eradication measures; preserves forensic evidence; restores systems; deploys fixes

	Customer (Controller)
	Determines ICO notification; notifies data subjects where required; cooperates with investigation

	Sub-processors
	Report incidents to Student Radar without undue delay; assist with investigation and remediation as contractually required



6. Notification Timeline Summary
	Action
	Deadline
	Responsibility

	Internal escalation to Data Protection Lead
	Immediately on identification
	All staff

	Initial containment
	Within 1 hour (P1/P2)
	Engineering / Data Protection Lead

	Customer notification
	Within 24 hours of awareness
	Data Protection Lead

	Support for ICO notification
	Within 72 hours (to support Controller)
	Data Protection Lead

	Post-incident review
	Within 10 Business Days of closure
	Data Protection Lead

	Post-incident report to Customer
	On request, following review
	Data Protection Lead



7. Record Keeping
Student Radar maintains an Incident Log recording all security incidents and Personal Data Breaches, regardless of whether they are reportable under UK GDPR. The log records:
· Date and time of identification
· Description of the incident
· Classification and severity
· Data categories and approximate number of data subjects affected
· Containment and eradication actions taken
· Notifications issued (to Customer, ICO, data subjects)
· Outcome and lessons learned
The Incident Log is retained for a minimum of 6 years in accordance with regulatory expectations and is available for inspection by Customers and regulatory authorities on request.
8. Testing and Exercising
Student Radar tests this Policy at least annually through:
· Tabletop exercises simulating breach scenarios relevant to the education sector
· Review of detection and alerting capability
· Verification of notification templates and contact lists
Results of testing are documented and used to improve this Policy and associated response procedures.
9. Sub-Processor Incidents
Where a sub-processor reports an incident to Student Radar:
1. Student Radar shall assess the incident as if it were its own, applying the classification and response procedures in this Policy
1. The notification timeline to the Customer begins when Student Radar becomes aware of the incident (not when the sub-processor first identified it)
1. Student Radar shall coordinate with the sub-processor on containment, investigation, and remediation
1. The post-incident review shall include an assessment of the sub-processor’s response and any contractual or operational changes required
10. Regulatory and Legal Context
This Policy is designed to comply with:
· UK General Data Protection Regulation (UK GDPR), Articles 33 and 34
· Data Protection Act 2018
· ICO guidance on personal data breaches
· Keeping Children Safe in Education (KCSIE) – where a breach has safeguarding implications
· The Network and Information Systems Regulations 2018 (NIS Regulations), to the extent applicable
Where a Personal Data Breach also constitutes a safeguarding concern (for example, unauthorised access to records identifying vulnerable children), Student Radar shall notify the Customer immediately and cooperate with any safeguarding response initiated by the school or local authority.
11. Policy Review
This Policy is reviewed annually by the Data Protection Lead, or sooner if triggered by:
· A material incident
· Changes to UK data protection law or ICO guidance
· Changes to the Student Radar platform architecture or sub-processor arrangements
· Findings from testing or post-incident reviews
Material changes will be communicated to Customers in accordance with the MSA.
12. Contact
To report an incident or request a copy of this Policy, contact:
Student Radar – Data Protection Lead
Email: security@studentradar.com
General enquiries: support@studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU
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