[image: A green circle with black letters  AI-generated content may be incorrect.]Student Radar
DPIA Reference Document

Student Radar – Data Protection Impact Assessment (DPIA)

Version 1.0
 Date: 21 February 2026

PART A – SCREENING ASSESSMENT

Header Information
School Name: [To be completed by school]
Assessment Date: [To be completed by school]
Retrospective DPIA: Yes [ ] No [ ]

	Q1
	SENDlink LTD, trading as Student Radar
Company No. 16602655
Address: 10 Masefield Gardens, Plymouth, PL5 3HU
Role: Data Processor under Article 28 UK GDPR
DPO Contact: dpo@studentradar.com




	Q2
	Data Categories:
1. Pupils: name, DOB, UPN, year/class, attendance records, SEND/EHCP status, health data, safeguarding records, behaviour, exclusions
1. Special category: health/SEND (Art 9(2)(g)), ethnicity (if enabled), religion (if in MIS)
1. Parents: contact details, communication prefs, emergency status
1. Staff: name, role, email, permissions, audit logs

Data Sources:
1. School MIS via Wonde API (HMAC-SHA256 webhooks)
1. Direct staff input via portal

Processing Activities:
1. Pupil dashboards for SEND/safeguarding/attendance/behaviour
1. Provision mapping and intervention tracking
1. Safeguarding records and case notes
1. Ofsted-format reports
1. Optional AI: Risk Assessor, IEP Creator, Insight Generator (all advisory)

Storage & Infrastructure:
1. Primary: Supabase PostgreSQL eu-west-2 (London), AES-256 encryption, TLS 1.2+, RLS with JWT, RBAC
1. Transient: Vercel eu-west-1 CDN
1. Backups: eu-west-2 + eu-west-1 geo-redundancy, AES-256, 90-day rolling
1. Optional US: OpenAI (tokenised, zero-retention), Resend, Twilio, Sentry (all with SCCs)

Objective:
Single platform for SEND/safeguarding/attendance/behaviour/reporting. No new data collection. Aggregation-first design. Least-privilege access via RLS + RBAC. Human-in-the-loop AI. Purpose-limited: no marketing, no secondary use. Retention controls and encrypted backups.




	Q3
	1. No new data collection from pupils/parents—only existing school data
1. Aggregation-first: dashboards show trends/risks, not raw data
1. Least-privilege: RBAC (6 roles) + RLS at database layer with JWT claims
1. Purpose limitation: platform restricted to SEND/safeguarding/attendance/behaviour/reporting only
1. Data minimisation in AI: tokenised input to OpenAI, zero-retention, no model training
1. Retention controls: 30-day post-termination grace, 90-day backup aging, hard deletion with sub-processor purge
1. Alternative analysis: Spreadsheets (no encryption, no audit); data warehouses (no special category safeguards); external monitoring (re-use risk)
Student Radar minimises intrusion while maintaining safeguarding effectiveness.




	Q4
	Data Sharing Model:
1. School → Student Radar (Processor) under DPA Art 28
1. Student Radar → Sub-processors: Supabase (storage, eu-west-2, SOC 2 Type II), Vercel (CDN, eu-west-1, SOC 2 Type II), Wonde (MIS, UK, ISO 27001 + CE Plus), OpenAI (optional, tokenised, SCCs), Resend (optional, SCCs), Twilio (optional, SCCs + BCRs), Sentry (optional, SCCs)

Sub-Processor Register:
Published, updated, 30-day notice, 14-day objection right.

Data Processing Agreements:
Include Art 28 scope, school instructions, sub-processor engagement, DSAR assistance, security obligations, audit rights, deletion procedures, breach notification.




	Q5
	Yes. Special category data includes:
1. Health: EHCP, medical conditions, therapy, medication, mental health, disability (Art 9(2)(h) + Sch 1 Part 2 DPA 2018)
1. SEND: EHCP status (Art 9(2)(g) + Sch 1 Part 18 DPA 2018 – safeguarding)
1. Ethnicity: if enabled (Art 9(2)(h) + Sch 1 Part 8 DPA 2018 – equality)
1. Religion: if in MIS (Art 9(2)(h) + Sch 1 Part 2 DPA 2018)

Lawful Basis:
1. Art 9(2)(g) + Sch 1 Part 18: Safeguarding of children
1. Art 9(2)(h) + Sch 1 Part 2: Health/social care
1. Art 6(1)(e): Public task (education authority)




	Q5a
	Yes, if safeguarding records enabled. Examples:
1. Abuse disclosures and allegations
1. Police referrals and investigations
1. LADO involvement
1. Court orders and injunctions

Lawful Basis:
1. Art 10 UK GDPR (criminal offence data)
1. Sch 1 Part 18 (safeguarding) + Part 10 (unlawful acts)

Safeguards:
1. Access: DSL role only
1. Enforcement: RBAC + RLS with JWT
1. Audit: all access logged
1. Retention: 6 years post-leaving, then 30-day grace, hard delete with sub-processor purge




	Q6
	Primary Basis: Art 6(1)(e) UK GDPR – Public Task
Schools process pupil data under:
1. Education Act 1996: provide education suitable to age/ability/SEND
1. Children Act 2004 s.11: safeguarding duty
1. Education Act 2002 s.175: school safeguarding duty
1. KCSIE: statutory safeguarding guidance
1. Equality Act 2010: eliminate discrimination, advance equality

Special Category (Art 9(2)):
1. Art 9(2)(g) + Sch 1 Part 18 DPA 2018: Safeguarding of children
1. Art 9(2)(h) + Sch 1 Part 2 DPA 2018: Health and social care

Q6a: Is Processing Necessary?
Yes. SEND dashboards, safeguarding tracking, and intervention mapping are necessary to fulfil statutory duties under Children Act 2004, Education Act 2002, and KCSIE. Platform aggregates existing school data to enable early identification and coordinated support, reducing safeguarding risk.

Q6b: Why Not Rely on Consent?
Schools are public authorities processing under public task (Art 6(1)(e)). Consent (Art 6(1)(a)) inappropriate and unnecessary. Parents/pupils may not withhold consent for statutory processing.

Q6c: Transparency & Data Subject Information:
1. School privacy notice: must explain Student Radar processing, data categories, retention, rights, DPO contact
1. Special category notice: explain safeguarding lawful basis, Art 9(2)(g)/(h), DSL access, deletion rights
1. Student Radar Privacy Policy: studentradar.com/privacy
1. DPIA/APD: available on request




	Q7
	Decision-Making:
No. Student Radar does NOT make solely automated decisions with legal/significant effects. All alerts are advisory. School staff (DSL, SENCo, head) retain full human authority for SEND/safeguarding/exclusion/attendance decisions.

Profiling & AI (Advisory Only):
1. Risk Assessor: stratifies pupils into risk bands (low/medium/high/critical)—staff review and validate before action
1. IEP Creator: generates draft Individualised Education Plans—SENCO edits and approves
1. Insight Generator: produces summaries and trend analysis—DSL/SENCo reviews before reporting

Safeguards (Art 22):
1. Human-in-the-loop: all AI outputs advisory, staff approve before action
1. Explainability: feature importance/contributing factors shown
1. Contest/override: staff can mark outputs incorrect, manually adjust, disable features
1. Data minimisation: tokenisation for OpenAI, no external training
1. Fairness testing: bias audits for ethnicity/gender/SEND; features disabled if material disparity identified across protected characteristics
1. Zero-retention: OpenAI processes input only, no retention or training
Art 22 exceptions apply: processing NOT solely automated, IS explainable, provides human control. No legal/significant effects without human review.




	Q8
	No. Student Radar does NOT perform:
1. CCTV surveillance
1. Keystroke logging or browsing surveillance
1. GPS tracking or geolocation
1. Social media monitoring or external enrichment
1. Cross-site tracking or fingerprinting

Audit Logging (Not Surveillance):
Limited, legitimate audit logging only:
1. Who accessed what data (records, safeguarding, exports)
1. When (timestamp)
1. From where (IP, session ID)
1. What action (view, edit, delete, export, print)
Purpose: accountability and incident investigation, NOT surveillance. Logs retained 13 months, anonymised/aggregated after 90 days.

No Third-Party Enrichment:
Student Radar does not purchase or cross-reference external data sources. No data brokers, no social media APIs, no external profiling.




	Q9
	Threshold Assessment:
The ICO does not define a numeric threshold for large-scale processing. Determination should consider the volume of data subjects, the duration of processing, the geographical extent, and the vulnerability of the individuals concerned (WP29 Guidelines, endorsed by ICO).
1. Single school (200–500 pupils): processing is confined to one establishment and a defined community; unlikely to meet large-scale indicators
1. Small MAT (2–3 schools, ≤1,000 pupils): borderline; treat as not large-scale but apply Part B mitigations as best practice
1. Large MAT (5+ schools, thousands of pupils, continuous processing, broad geographic scope): likely meets large-scale indicators; full DPIA (Part B) required
All deployments should complete Part B as good practice, regardless of scale determination.

Risk Mitigations (if large-scale):
1. Data minimisation: aggregation-first (trends, not individuals)
1. RLS tenant isolation: each school's data encrypted and access-controlled separately at database layer
1. Audit logging: 13-month detailed, 90-day raw, segregated from analytics
1. Encryption: AES-256 at rest, TLS 1.2+ in transit
1. Scheduled deletion: 30-day post-termination, 90-day backup aging, sub-processor purge cascading




	Q10
	Primary Storage (No Transfer):
1. Supabase PostgreSQL eu-west-2 (London, UK). No EEA transfer.
1. Contractual: UK data pinning, 60-day notice for infrastructure change, school audit rights

Transient Processing:
1. Vercel CDN eu-west-1 (Ireland, EU). Caching only, not material transfer.

Optional US Transfers (Pre-Authorised if Enabled):
1. OpenAI (US): tokenised input only (no names/emails/IDs), zero-retention, SCCs, IDTA, can disable
1. Resend (optional): SCCs, can disable
1. Twilio (optional): SCCs + BCRs, can disable
1. Sentry (optional): SCCs, filtered PII, can disable

Transfer Impact Assessments (TIAs):
Conducted for each optional US service. Schools can disable entirely (default), enable selectively, receive 60-day notice of mechanism changes, object/terminate if unacceptable.




	Q11
	AI Components (Limited, Advisory):
Three optional AI features using OpenAI GPT:
1. Risk Assessor: stratifies pupils by risk bands (low/medium/high/critical)
1. IEP Creator: generates draft Individualised Education Plans
1. Insight Generator: produces data summaries and trend analysis

Risk Assessment:
Limited risk because:
1. Input tokenised: names, DOBs, postcodes removed; input = attendance %, behaviour flags, SEND category only
1. Zero retention: OpenAI does not retain input, does not train on school data, does not use for service improvement
1. Human-in-the-loop: all AI outputs advisory; staff must approve before action; full audit trail
1. Explainability: contributing factors shown (e.g., 'high absence + recent safeguarding flag + SEND = medium risk')
1. Fairness testing: bias audits for gender/ethnicity/SEND; features disabled if material disparity identified across protected characteristics
1. Opt-out: schools can disable each AI feature independently

Safeguards:
1. Feature flags: each AI feature can be enabled/disabled per-school
1. Transparency: DPIA, privacy notice, staff training before enabling
1. Ongoing monitoring: quarterly fairness audits, user feedback, incident log
No Art 22 legal/significant effects: outputs are advice, humans decide. Not novel—risk stratification and IEP drafting are routine in education.




	Q12
	Risk Register:

1. Data Breach (Unauthorised Access)
1. Mitigations: AES-256 (rest + transit), TLS 1.2+, WAF, DDoS protection, VPC isolation, least-privilege RBAC/RLS, JWT claims, input validation, dependency scanning, code review, secrets management, MFA/AAL2, honey tokens, incident response (P1 2h, P2 4h, P3 24h, P4 5d), cyber insurance

2. Configuration Drift
1. Mitigations: Infrastructure as Code (IaC), change approval, staging testing, automated validation, audit log, weekly review

3. Insider Misuse
1. Mitigations: Audit logging, MFA, 30-min session timeout, separation of duties, annual training, quarterly access reviews, spot-checking, dismissal procedures

4. Data Loss
1. Mitigations: Daily encrypted backups (AES-256), multi-AZ (eu-west-2 + eu-west-1), monthly restore testing, RTO 4h, RPO 1h, version control, schema validation

5. Accuracy/Staleness
1. Mitigations: Real-time MIS sync via HMAC-SHA256 webhooks, validation rules, manual correction, audit trail, staff training, reconciliation reports

6. Export/Sharing Leakage
1. Mitigations: Role-restricted exports, audit trail, watermarking, cryptographic erasure (encryption key destruction), training, contractual clauses

7. AI Bias/Fairness
1. Mitigations: Quarterly fairness audits (gender/ethnicity/SEND/deprivation), feature importance analysis, human review, feature flags, transparency, external consultants, incident log

8. Safeguarding Leakage
1. Mitigations: Role-based access (DSL only), encryption, audit logging, incident response, staff vetting (DBS), annual DSL training

9. Data Subject Access Requests (DARs)
1. Mitigations: Extraction tools (automated pull), 48h extraction, secure delivery, purge capability, legal review, manifest unfounded assessment

10. Service Availability
1. Mitigations: 99.9% SLA, redundancy (multi-AZ, failover), monitoring, disaster recovery, offline exports, RTO 4h, RPO 1h

Certifications & Audits:
1. Student Radar: Cyber Essentials (20 Feb 2026), annual pen test, external security audits
1. Supabase: SOC 2 Type II, ISO 27001 process
1. Vercel: SOC 2 Type II
1. Wonde: ISO 27001, CE Plus
1. OpenAI: SOC 2 Type II
School audit rights: schools can request security reports, audit logs, processor documentation per Art 28(3)(h) UK GDPR.



ANNEX 1 – Key Mitigations

International Transfers:
See Q10. Optional US services pre-authorised by school choice, SCCs/IDTAs in place, tokenisation/zero-retention, feature flags for opt-out.

Special Category Data:
See Q5 & Q5a. Lawful basis: Art 9(2)(g)/(h) + Sch 1 Parts 18/2 DPA 2018. Access controls: RBAC + RLS. Retention: 6 years post-leaving. APD maintained.

Other Risks:
See Q12 Risk Register. All residual risks assessed as LOW or LOW-MEDIUM with existing controls.

ANNEX 2 – Risk Assessment

Screening Assessment Conclusion:
Processing LIKELY HIGH RISK due to: special category data involving vulnerable children (health, SEND, safeguarding); potentially large-scale processing if MAT (5+ schools, 5000+ pupils); safeguarding data with DSL-only access; optional international transfers (US AI services); optional automated profiling (AI risk assessment).

Recommendation: PROCEED TO PART B – FULL DPIA
All schools using Student Radar should conduct full DPIA (Part B) and complete school-specific annex (Annex 3).

ANNEX 3 – School DPO/Data Protection Lead Review

School to complete:

	Field
	School to Complete

	School Name
	

	DPO/DP Lead Name
	

	Date of Review
	

	Responsible Person (Signature)
	

	Notes/Risks Identified
	

	School Consent to Processing
	Yes [ ] No [ ]



PART B – FULL DATA PROTECTION IMPACT ASSESSMENT

Section 1: Security and Data Protection Measures


	Q1.1
	Network & Infrastructure Security:
1. TLS 1.2+ for all data in transit (encrypted communication with Supabase, Vercel, sub-processors)
1. Web Application Firewall (WAF): protects against SQL injection, XSS, DDoS
1. DDoS protection: rate limiting, IP blocklisting, anycast CDN
1. Security headers: HSTS, CSP, X-Frame-Options, X-Content-Type-Options
1. VPC isolation: dedicated network for Supabase, no public access except via API gateway

Data Encryption:
1. At rest: AES-256 (Supabase, backups)
1. In transit: TLS 1.2+
1. API keys: encrypted in application secrets vault
1. Backups: AES-256, same encryption as live data

Application Security:
1. Input validation: all user input sanitised, length limits, type checking
1. Dependency scanning: automated checks for known vulnerabilities (Snyk, Dependabot)
1. Code review: peer review before merge to production
1. Static analysis: linting, type checking (TypeScript), security linting
1. OWASP Top 10: injection, XSS, broken auth, sensitive data exposure, XXE, broken access, CSRF, insecure deserialisation, known vulnerabilities, insufficient logging all mitigated

Secrets Management:
1. API keys, database passwords, encryption keys: stored in encrypted vault, rotated quarterly
1. Never committed to version control (Git hooks prevent accidental commits)
1. Accessible only to authorised processes/staff, audit logged

Certification:
1. Student Radar: Cyber Essentials certified (20 Feb 2026)




	Q1.2
	Role-Based Access Control (RBAC):
1. Admin: full access, user management, audit logs, configuration
1. SENCo: SEND data, provision mapping, IEP management, export reports
1. DSL: safeguarding records, flags, case notes, incident logs
1. SLT: dashboards, behaviour/attendance/SEND summaries, Ofsted reports, limited exports
1. Teacher: own class/students only, behaviour/attendance, reading-only provision maps
1. Support Staff: assigned students only, attendance/behaviour (read-only)
1. Visitor: anonymous dashboards only (aggregate patterns, no PII)

Row-Level Security (RLS):
1. Database-layer enforcement via Supabase: users see only data they have permission to access
1. JWT claims: user role/school/class embedded in JWT, verified on every query
1. Column-level masking: sensitive fields (health notes, safeguarding) hidden unless user has DSL/SENCo role

Authentication & Session Management:
1. Multi-factor authentication (MFA/AAL2): mandatory for all staff accounts. Parent/guardian portal accounts use standard authentication controls.
1. Session timeout: 30 minutes inactivity (automated logout)
1. Single Sign-On (SSO/SAML): integration with school's federated identity provider
1. Password policy: 12+ characters, complexity, no reuse of last 5
1. Password reset: email link + MFA code required

Access Monitoring:
1. Audit logging: every access/action logged with user, timestamp, IP, action
1. Anomaly detection: automated alerts for unusual patterns (bulk exports, off-hours, role-changes, mass deletions)




	Q1.3
	Audit Log Retention Schedule:
1. Detailed logs (who/what/when/where/why): 13 months
1. Raw application logs: 30 days rolling
1. Aggregated analytics (trend reports): 12 months
1. Breach logs (incident response records): 3 years or legal hold

Access to Audit Logs:
1. School Admin: own school's logs (no cross-school visibility)
1. School DPO: own school's logs
1. Student Radar SRE: full logs, security investigation or school request only
1. Law enforcement: court order only, verified by legal team

Log Retention Method:
1. Stored in Supabase PostgreSQL eu-west-2, AES-256 encryption
1. Daily automated snapshots to backup storage (eu-west-2 + eu-west-1 geo-redundancy)
1. Automated deletion after retention period expires (nightly job)
1. No manual deletion without audit trail

Log Monitoring:
1. Real-time alerts: unusual patterns (bulk exports, off-hours, role escalation, auth failures)




	Q1.4
	Student Radar Security Posture:
1. Cyber Essentials Certification: 20 Feb 2026 (annual renewal required)
1. Cyber Essentials Plus: application in progress
1. Annual penetration testing: external firm, results available on request
1. External security audits: annual audit by third-party information security consultants
1. Incident response plan: P1-P4 classification, response SLAs (see Q1.6), post-incident review within 10 days

Sub-Processor Certifications:
1. Supabase: SOC 2 Type II (confidentiality, availability, processing integrity); annual audit; certifications published
1. Vercel: SOC 2 Type II; global infrastructure; privacy page public
1. Wonde: ISO 27001; CE Plus certification; UK-based
1. OpenAI: SOC 2 Type II; privacy commitments; terms published

School Audit Rights (Art 28(3)(h) UK GDPR):
Schools can request:
1. Detailed security reports (certs, pen test summaries)
1. Audit logs for their school (13-month history)
1. Data processing documentation (DPIA, sub-processor list, security procedures)
1. On-site audits (30 days notice)
1. Processor verification of controls (questionnaires, self-assessment)
Student Radar DPO: dpo@studentradar.com




	Q1.5
	Access Protection:
1. Authentication: username + password + MFA (AAL2) mandatory
1. Authorization: RBAC (6 roles) + RLS (database-layer enforcement)
1. Encryption: TLS 1.2+ in transit, AES-256 at rest
1. Network: VPC isolation, no public IPs except via API gateway
1. WAF: SQL injection, XSS, CSRF protection

Loss Protection (Backup & Recovery):
1. Daily automated encrypted backups: 90-day rolling
1. Multi-AZ redundancy: eu-west-2 (primary) + eu-west-1 (failover)
1. Monthly restore testing: randomised restore from backup, validated, deleted
1. RTO: 4 hours (Recovery Time Objective)
1. RPO: 1 hour (Recovery Point Objective)
1. Backups encrypted: AES-256
1. Backup access: MFA-protected, audit logged

Tampering Protection:
1. Audit trails: all data changes logged with before/after values, timestamp, user, reason
1. Schema validation: database changes require code review, staging test, approval
1. Integrity checks: nightly hash comparison (live vs backup) for corruption detection
1. Honey tokens: fake API keys inserted in code, if used triggers immediate alert
1. Change approval: all production changes approved before deployment

Hard Deletion Process:
1. User initiates: delete via UI or request (audit logged)
1. Grace period: 30 days encrypted, can be restored
1. Auto-purge: after 30 days, hard delete at database layer (permanent)
1. Sub-processor purge: delete requests cascaded to all sub-processors within 48h
1. Backup aging: backups older than 30 days rolling automatically deleted
1. Deletion certificate: available on request, lists records deleted with timestamp




	Q1.6
	Incident Classification:
1. P1 (Critical): confirmed data breach, potential widespread harm, immediate remediation
1. P2 (High): potential security incident, limited exposure, investigation required
1. P3 (Medium): minor security issue, low impact, monitoring required
1. P4 (Low): informational, best practices, no immediate action

Response SLAs:
1. P1: Initial response 2 hours, customer notification 4 hours
1. P2: Initial response 4 hours, customer notification 24 hours
1. P3: Initial response 24 hours, assessment within 5 days
1. P4: Assessment within 5 business days

Automated Detection:
1. Intrusion detection: honey tokens, anomaly detection, security headers validation
1. Vulnerability scanners: daily scans of infrastructure/code/dependencies
1. Log analysis: real-time alerts for suspicious patterns
1. Backup validation: nightly integrity checks

Customer Notification:
1. Method: email to school admin + DPO, phone for P1
1. Information: incident description, data affected, steps taken, next steps, contact
1. Timing: without undue delay per Art 33 UK GDPR
1. Documentation: incident report with findings, root cause, remediation

School Obligations (Art 33 UK GDPR):
1. Notify ICO: within 72 hours (unless low risk per Art 34)
1. Notify data subjects: without undue delay if high risk (pupils, parents, staff)
1. Student Radar: provides documentation for ICO deadline

Post-Incident Review:
1. Within 10 days: internal retrospective (root cause, lessons learned, improvements)
1. Written report: shared with school, sub-processors, SRE team
1. Preventive measures: implemented and tracked to completion



Section 2: Data Retention and Deletion


	Q2.1
	The retention periods in this section reflect the Controller's statutory record-keeping obligations under education and safeguarding legislation. The Platform's own data retention is governed by the DPA (deletion within 30 days of service termination, with configurable retention for safeguarding records). Controllers must ensure they maintain authoritative copies of records with statutory retention requirements outside the Platform, or configure extended retention where available.
Pupil Data Retention:
1. Active pupils: retained while enrolled + 6 years after leaving
1. EHCP records: 6 years after EHCP ceases (or leaving school)
1. Safeguarding records: minimum 6 years after leaving school, or longer where the school’s own retention schedule or local authority guidance requires extended retention (e.g., ongoing investigations, serious case reviews, or records relating to allegations against staff). Schools should align this to their local retention schedule and KCSIE requirements.
1. Attendance records: 3 years (per Education Regulations)
1. Behaviour records: 3 years

Parent/Carer Data:
1. Retained while child enrolled + 6 months after leaving (final admin/comms)
1. After 6 months: contact details marked for deletion

Staff Data:
1. Retained during employment + 6 years after leaving (legal/tax/references)
1. Permissions/access logs: 13 months (standard audit trail)

System Data:
1. Audit logs: 13 months detailed, 30 days rolling raw, 12 months aggregated
1. Backups: 90-day rolling (oldest deleted when 91 days old)
1. Error logs (Sentry): 30 days rolling (PII filtered)

School-Configurable Retention:
Schools can set custom retention periods in settings (must comply with legal minimums). Automated deletion runs nightly.




	Q2.2
	Deletion Workflow:
1. Step 1 – Archive: data marked 'deleted' but retained 30 days (grace period)
1. Step 2 – Hard Delete: after 30 days, data permanently removed from live database (irreversible)
1. Step 3 – Sub-Processor Purge: delete requests sent to all sub-processors within 48 hours
1. Step 4 – Backup Aging: backups older than 30 days rolling automatically deleted (recovery impossible)
1. Step 5 – Confirmation: deletion certificate generated with list, timestamp, hash

Accelerated Deletion (Earlier):
1. On DSAR or right to erasure: data extracted, purged within 48 hours instead of 30-day grace
1. On school request: same 48-hour expedited purge

Safeguarding Special Handling:
1. Before deletion: school DPO notified, assessed for legal holds/ongoing investigations
1. If legal hold: record marked restricted (archived, not deleted), flagged in audit log
1. Deletion logged: deletion record includes reason, authorised by, timestamp, cannot be undone

Anonymisation Option:
Instead of deletion, data can be pseudonymised (remove names, replace with student ID). Irreversible but data retained for research/analytics.




	Q2.3
	Backup Schedule:
1. Frequency: daily automated snapshots at 2 AM UTC
1. Duration: 90-day rolling (backup from 91 days ago automatically deleted)
1. Encryption: AES-256 (same as live data)
1. Location: eu-west-2 (London) primary, eu-west-1 (Ireland) geo-redundancy

Recovery Testing:
1. Frequency: monthly (1st of each month)
1. Process: randomly select backup from last 30 days, restore to isolated test database
1. Validation: schema check, data integrity, spot-check sample records, row count
1. Duration: 2–4 hours (included in RTO tolerance)
1. Results: documented and stored in backup log

Backup Access Control:
1. MFA-protected: only authorised SRE staff can initiate restore
1. Logging: restore operations logged with timestamp, operator, source, reason
1. Approval: SRE lead approval required for any restore (audit trail maintained)

Post-Deletion Backup Handling:
1. When data hard-deleted from live database, deletion cascades to new backups
1. Existing backups may still contain deleted data until they age out (up to 90 days)
1. On urgent request: can purge specific backups early (SRE + DPO approval, audit logged)
After hard delete + 90-day backup aging, data is unrecoverable.



Section 3: Data Transfers and Sub-Processor Management


	Q3.1
	Inbound Data (MIS → Student Radar):
1. Wonde API integration: school's MIS sends updates via webhooks
1. Signing: HMAC-SHA256 signatures on all webhooks (verified before processing)
1. Encryption: TLS 1.2+ for webhook delivery
1. Frequency: real-time or scheduled sync (typically nightly)
1. CSV upload: secure form with TLS 1.2+, file validation, AES-256 temporary storage

Outbound Data (Student Radar → Sub-Processors):
1. Supabase: TLS 1.2+, API keys in encrypted vault
1. Vercel: TLS 1.2+, API keys in vault
1. OpenAI (optional): tokenised input (no names/emails/DOBs), HTTPS, API keys rotated quarterly
1. Resend (optional): TLS 1.2+, API keys in vault
1. Twilio (optional): TLS 1.2+, API keys in vault
1. Sentry (optional): TLS 1.2+, PII pre-filtered, API keys in vault
1. Wonde (optional): TLS 1.2+, API keys in vault

Export Data (Student Radar → School):
1. Format: CSV, JSON, Excel, PDF (Ofsted reports)
1. Encryption: TLS 1.2+ download
1. Access: role-restricted (only permitted users can download)
1. Audit: all exports logged with timestamp, user, volume, purpose
1. Retention: user downloads to local disk; Student Radar deletes temporary file after download or 24 hours




	Q3.2
	Sub-Processor List (Current):
1. Supabase (Ireland, storage/processing/backups) – SOC 2 Type II
1. Vercel (USA, CDN/transient caching) – SOC 2 Type II
1. Wonde (UK, MIS integration) – ISO 27001 + CE Plus
1. OpenAI (USA, AI features, optional, tokenised only) – SOC 2 Type II
1. Resend (email service, optional) – SOC 2
1. Twilio (SMS service, optional) – SOC 2 + BCRs
1. Sentry (error logging, optional, PII filtered) – SOC 2 Type II

Register Management:
1. Published: studentradar.com/sub-processors
1. Updated: maintained in real-time as sub-processors change
1. Notification: 30-day notice before adding new sub-processor
1. Objection: schools have 14-day window to object
1. Action on objection: Student Radar provides alternative or school can terminate

Data Processing Agreements (Sub-Processor DPAs):
Each sub-processor bound by contract including:
1. Art 28(3) obligations: processing as processor only, not own purposes
1. Confidentiality: staff bound by confidentiality clauses
1. Security: commitment to SOC 2 / ISO 27001 / SCCs
1. Sub-sub-processors: rights to engage further sub-processors with notice/objection
1. DSAR assistance: must assist in responding to data subject requests
1. Deletion: must delete data on instruction (or after contractual period)
1. Audits: school/Student Radar can audit compliance
Copies available from dpo@studentradar.com



Section 4: Offsite Storage and Cloud Infrastructure


	Q4.1
	Primary Data Storage:
1. Provider: Supabase (managed PostgreSQL)
1. Location: eu-west-2 (London, United Kingdom)
1. Jurisdiction: UK (no EEA transfer)
1. Encryption: AES-256 at rest, TLS 1.2+ in transit
1. Multi-AZ: automatic failover within eu-west-2 (geographic redundancy)
1. Contractual: UK data pinning (60-day notice for relocation)

Transient/Caching:
1. Provider: Vercel CDN
1. Location: eu-west-1 (Ireland, EU)
1. Purpose: temporary caching for performance (not persistent)
1. Retention: auto-purged within minutes to hours (not material transfer)

Backup Storage:
1. Primary backup: eu-west-2 (London) – same jurisdiction as live
1. Geo-redundancy: eu-west-1 (Ireland) – disaster recovery
1. Retention: 90-day rolling, AES-256
1. Access: SRE-only, MFA-protected, audit logged

Optional US Services (If Enabled):
1. OpenAI: USA (tokenised, zero-retention, can disable)
1. Resend: USA (email, can disable)
1. Twilio: USA (SMS, can disable)
1. Sentry: USA (error logging, PII pre-filtered, can disable)




	Q4.2
	UK Data Commitment:
Student Radar commits to UK storage (eu-west-2 London) unless:
1. Infrastructure failure requires temporary failover to EU (eu-west-1)
1. School explicitly enables optional US services (AI, email, SMS)

Notice Period for Infrastructure Change:
1. 60-day advance notice: if infrastructure location changes
1. School notification: email to admin + DPO
1. School opt-out right: schools can terminate within 60-day window if unacceptable
1. Documented: change reason, new location, security assessment, data portability

Sub-Processor Location Changes:
1. Governed by Q3.2: 30-day notice, 14-day objection right
1. If objection: Student Radar provides alternative or school can terminate

Optional US Services (Pre-Authorised):
Schools can enable optional US services per feature (AI, email, SMS). Each independently disableable. If enabled:
1. Transfer Impact Assessment: conducted, SCCs/IDTA in place
1. Notice: given to school at enablement
1. School control: can disable anytime without penalty
1. Tokenisation: AI input tokenised (no names/emails/IDs)
1. Zero-retention: OpenAI does not retain or train on school data




	Q4.3
	Data Export at Offboarding:
1. Trigger: school termination, 30-day notice period begins
1. Format: CSV (raw), JSON (structured), Excel (pivot tables), PDF (Ofsted reports)
1. Scope: full school data (pupils, parents, staff, attendance, SEND, safeguarding) or filtered
1. Encryption: TLS 1.2+ download + optional AES-256 archive
1. Assistance: Student Radar DPO assists with export, answering questions, format guidance
1. Timeline: extract within 48 hours, secure delivery within 5 business days

Data Deletion Post-Offboarding:
1. Offboarding notice: 30 days (school can request earlier)
1. Grace period: during 30 days, data retained (can restore if contract renewed)
1. After 30 days: hard deletion from live database (automatic, non-recoverable)
1. Sub-processor purge: deletion cascaded to all sub-processors within 48h
1. Backup aging: existing backups age normally (30 days rolling)
1. Final deletion: after 30 days + up to 90 days, all data unrecoverable

Confirmation:
1. Deletion certificate: on request, lists records deleted, timestamp, hash



Section 5: Data Subject Rights (Articles 15–22 UK GDPR)


	Q5.1
	Process:
1. School receives SAR: parent/pupil/staff writes to school
1. School contacts Student Radar: forwards SAR or provides details
1. Student Radar extraction: pulls all personal data within 48 hours
1. Format: PDF (readable) or CSV (structured), or both
1. Delivery: secure (TLS 1.2+ download, encrypted email, password-protected portal)
1. School's timeline: responds to data subject within 30 days (Art 12 UK GDPR)

What's Included:
1. Personal data: pupil records, attendance, behaviour, SEND, safeguarding notes (full history)
1. Parent records: contact details, communication logs, permissions
1. Staff records: employment data, permissions, audit logs (for own user)
1. Metadata: creation date/time, creator, edit history

Redaction & Limitations:
1. Third-party information: can be redacted if disclosure would harm a third party
1. Manifestly unfounded: if SAR repetitive or frivolous, school can refuse or charge (must assess carefully)
1. Trade secrets: system code not disclosed, but processing description and data format provided

Supporting Data Subjects:
Student Radar supports school by providing data in requested format within 48 hours.




	Q5.2
	Correction Process:
1. Data subject notifies school: pupil/parent/staff identifies inaccurate data
1. School edits: school staff (teacher, SENCo, admin) corrects via UI
1. Logging: edit logged with before/after values, timestamp, authorised by
1. Notification: school notifies data subject of correction

MIS Sync Handling:
If data synced from school MIS:
1. School's MIS is source of truth: correct in MIS first
1. Sync overwrites: Student Radar's copy overwritten by next sync (may override school's edit if made in Student Radar only)
1. Process: correct MIS, Student Radar will reflect change on next sync

Disputed Data:
If data accurate in system but data subject disputes:
1. Mark as disputed: add flag/annotation that data subject disputes this value
1. Dual representation: show both school's version and data subject's version
1. Audit: log all disputes, reviewed by DPO/DSL




	Q5.3
	When Erasure is Granted:
1. No longer necessary: pupil left school and retention expired (6 years)
1. Consent withdrawn: (not applicable—schools process under public task)
1. Objection: data subject objects to processing (rare, requires legal basis reassessment)
1. Unlawful processing: data processed without lawful basis
1. Legal obligation: statutory deletion required

When Erasure is Refused:
1. Legal obligation: Education Act requires 6-year safeguarding retention
1. Legal defence: data needed for school to defend against claims
1. Safeguarding: DSL assessed deletion would harm safeguarding
1. Accurate, necessary, lawful: data still needed for SEND/attendance/behaviour

Erasure Process:
1. DPO assessment: school DPO reviews against legal/safeguarding obligations
1. Approval or refusal: documented, communicated to data subject with reason
1. Hard delete: if approved, data deleted within 48 hours (Archive → Hard Delete → Sub-Processor Purge)
1. Deletion certificate: provided to school/data subject on request

Partial Erasure/Pseudonymisation:
If erasure not appropriate but privacy important:
1. Option 1 – Pseudonymise: replace names with ID (e.g., Pupil_12345), retain for analytics
1. Option 2 – Restrict: mark restricted, prevent processing, retain for legal hold




	Q5.4
	When Restriction Applied:
1. Disputed accuracy: data subject disputes accuracy, restriction during verification
1. Objection pending: data subject objects, restriction while school assesses
1. Legal retention: data no longer needed but kept for legal defence

Implementation:
1. Mark restricted: data flagged in system (audit logged)
1. No processing: not displayed on dashboards, excluded from reports, not used in AI
1. Retention only: data kept in storage for legal purposes
1. Exception: processing for legal defence allowed even if restricted

Lifting Restriction:
1. When resolved: once accuracy verified, objection withdrawn, legal claim resolved, restriction lifted
1. Notification: data subject notified that restriction lifted, data now visible




	Q5.5
	Breach Definition (Art 33 UK GDPR):
Unauthorised access, disclosure, loss, or alteration. Examples:
1. Hacked database: attacker accesses pupil records
1. Email misdirected: safeguarding report sent to wrong parent
1. Staff error: delete wrong pupil's records
1. Lost device: unencrypted laptop with data stolen

Breach Classification & Response:
1. Risk assessment: determine likelihood of harm (high/medium/low)
1. P1-P4 classification: (see Q1.6) determines notification timeline
1. Art 34 assessment: if HIGH risk, data subjects notified without undue delay
1. Art 33 ICO: if any risk, ICO notified within 72 hours

Notification Process:
1. Student Radar notifies school: email + phone, incident, data affected, actions
1. School notifies ICO: within 72 hours (unless Student Radar confirms low risk after investigation)
1. School notifies data subjects: without undue delay if high risk
1. Forensics: Student Radar investigates root cause, impact scope, evidence preservation

Documentation:
1. Incident report: within 10 days, findings, root cause, remediation, preventive measures
1. Evidence: logs, screenshots, forensic analysis
1. Lessons learned: shared with school, implemented to prevent recurrence



Section 6: School-Level Data Protection Responsibilities


	Q6a
	School Obligations:
1. RBAC implementation: assign appropriate roles (not everyone as Admin)
1. Quarterly access reviews: verify users still need permissions, remove leavers
1. Unique accounts: each staff member has own username (audit trail)
1. MFA enforcement: all users, including head, enable MFA (AAL2)
1. Session management: lock unattended screens, 30-min timeout enforced
1. Password security: strong passwords, no sharing, no post-it notes
1. Audit log monitoring: DPO reviews high-risk actions (bulk exports, access, deletions)
1. Training: annual data protection training for all staff using Student Radar, special training for DSL/SENCo
1. Offboarding: disable access immediately when staff leave

Recommended Controls:
1. Segregation of duties: no person approves own access change
1. Spot-checks: random audit of audit logs weekly by DPO/admin
1. Breach reporting: suspected breach reported to DPO within 24 hours
1. Contractor access: limited, time-bound, audit logged, post-project review




	Q6b
	School Responsibilities:
1. Define processing purposes: publicly document why school processes SEND/safeguarding/attendance data (Education Act 1996, Children Act 2004, KCSIE)
1. Annual review: purposes reviewed and updated (or reaffirmed) yearly
1. Privacy notice: published on school website, updated when processing changes, accessible formats (large print, easy read, other languages)
1. Special category notice: separate notice for safeguarding/health, explaining Art 9(2)(g)/(h) and data subject rights
1. Parent/pupil notification: at enrolment and annually, pupils informed age-appropriately

Annual Trigger Events:
1. New processing activity: e.g., enabling AI features, adding sub-processor
1. Data sharing: e.g., with external therapist/CAMHS
1. Retention change: e.g., extending safeguarding records
1. School's statutory obligations: reminder of education/safeguarding legal basis

DPO Role:
School DPO (if appointed) responsible for:
1. Keeping privacy notice current
1. Training staff on data protection
1. Monitoring school's compliance with this DPIA




	Q6c
	School Implementation:
1. Document retention schedule: list data retained, duration, deletion owner (DPO/admin)
1. Archive old accounts: pupils left >6 years ago archived/deleted on schedule
1. Safeguarding special case: before deletion, DSL reviews, assesses legal hold, documents
1. Backup verification: school confirms with Student Radar that backups will age normally (30 days rolling)
1. Anonymisation option: for research/analysis, school can pseudonymise instead of delete
1. Deletion compliance reporting: quarterly report to governors showing deletions, holds, access reviews

Recommended Process:
1. Quarterly deletion review: DPO pulls list of eligible records (per retention schedule)
1. DSL sign-off: if safeguarding data included, DSL reviews and approves
1. Execute deletion: admin initiates bulk delete (audited, logged with before/after counts)
1. Deletion certificate: retain for audit trail (3+ years)



Section 7: Risk Assessment Summary (Part B)



	Risk
	Likelihood
	Severity
	Overall
	Existing Controls
	Residual

	Accuracy/Staleness
	Medium
	Medium
	Medium
	Real-time sync, validation, manual correction, audit trail
	Low

	Export/Sharing Leakage
	Medium
	High
	Medium-High
	Role-restricted export, audit trail, watermarking, training
	Low-Medium

	Bias/Fairness (AI)
	Low
	Medium
	Low-Medium
	Quarterly audits, feature flags, human review, transparency
	Low

	Access Lifecycle Drift
	Medium
	High
	Medium-High
	RBAC, quarterly reviews, MFA, offboarding, audit logs
	Low

	DSAR/Safeguarding Intersection
	Low
	High
	Medium
	DPO assessment, extraction tools, redaction, legal support
	Low

	Dev/Test Data Separation
	Low
	High
	Medium
	Separate environments, data masking, no production export, code review
	Low

	Data Breach (Unauthorised Access)
	Low
	High
	Medium
	AES-256, TLS 1.2+, RBAC/RLS, MFA, WAF, audit logging, incident response
	Low

	AI Misuse/Over-Reliance
	Low
	Medium
	Low-Medium
	Human-in-the-loop, explainability, training, feature flags, override
	Low



DPIA Conclusion and Recommendation

This DPIA has assessed Student Radar’s processing of personal data—including special category data relating to children’s health, SEND status, and safeguarding—against the requirements of UK GDPR Articles 35–36 and ICO guidance.

Inherent Risk Level: Moderate to High
The processing involves special category data concerning vulnerable children (health, SEND, safeguarding), may be large-scale in MAT deployments, includes optional international transfers to US sub-processors, and incorporates limited AI-assisted profiling. These factors, taken together, indicate a moderate-to-high inherent risk to data subjects’ rights and freedoms.

Residual Risk Level: Low to Low-Medium
With the technical and organisational measures described in this assessment—including AES-256 encryption, database-level Row-Level Security, role-based access control, multi-factor authentication, comprehensive audit logging, P1–P4 incident response with defined SLAs, Cyber Essentials certification, and contractual safeguards with all sub-processors—the residual risk is reduced to Low or Low-Medium across all identified risk categories (see Section 7 risk table).

Document Control & Version History

	Version
	Date
	Author
	Changes

	1.0
	21 Feb 2026
	Student Radar DPIA Team
	Initial DPIA, Judicium template, Cyber Essentials 20 Feb 2026



Contact & Further Information


Email: dpo@studentradar.com


Published at: studentradar.com/sub-processors


Available at: studentradar.com/privacy


Email: security@studentradar.com (for suspected breaches)


Email: dpo@studentradar.com (for security audits, pen test results, SOC 2 reports)
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