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Data Processing Agreement


Version: 3.0
Effective Date: 20/02/2026
This Data Processing Agreement ("DPA") is entered into between Student Radar (the "Processor") and the Customer (the "Controller"), as defined herein, and sets out the terms on which the Processor will process Personal Data on behalf of the Controller in accordance with the UK GDPR and EU GDPR.
1. PARTIES AND DEFINITIONS
1.1 Parties
This Agreement is entered into between:
(a) Student Radar, a company with offices at www.studentradar.com, contact: dpo@studentradar.com ("Processor"); and
(b) The Customer, being a school, multi-academy trust (MAT), or educational institution ("Controller").
1.2 Definitions
In this DPA, unless the context otherwise requires:
	Term
	Definition

	Applicable Data Protection Laws
	The UK GDPR (as defined in the Data Protection Act 2018), EU GDPR (Regulation (EU) 2016/679), and all relevant data protection legislation in both jurisdictions.

	AI Features
	Optional advisory features including risk assessor, IEP creator assistant, and insight generator. All AI processing is de-identified, human-in-the-loop, and governed by feature flags.

	Appropriate Policy Document
	A documented policy maintained by the Processor setting out the lawful basis for processing Special Category Data, with particular reference to DPA 2018 Schedule 1.

	Controller
	The natural or legal person who determines the purposes and means of processing Personal Data. In this context, the Customer/educational institution.

	Data Subject
	Any identified or identifiable natural person to whom Personal Data relates, including pupils, students, parents, guardians, and staff.

	KCSIE
	Keeping Children Safe in Education (statutory guidance under Education Act 2002).

	MIS
	Management Information System; typically a school pupil record system integrated with Student Radar via Wonde.

	Personal Data
	Any information relating to an identified or identifiable natural person, as defined in the Applicable Data Protection Laws.

	Processor
	The natural or legal person who processes Personal Data on behalf of the Controller. In this context, Student Radar.

	Processing
	Any operation performed on Personal Data, including collection, recording, organisation, structuring, storage, adaptation, retrieval, consultation, use, disclosure, erasure or destruction.

	RLS (Row-Level Security)
	A database-enforced access control mechanism using authenticated JWT claims to restrict users to records they are authorised to access.

	Safeguarding Data
	Personal Data relating to child protection, welfare concerns, abuse, exploitation, or concerns about behaviour/mental health. Restricted to DSL and senior leadership.

	SEND Data
	Special Educational Needs and Disability information, including EHCP status, provision details, and related assessments.

	Special Category Data
	Personal Data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data for identification, health data, or sex life/sexual orientation data.

	Sub-processor
	Any legal entity engaged by the Processor to process Personal Data on behalf of the Controller, subject to equivalent data protection obligations.

	Technical and Organisational Measures
	Specific security and operational controls detailed in Annex 2.

	Wonde
	A third-party data integration platform used to ingest pupil and staff data from school MIS systems via secure API, with HMAC signature verification.


1.3 Interpretation
Capitalised terms used in this DPA shall have the meanings ascribed to them herein. Where defined in the Applicable Data Protection Laws, those definitions shall apply unless expressly stated otherwise. The Processor acknowledges the legal status of the Controller as the data controller and commits to process Personal Data solely on documented instructions from the Controller.


2. SCOPE AND PURPOSE
2.1 Scope
This DPA applies to all processing of Personal Data by the Processor on behalf of the Controller in connection with the provision of the Student Radar service, including but not limited to: hosting, storage, retrieval, management, analysis, and reporting of educational data.
2.2 Service Description
The Processor provides a Software-as-a-Service (SaaS) platform designed for educational settings, enabling schools and educational institutions to manage, store, and analyse student data, including educational records, safeguarding information, and related administrative data. The Processor shall process Personal Data for the sole purpose of providing these services in accordance with the Controller's documented instructions.
2.3 Dual Jurisdiction
This DPA is designed to ensure compliance with both the UK GDPR and EU GDPR. Where the Controller operates in both jurisdictions, or where data transfers occur between jurisdictions, the Processor shall implement appropriate safeguards and transfer mechanisms as set out herein.
3. DURATION
3.1 Term
This DPA shall commence on the date of signature and shall continue for the duration of the main service agreement between the Controller and the Processor, unless terminated earlier in accordance with the provisions herein.
3.2 Termination
Upon termination or expiry of the main service agreement, the Processor shall, at the Controller's option, delete or return all Personal Data within 30 days, unless applicable law requires further retention.
For safeguarding records, the Processor shall support configurable retention periods aligned to the Controller's statutory obligations (including retention until the data subject's 25th birthday where required by KCSIE guidance). The Processor shall provide a structured export of all safeguarding records, including chronologies, attachments, and audit trails, in a portable format upon request.
4. NATURE AND PURPOSE OF PROCESSING
4.1 Processing Activities
The Processor shall process Personal Data for the following purposes:
	Activity
	Description

	MIS Data Ingestion
	Ingestion of pupil, staff, and parent data from school Management Information Systems via Wonde API. Data is normalised and validated before storage. Includes optional CSV imports from CPOMS if enabled by Controller.

	Storage and Management
	Secure hosting and maintenance of student records, including educational data, contact information, safeguarding notes, and SEND provision details in UK region (eu-west-2) via Supabase.

	Dashboard Aggregation
	Aggregation-first design: creation of heatmaps, counts, and trend dashboards for data-informed decision-making. Pupil-level details visible only to authorised roles.

	Provision Mapping
	Cross-referencing SEND provision against pupil outcomes and impact tracking.

	Safeguarding Logging
	Structured recording and retrieval of safeguarding concerns, incidents, and child protection referrals. Restricted access via RLS and role-based permissions (DSL only).

	Communication Archive
	Storage and searchable logging of pastoral communications (email/SMS) with parents and between staff.

	Inspection-Ready Reporting
	Generation of inspection-compliant reports on attendance, SEND, safeguarding, and equalities metrics.

	AI-Driven Insights (Optional)
	If enabled by Controller: de-identified pattern analysis via risk assessor, IEP drafter assistant, and Insight Generator. All outputs advisory only; staff retain decision authority.

	Audit and Compliance
	Maintaining activity logs, audit trails, and access records to ensure compliance with institutional policies and data protection requirements.




5. TYPES OF PERSONAL DATA
5.1 Categories of Personal Data
The Processor shall process the following categories of Personal Data, as detailed in Annex 1:
5.2 Student Data
Identity details: Full name, date of birth, student ID, UPN (Unique Pupil Number), MIS ID, school year level, form/class
Demographics: Year group, class, ethnicity (optional, for equalities reporting if enabled by Controller)
Educational records: Academic progress, assessments, attainment levels, learning preferences, curriculum information, attendance records
SEND and provision: EHCP status, provision plans, assessment outcomes, support arrangements, special educational needs details
Safeguarding and welfare: Behavioural records, safeguarding notes, child protection concerns, welfare indicators, involvement with external agencies
Medical and health information: Allergies, medications, chronic conditions, disabilities, medical appointments, health and safety accommodations (Special Category Data under Article 9(2)(h))
Communication records: Email, messages, contact logs between staff and students/parents regarding pastoral matters
Media: Photographs, videos (where explicit parental/guardian consent obtained under separate privacy notice)
Criminal offence data: May appear in optional safeguarding narratives where relevant to child protection (Article 10 with DPA 2018 Schedule 1 para 18)
Activity and audit data: Login records, system access logs, timestamp information, limited IP/user agent metadata
5.3 Parent/Guardian Data
Contact details: Full name, email address, phone number, home address
Relationship information: Relationship to student, parental responsibility markers, emergency contact status, custody/access arrangements
Communication preferences: Preferred contact method, communication consent status, notification settings
Parent portal submissions: Responses to surveys, voice submissions, attendance notifications
Access and activity logs: Login information, access permissions, activity audit trails
5.4 Staff Data
Identity and role information: Full name, staff ID, job title, department, role designation (SENCo, DSL, SLT, Teacher, Parent)
Work contact information: School email address, office location
Access credentials and permissions: Encrypted password, MFA factors, role-based access levels, permission settings (governed by RLS and JWT claims)
Activity and audit trails: Login records, system access logs, data access events, timestamp information, sensitive operations log (e.g., export/delete actions)
Governor access: Governors typically receive aggregated reports only; individual-level access restricted to key school leadership.
5.5 Technical and Platform Data
Network information: IP addresses, device identifiers, browser information, operating system details
Usage analytics: Feature usage patterns, platform interaction data, aggregated analytics (retained ~13 months)
System logs: Error logs (via Sentry, consent-gated), security logs, performance metrics (request logs retained 13 months)
Cookie and similar technologies: Functionality cookies; analytics cookies only where user consent given
5.6 Derived and Shared Data
The Processor may, on the Controller's instruction or where legally mandated, share Personal Data with third parties including local authorities, child protection services, police, emergency services, and other educational institutions where:
(a) Required by law, court order, or legal process
(b) Necessary to protect the vital interests, rights, or safety of a child or individual
(c) Required for safeguarding or child protection purposes
6. CATEGORIES OF DATA SUBJECTS
6.1 Data Subject Categories
The Personal Data processed by the Processor relates to the following categories of Data Subjects:
	Category
	Description

	Students/Pupils
	All students enrolled in the educational institution, including minors and young adults, regardless of age. Sensitive data subject to enhanced protections.

	Parents and Guardians
	Legal guardians, parents, or carers of enrolled students with parental responsibility. May have direct access via parent portal.

	Staff Members
	All employees of the educational institution with access to the Student Radar platform, including teachers, administrators, support staff, SENCo, DSL, SLT. Access governed by role and RLS.

	Governors
	School governors who access aggregated reports only; individual-level access restricted.

	External Agencies
	Local authorities, child protection services, police, and other public bodies who may receive data for safeguarding or legal purposes.




7. OBLIGATIONS OF THE CONTROLLER
7.1 Lawful Basis
The Controller shall ensure that it has a lawful basis for processing Personal Data under the Applicable Data Protection Laws, and shall be responsible for determining and documenting such basis. The Processor relies on the Controller's representations regarding the lawfulness of processing.
7.2 Data Accuracy and Quality
The Controller shall ensure that Personal Data is accurate, complete, and up-to-date. The Controller shall promptly notify the Processor of any inaccuracies or changes to Personal Data. The Controller is responsible for ensuring that data ingested via Wonde and other sources complies with data quality standards.
7.3 Informing Data Subjects
The Controller shall be responsible for providing Data Subjects (or their parents/guardians in the case of minors) with all required information under Articles 13 and 14 of the Applicable Data Protection Laws, including information about the processing activities, the rights of Data Subjects, the Processor's role, and any optional AI features if enabled.
7.4 Data Protection Impact Assessments
The Controller shall be responsible for conducting Data Protection Impact Assessments (DPIAs) where required by law, particularly where processing includes safeguarding data, Special Category Data, or optional AI features. The Controller shall consult the Processor where appropriate.
7.5 Prior Consultation with DPA
Where required by the Applicable Data Protection Laws, the Controller shall consult with the relevant Data Protection Authority (such as the ICO) before commencing processing activities that are likely to result in high risk to the rights and freedoms of Data Subjects.
7.6 Instruction of the Processor
The Controller shall provide clear, documented instructions regarding the processing of Personal Data, including the purposes, types of data, categories of data subjects, retention periods, and any restrictions on processing. The Processor shall process Personal Data only in accordance with such instructions. Instructions may include enabling or disabling optional AI features.
8. OBLIGATIONS OF THE PROCESSOR
8.1 Processing on Documented Instructions
The Processor shall process Personal Data only on documented instructions from the Controller, including regarding the purpose, types of data, categories of Data Subjects, retention periods, and enablement of optional features such as AI. Any processing beyond such instructions shall be prohibited unless required by law.
8.2 Confidentiality
The Processor shall ensure that any natural person authorised to process Personal Data has committed to confidentiality or is under an appropriate legal obligation of confidentiality. The Processor shall not disclose Personal Data to third parties except as required by this DPA, by law, or by Controller instruction.
8.3 Security Measures
The Processor shall implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to the risk, in accordance with Article 32 of the UK GDPR and Article 32 of the EU GDPR. These measures are detailed comprehensively in Annex 2 of this DPA and include Supabase RLS with JWT authentication, HMAC webhook signatures, private storage buckets, encryption at rest (AES-256) and in transit (TLS 1.2+), honey tokens, and export watermarking.
8.4 Sub-Processor Management
The Processor shall not engage sub-processors without prior written consent from the Controller. The Processor shall:
(a) Provide the Controller with a detailed list of authorised sub-processors (see Annex 3)
(b) Notify the Controller of any intended changes to sub-processors with at least 30 days' notice, allowing the Controller to object
(c) Allow the Controller to object to the engagement of a sub-processor on reasonable grounds
(d) Impose equivalent data protection obligations on sub-processors through appropriate contractual terms, including sub-processor flow-down clauses and commitment to UK/EU data residency
(e) Remain liable to the Controller for the performance of sub-processor obligations
(f) For optional AI sub-processors (e.g., OpenAI): ensure de-identification before external processing and maintain no retention of inputs
8.5 AI Features: Human-in-the-Loop and Non-Automated Decisions
For all optional AI features enabled by the Controller:
(a) All AI outputs are advisory only and do not constitute automated decisions affecting individuals
(b) Staff members retain full decision authority over any actions
(c) Personal Data processed by AI services is de-identified and tokenised before transmission, with identifiers replaced by opaque tokens
(d) AI features are governed by feature flags that the Controller can disable at any time
(e) Appropriate transparency and consent mechanisms are in place for Data Subjects (see Section 10)
8.6 Assistance with Data Subject Rights
The Processor shall assist the Controller in fulfilling the rights of Data Subjects under the Applicable Data Protection Laws, including rights of access, rectification, erasure, restriction, portability, and objection. The Processor shall provide reasonable and timely assistance to enable the Controller to respond to Data Subject requests within statutory timeframes. Specific procedures for each right are set out below.
8.6.1 Subject Access Requests (SAR)
The Processor shall respond to SAR queries within 10 calendar days of receiving a request from the Controller:
(a) Locate and collate all Personal Data relating to the data subject
(b) Export in a portable format (CSV/JSON with manifest)
(c) For safeguarding narratives: provide DSL review and redaction of third-party references before final export
(d) Respond within 1 calendar month of Controller request (target 28 days)
8.6.2 Rectification
The Processor shall enable the Controller to correct inaccurate Personal Data via the admin UI. All rectification actions are logged for audit. Schema validation ensures data integrity.
8.6.3 Erasure (Right to be Forgotten)
Upon receipt of erasure instruction from the Controller, the Processor shall:
(a) Hard-delete the record from the primary Supabase database
(b) Delete associated files from private storage buckets
(c) Revoke the record from search indices
(d) Instruct sub-processors to perform equivalent deletion
(e) Allow encrypted backups to age out per backup retention policy (30 days rolling for production backups; up to 90 days for post-termination backup age-out only)
(f) Complete all deletion within 30 calendar days
8.6.4 Restriction of Processing
The Processor shall mark restricted records to prevent further processing whilst preserving evidential data. RLS enforces need-to-know access for restricted records.
8.6.5 Data Portability
The Processor shall provide full data exports in standard formats (CSV/JSON) with data manifest upon Controller request, at no additional cost.
8.7 Deletion or Return of Personal Data
Upon termination or expiry of the agreement, or upon the Controller's request, the Processor shall, at the Controller's written direction, delete or return all Personal Data within 30 days, unless applicable law requires further retention. The Processor shall provide written certification of deletion or return.
8.8 Audit and Compliance Rights
The Processor shall allow the Controller and/or its auditors or agents to conduct audits, inspections, and reviews of the Processor's processing activities, security measures, and compliance with this DPA. The Processor shall provide reasonable notice and reasonable cooperation with such audits, subject to confidentiality obligations.
8.9 Data Breach Notification
The Processor shall notify the Controller without undue delay and in any case within 24 hours of becoming aware of any Personal Data breach (or as soon as reasonably practicable). This timescale is designed to enable the Controller to meet the 72-hour ICO notification window. The notification shall include:
(a) The nature and scope of the breach
(b) The categories and approximate number of Data Subjects affected
(c) The categories and approximate number of Personal Data records affected
(d) The likely consequences of the breach
(e) Measures taken or proposed to address the breach and mitigate harm
(f) A contact point for further information
8.10 Records of Processing
The Processor shall maintain detailed records of its processing activities as required by Articles 28(3)(b) and 5(2) of the Applicable Data Protection Laws, including records of categories of processing, descriptions of security measures, and evidence of compliance.


9. INTERNATIONAL TRANSFERS
9.1 UK Region Pinning
The Processor commits to processing all Personal Data within the United Kingdom region (specifically eu-west-2 London via Supabase). Data is hosted in the United Kingdom; no routine international transfer of Customer Data occurs. Remote support access from outside the UK may constitute a restricted transfer and is governed by appropriate safeguards including access logs and audit trails.
9.2 Sub-Processor Transfer Restrictions
Where an optional sub-processor (such as OpenAI for AI features) is located outside the UK/EEA, the Processor shall:
(a) Notify the Controller in advance
(b) Implement transfer mechanisms approved under UK GDPR (such as SCCs with Addendum)
(c) Implement supplementary measures such as de-identification and tokenisation before transfer
(d) Apply data minimisation: only de-identified data transferred
(e) Maintain short retention on external systems (no model training or long-term storage)
9.3 Region Change Protocol
Any planned change to data processing regions shall require prior written notification to the Controller with at least 30 days notice, allowing the Controller to object or require migration.
10. CHILDREN'S DATA PROVISIONS
10.1 Children's Special Status
The Processor acknowledges that the Student Radar platform processes Personal Data of children and young people. The Processor shall implement enhanced safeguards and shall comply with specific obligations under Article 8 of the UK GDPR and EU GDPR, as well as statutory guidance including KCSIE, the Children Act 1989/2004, and the Education Act 2002.
10.2 Aggregation-First Design
The Processor has implemented an aggregation-first principle for dashboards and reports, favouring counts, trends, and heatmaps for system-wide decision-making. Pupil-level details are visible only to staff members with specific role-based access (RLS enforced).
10.3 AI Processing of Children's Data
Where optional AI features process children's Personal Data, the Processor shall:
(a) Apply PII tokenisation/obfuscation before transmission to AI services
(b) Ensure AI outputs are advisory only (no automated decisions)
(c) Require human review and explicit staff decision before action
10.4 Parental Consent and Authority
Where processing of a child's Personal Data requires consent (such as for collection of photographs or videos), the Processor shall ensure that such consent has been obtained from the parent or legal guardian via the parent portal or explicit consent form. The Processor shall not process children's data on the basis of consent from the child alone where the child does not have capacity to consent.
10.5 Best Interests of the Child
In processing children's Personal Data, the Processor shall have regard to the best interests of the child and shall implement additional safeguards to protect children from exploitation, abuse, or harm, particularly regarding safeguarding narratives and welfare indicators.
11. SPECIAL CATEGORY DATA
11.1 Definition and Applicability
The Processor acknowledges that Personal Data processed under this DPA includes Special Category Data, specifically health and medical information regarding students, and may include ethnicity data (where enabled for equalities reporting) and safeguarding narratives. Special Category Data receives enhanced protection under the Applicable Data Protection Laws.
11.2 Lawful Bases for Special Category Data
The Processor shall ensure that processing of Special Category Data is undertaken only where the Controller has documented a lawful basis under Article 9 of the UK GDPR, including:
(a) Article 9(2)(g): substantial public interest (safeguarding of children; DPA 2018 Schedule 1 para 18)
(b) Article 9(2)(g): equality of opportunity or treatment (DPA 2018 Schedule 1 para 8, for ethnicity-based reporting)
(c) Article 9(2)(h): health or social care purposes (medical/SEND information)
(d) Article 10 with DPA 2018 Schedule 1 para 18: criminal offence data in safeguarding narratives
(e) Where required, explicit consent obtained via parental consent forms
11.3 Appropriate Policy Document
The Processor maintains an Appropriate Policy Document setting out the lawful basis, data minimisation measures, and enhanced security controls for processing Special Category Data, with particular reference to the safeguarding and SEND processing undertaken by Student Radar. This document is available on request.
11.4 Enhanced Security
The Processor shall implement enhanced technical and organisational measures specifically for the protection of Special Category Data, including:
(a) RLS enforcement at database level: safeguarding data accessible only to DSL and SLT roles
(b) Dual encryption: AES-256 at rest + TLS 1.2+ in transit
(c) Private storage buckets for sensitive narratives and medical documents
(d) Audit logging of all access (auth events ~13 months, access logs ~13 months)
(e) Quarterly access reviews (joiners/movers/leavers)
(f) Rapid revocation upon staff leaver notice
11.5 Minimisation and Purpose Limitation
The Processor shall ensure that Special Category Data is processed only to the extent necessary for the stated purposes and shall not be used for any secondary purposes without the Controller's explicit authorisation and a lawful basis. Safeguarding data is used only for safeguarding purposes; health data only for health/SEND purposes.
12. SAFEGUARDING OBLIGATIONS
12.1 Child Protection and Public Law
The Processor recognises that the Controller and the Processor may be subject to mandatory reporting obligations and legal duties to disclose Personal Data to child protection authorities, police, or other emergency services under KCSIE, the Children Act 1989/2004, and associated statutory guidance. The Processor shall cooperate fully with such disclosures.
12.2 Permitted Disclosures for Safeguarding
Notwithstanding any restriction on disclosure in this DPA, the Processor shall permit and facilitate disclosure of Personal Data to:
(a) Local authorities and child protection services for safeguarding investigations or child protection purposes
(b) Police and other law enforcement agencies for investigating crime, prevention of crime, or protecting national security
(c) Emergency services for the protection of vital interests of any person
(d) Other educational institutions where a child transfers, for safeguarding purposes
12.3 SAR Safeguarding Exemption
Where a Subject Access Request intersects with safeguarding narratives, the Processor shall:
(a) Provide DSL review of safeguarding content
(b) Redact third-party references and investigating authority details where disclosure would prejudice investigations
(c) Apply the serious harm exemption under DPA 2018 s.36 where appropriate
12.4 Controller Notification
Where permitted by law, the Processor shall notify the Controller of any disclosures made for safeguarding purposes. Where notification is prohibited by law or would prejudice safeguarding investigations, the Processor shall not notify and shall document the legal basis for non-notification.
13. SECURITY MEASURES
13.1 Commitment to Security
The Processor shall implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to the risk of the processing, having regard to the state of the art, the costs of implementation, and the nature, scope, context, and purposes of the processing, as well as the risk presented by the processing to the rights and freedoms of Data Subjects. Detailed measures are set out in Annex 2.
13.2 Certifications and Standards
The Processor maintains the following security certifications:
(a) Student Radar: Cyber Essentials certification
(b) Supabase (database/auth/storage): ISO 27001 and SOC 2 Type II
(c) Vercel (hosting/API): ISO 27001 and SOC 2 Type II
13.3 Data Ingestion Security
Data ingestion via Wonde and other sources is secured by:
(a) HMAC signature verification on all incoming webhook requests
(b) Schema validation on all fields before storage
(c) Normalisation and sanitisation to remove malformed data
(d) Logging of all ingestion events for audit
13.4 Access Control via RLS and JWT
The Processor enforces access control at the database level using Supabase Row-Level Security (RLS) with authenticated JWT claims:
(a) Users authenticate via JWT tokens issued by Supabase Auth
(b) RLS policies tied to user role (SENCo, DSL, SLT, Teacher, Parent)
(c) Least-privilege: users see only records they are authorised to access
(d) MFA/AAL2 mandatory for all staff accounts accessing the Platform
13.5 Export Controls and Watermarking
All data exports are controlled by:
(a) Role-based export restrictions: only users with appropriate permissions can export
(b) DLP watermarking: exported files include visible/invisible watermarks identifying the recipient
(c) Export logging: all export actions logged with user, timestamp, and scope
13.6 Honey Tokens and Early Breach Detection
The Processor deploys honey tokens (decoy records) within the database to enable early detection of unauthorised access. Any reference to a honey token triggers immediate alerts and incident response.
13.7 Encryption
(a) Encryption at Rest: AES-256 via AWS KMS (provided by Supabase)
(b) Encryption in Transit: TLS 1.2+ for all client-server communications
(c) Key Management: encryption keys managed separately from encrypted data; key rotation periodic
13.8 Audit Logging
(a) Auth Logs: login events, MFA verification (~13 months retention)
(b) Access Logs: data access, sensitive operations, exports (~13 months retention)
(c) Analytics: aggregated usage metrics (~13 months retention)
(d) Log Protection: logs protected from tampering; read-only archival
13.9 Development Environment Data Minimisation
Development and test environments use only synthetic or fully anonymised data. No production Personal Data is replicated to non-production systems.
13.10 Backup and Disaster Recovery
(a) Automated encrypted backups with verified restore capability
(b) Regional redundancy within UK (eu-west-2)
(c) Backup age-out: encrypted backups follow fixed retention lifecycle (30 days rolling for production backups; up to 90 days for post-termination backup age-out only)


14. DATA BREACH PROCEDURES
14.1 Breach Response Flow
The Processor shall establish and maintain procedures for detecting, assessing, and responding to Personal Data breaches. The flow is:
(a) Detect: Automated monitoring, honey token alerts, user reports
(b) Assess: Determine nature, scope, affected data subjects, risk
(c) Contain: Isolate affected systems, revoke compromised credentials, mitigate ongoing risk
(d) Notify: Inform Controller within 24 hours
14.2 Notification Timescale
The Processor shall notify the Controller of any Personal Data breach without undue delay and in any case within 24 hours of becoming aware of the breach. This timescale is designed to enable the Controller to meet the 72-hour ICO notification window if required.
14.3 Breach Notification Content
Breach notifications shall include:
(a) A description of the breach and when it occurred
(b) The nature and scope of the breach (e.g., unauthorised access, data loss, encryption failure)
(c) The categories and approximate number of Data Subjects concerned
(d) The categories and approximate number of Personal Data records concerned
(e) The likely consequences of the breach
(f) Measures taken or proposed to address the breach and minimise harm
(g) A technical contact point for further information
14.4 Post-Breach Actions
Following a breach, the Processor shall:
(a) Rotate all compromised credentials and keys
(b) Conduct root cause analysis and document findings
(c) Implement corrective actions to prevent recurrence
(d) Record lessons learned in incident log
15. AUDIT AND COMPLIANCE
15.1 Controller Audit Rights
The Controller (or its appointed auditor) shall have the right to audit the Processor's compliance with this DPA, including audits of security measures, processing activities, sub-processor compliance, and records of processing.
15.2 Audit Procedures
Audits shall be conducted:
(a) With reasonable notice (minimum 30 days unless emergency audit)
(b) At reasonable times during business hours
(c) With minimal disruption to business operations
(d) Subject to confidentiality obligations
15.3 Regulatory Audits
The Processor shall cooperate with audits and investigations conducted by data protection authorities, including the Information Commissioner's Office (ICO) in the UK and equivalent authorities in the EU.
15.4 Third-Party Certifications
The Processor shall maintain and make available appropriate third-party certifications (ISO 27001, Cyber Essentials) demonstrating compliance with recognised security standards.
16. TERMINATION AND DATA RETURN/DELETION
16.1 Termination
Upon termination or expiry of the main service agreement between the Controller and the Processor (for any reason), this DPA shall terminate coterminously.
16.2 Offboarding Runbook
The Processor shall follow a documented offboarding runbook to ensure complete data return/deletion:
(a) Notify all sub-processors of termination
(b) Prepare full data export (CSV/JSON + storage assets with audit manifest)
(c) Verify completeness of export with Controller
(d) Obtain Controller deletion/return instruction within 30 days
(e) Execute deletion from all systems (primary DB, storage, indices, backups)
(f) Obtain and retain written confirmation of deletion from all sub-processors
16.3 Data Return and Deletion
Upon termination, the Processor shall, at the Controller's written direction (given within 30 days of termination):
(a) Delete all Personal Data held on behalf of the Controller, or
(b) Return all Personal Data to the Controller in a structured, commonly-used, machine-readable format (CSV/JSON) with complete data manifest
16.4 Certification of Deletion
The Processor shall provide written certification of deletion or return, including:
(a) A statement that all Personal Data has been deleted or returned
(b) The date of deletion or return
(c) Confirmation that all sub-processors have deleted or returned data
(d) Backup age-out timeline confirmation
17. LIABILITY AND INDEMNIFICATION
17.1 Liability for Breach
The Processor acknowledges that it may be liable for damages caused by processing Personal Data in breach of the Applicable Data Protection Laws or this DPA. Liability shall be determined in accordance with the governing law provisions herein.
17.2 Indemnification
The Processor shall indemnify and hold harmless the Controller from any claims, damages, fines, costs, or liabilities arising from:
(a) The Processor's breach of this DPA or applicable data protection laws
(b) The Processor's failure to comply with security obligations
(c) A Personal Data breach caused by the Processor's negligence or willful misconduct
(d) Claims by Data Subjects or third parties related to processing by the Processor


18. GENERAL PROVISIONS
18.1 Governing Law
This DPA shall be governed by and construed in accordance with the laws of England and Wales, without regard to conflict of law principles. The UK GDPR and EU GDPR shall apply to all processing of Personal Data regardless of the governing law clause.
18.2 Jurisdiction and Dispute Resolution
The parties submit to the exclusive jurisdiction of the courts of England and Wales. Where the Controller is established in the EU, either party may bring proceedings in the courts of the relevant EU member state.
18.3 Amendments
This DPA may be amended only by written agreement signed by both parties. Amendments shall not reduce the level of data protection or security provided to Data Subjects.
18.4 Severability
If any provision of this DPA is found to be invalid, illegal, or unenforceable, such provision shall be severed, and the remaining provisions shall continue in full force and effect.
18.5 Entire Agreement
This DPA, together with the main service agreement, constitutes the entire agreement between the parties regarding the processing of Personal Data.
18.6 Priority
In the event of any conflict between the terms of this DPA and the main service agreement, the terms of this DPA shall take precedence to the extent that the DPA relates to data protection matters.
19. CONTACT INFORMATION
19.1 Processor Contact Details
For all matters relating to this DPA, the Controller should contact:
Data Protection and Compliance Contact
Student Radar
Email: dpo@studentradar.com
Website: www.studentradar.com


SIGNATURES
This Data Processing Agreement is executed as of the date first written above.


	For and on behalf of STUDENT RADAR (Processor)
	For and on behalf of the SCHOOL/INSTITUTION (Controller)

	


_________________________________________
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_________________________________________
Signature

	
_________________________________________
Name (Print)
	
_________________________________________
Name (Print)

	
_________________________________________
Title
	
_________________________________________
Title

	
_________________________________________
Date
	
_________________________________________
Date




ANNEX 1: DETAILS OF PROCESSING
This Annex provides detailed information about the processing activities undertaken by the Processor on behalf of the Controller, in accordance with Article 28(3) of the UK GDPR and EU GDPR.
	Processing Detail
	Specification

	Data sources
	School MIS via Wonde (API with HMAC signature verification), optional CSV export from CPOMS, manual staff entry, parent portal submissions.

	Subject matter of processing
	Provision of the Student Radar educational management platform, including hosting, storage, and management of educational and student-related data.

	Duration of processing
	For the term of the main service agreement, and any statutory retention periods thereafter (typically 1-3 years post-departure for educational records).

	Nature of processing
	Collection, recording, organisation, structuring, storage, adaptation, retrieval, consultation, use, disclosure (where authorised), and deletion/erasure of Personal Data.

	Purpose of processing
	Provision of educational management services, student record management, safeguarding administration, SEND provision mapping, reporting and analytics, compliance with statutory requirements, and optional AI-driven insights.

	Type of Personal Data
	Identity data, educational records, health/medical data, safeguarding information, communication records, media (photos/videos), staff data, parent/guardian data, activity logs, technical data.

	Categories of Data Subjects
	Students/pupils, parents/guardians, school staff, governors (aggregated reports), external agencies (for safeguarding purposes).

	Data retention period
	Personal Data shall be retained for the period specified in the Controller's retention schedule. Audit logs: auth events ~13 months, analytics ~13 months, request logs ~13 months. Backup data: ~30-90 day age-out.

	Location of processing
	Data is processed in the United Kingdom (eu-west-2 London region via Supabase). Hosted in the United Kingdom; no routine international transfer of Customer Data occurs, though remote support access from outside the UK may constitute a restricted transfer governed by appropriate safeguards.

	Security measures
	See Annex 2 for detailed technical and organisational security measures. Includes Supabase RLS, JWT authentication, HMAC webhook verification, AES-256 encryption, TLS 1.2+, honey tokens, export watermarking, audit logging.

	Sub-processors
	See Annex 3 for a detailed list of approved sub-processors, their purposes, data processed, locations, and certifications.

	Data Subject rights
	The Processor shall assist the Controller in facilitating Data Subject requests for access (within 1 month), rectification, erasure (within 30 days), restriction, objection, and portability within statutory timeframes.




ANNEX 2: TECHNICAL AND ORGANISATIONAL SECURITY MEASURES
This Annex details the technical and organisational measures implemented by the Processor to ensure a level of security appropriate to the risk, in accordance with Article 32 of the UK GDPR and Article 32 of the EU GDPR. These measures are tailored to Student Radar's real architecture.
A. TECHNICAL MEASURES
A.1 Infrastructure and Hosting
Platform hosted on Supabase (managed PostgreSQL database, authentication, and file storage) in UK region (eu-west-2 London). API layer hosted on Vercel (global edge CDN). Data is hosted in the United Kingdom; no routine international transfer occurs, though remote support access from outside the UK may constitute a restricted transfer governed by appropriate safeguards. Redundancy and disaster recovery tested regularly.
A.2 Encryption
Encryption at Rest: All Personal Data stored on Supabase is encrypted using AES-256 via AWS KMS. Encryption keys managed separately from encrypted data; key rotation periodic.
Encryption in Transit: All client-server communications use TLS 1.2 or higher. No unencrypted transmission of Personal Data.
A.3 Data Ingestion Security
Wonde Integration: School MIS data ingested via Wonde API. All webhook requests signed with HMAC-SHA256 for signature verification. Schema validation on all incoming fields. Data normalisation and sanitisation before storage. Ingestion events logged for audit.
CPOMS CSV Import: Optional import from CPOMS system (if enabled by Controller). Files validated and normalised before ingestion. No executable code or macros accepted.
A.4 Access Control via RLS and JWT
Row-Level Security (RLS): All database access filtered by RLS policies tied to authenticated JWT claims. Users see only records matching their role and school context.
Role-Based Access Control: Five principal roles enforced at RLS level:
- Parent: Own child records and parent portal data
- Teacher: Class/year group and own student records
- SENCo: All SEND and provision-related data; some safeguarding visibility
- DSL: Full safeguarding data access; limited other data
- SLT: Broad access; data export, reporting; system administration
Governors: Access restricted to aggregated dashboards and reports only.
MFA/AAL2: Multi-factor authentication mandatory for all staff accounts accessing the Platform. Second factor can be time-based OTP, FIDO2 key, or similar.
A.5 Export Controls and DLP
Role-Based Export Restrictions: Only users with appropriate permissions can export data. Exports logged with user, timestamp, scope, format.
Watermarking: All exported files (PDF, CSV, Excel) include visible watermarks (e.g., footer with recipient email) and invisible metadata to deter sharing and enable tracing.
A.6 Honey Tokens and Breach Detection
Decoy Records: Honey tokens (realistic but false records) deployed in the database. Any query or access to a honey token triggers immediate automated alert and incident response escalation.
A.7 Audit Logging
Authentication Logs: Login attempts, MFA verification, token issuance. Retained ~13 months.
Data Access Logs: All queries to Personal Data, exports, deletions, sensitive operations. Retained 13 months.
Analytics: Aggregated feature usage, login counts, platform metrics. Retained ~13 months. The Customer may opt out of aggregated benchmarking by written notice. Anonymisation is performed using techniques that meet the ICO's anonymisation code of practice, and the Processor shall not attempt to re-identify any anonymised data.
Log Protection: Logs stored in immutable (append-only) storage; protected from tampering and unauthorised access.
A.8 Private Storage Buckets
Sensitive documents (safeguarding narratives, medical records, media) stored in private Supabase Storage buckets with restricted access via RLS. No public access. All bucket operations logged.
A.9 AI Features and PII Tokenisation
If enabled by Controller: AI processing (risk assessor, IEP assistant, etc.) receives de-identified data. Personal identifiers replaced with opaque tokens before transmission to AI service. Tokenisation mapping stored separately with access restricted. Designed to be screenshot/camera-resistant.
No model training: External AI services do not retain inputs; no training on Student Radar data.
A.10 Backup and Disaster Recovery
Automated Encrypted Backups: Daily backups of all data, encrypted with Supabase key management. Backups stored in separate geographic region within UK for resilience.
Tested Restores: Restoration capability verified quarterly to ensure backups are valid.
Age-Out: Encrypted backups automatically deleted per backup retention policy (30 days rolling for production backups; up to 90 days for post-termination backup age-out only).
RTO/RPO: Recovery Time Objective ~4 hours; Recovery Point Objective ~1 hour.
A.11 Development Environment Isolation
Development, test, and staging environments contain only synthetic or fully anonymised data. No production Personal Data replicated to non-production systems. Separate database instances with restricted access.
B. ORGANISATIONAL MEASURES
B.1 Personnel Security and Training
Vetting: Background checks conducted on all personnel with access to Personal Data.
Training: Annual mandatory data protection and information security training for all staff. Additional training for personnel accessing sensitive data.
Confidentiality: Confidentiality agreements signed by all staff. Disciplinary policies enforce confidentiality.
Offboarding: Rapid access revocation upon notice of departure. Assets returned. Exit interviews to reinforce confidentiality.
B.2 Access Reviews and Leaver Protocol
Quarterly Reviews: Quarterly review of active user accounts (joiners, movers, leavers). Unused accounts disabled.
Leaver Rapid Revocation: On notification of staff leaver, access revoked within hours. School informed of revocation confirmation.
B.3 Change Management and Testing
Procedures: Documented change management for all system modifications.
Testing: All changes tested in non-production environments before deployment to production.
Approval: Security review required for changes affecting data access or encryption.
B.4 Incident Management and Response
Procedures: Documented incident response plan including detection, assessment, containment, eradication, and recovery.
Team: Dedicated incident response team on call for security events.
Detection: Automated monitoring and alerting via Sentry (error monitoring, consent-gated) and custom security tools.
Response: Target response time <1 hour for critical breaches; containment within 2 hours.
Post-Incident: Root cause analysis, credential rotation, lessons learned recorded.
B.5 Vulnerability Management
Scanning: Regular automated vulnerability scanning and quarterly manual penetration testing.
Patching: Critical vulnerabilities patched within 48 hours; others within SLA. Supabase and Vercel sub-processor updates monitored and applied promptly.
Remediation: Documented remediation plans for all identified risks with prioritisation based on CVSS score.
B.6 Sub-Processor Management
Vetting: Sub-processors vetted for security compliance (certifications, data protection practices).
Contracts: Data protection and security obligations flowed down via data processing agreements.
Monitoring: Ongoing monitoring of sub-processor security posture via certifications, audits, and communications.
B.7 Certifications and Audits
Student Radar: Cyber Essentials certification maintained.
Supabase: ISO 27001:2013 and SOC 2 Type II certifications.
Vercel: ISO 27001 and SOC 2 Type II certifications.
Internal Audits: Annual internal audit of data protection and security practices.
External Audits: Cooperation with data protection authorities and annual security assessments.
B.8 Data Protection by Design and Default
Privacy-First Architecture: Aggregation-first dashboards reduce exposure of pupil-level data. RLS enforced at database layer as default access control.
Data Minimisation: Features collect only necessary data. Retention periods configured per data category.


ANNEX 3: APPROVED SUB-PROCESSORS
This Annex lists all approved Sub-Processors engaged by the Processor to handle Personal Data on behalf of the Controller. The list is current as of the Effective Date and will be updated as sub-processors are added or removed.
	Sub-Processor
	Purpose
	Data Processed
	Location
	Certifications
	Optional?

	Supabase
	Database, authentication, file storage
	All categories (primary storage)
	UK (eu-west-2)
	ISO 27001, SOC 2 Type II
	No

	Vercel
	Hosting SPA and API layer
	Request data, technical logs, user sessions
	EU (global edge)
	ISO 27001, SOC 2 Type II
	No

	Wonde
	MIS data integration and normalization
	Pupil, staff, parent identifiers and demographics
	UK
	Cyber Essentials Plus, ISO 27001
	No

	Twilio
	SMS and voice communications (optional)
	Parent contact details (phone, message content)
	EU / US (SCCs + adequacy)
	SOC 2 Type II
	Yes

	Resend
	Email delivery (optional)
	Parent and staff email addresses, message content
	EU
	SOC 2 Type II
	Yes

	OpenAI
	AI advisory features (optional)
	De-identified / tokenised data only (no PII)
	US (SCCs + de-identification)
	SOC 2 Type II
	Yes

	Sentry
	Error monitoring and logging (optional)
	Technical error data, request logs (consent-gated)
	EU
	SOC 2 Type II
	Yes



Sub-Processor Notes
Mandatory Sub-Processors (No/Core): Supabase, Vercel, Wonde are mandatory for platform operation.
Optional Sub-Processors (Yes): Twilio, Resend, OpenAI, Sentry are optional and may be enabled or disabled by Controller configuration or consent model.
Transfer Mechanisms: All sub-processors subject to equivalent data protection obligations. Where located outside UK/EEA (e.g., OpenAI in US), transfers protected by Standard Contractual Clauses (SCCs) and supplementary measures (de-identification for AI). Controller will be notified of any new sub-processor before engagement.
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