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1. Purpose
This Data Retention Policy defines the periods for which Student Radar retains personal data and other information processed on behalf of its Customers (schools and Multi-Academy Trusts). It supports compliance with the UK GDPR data minimisation and storage limitation principles (Articles 5(1)(c) and 5(1)(e)) and the commitments made in the Data Processing Agreement (DPA), Privacy Policy, and Master Service Agreement (MSA).
This Policy applies to all data processed by Student Radar, whether held in production databases, backups, logs, or sub-processor systems.
2. Retention Principles
· Purpose limitation: Data is retained only for as long as necessary to fulfil the purpose for which it was collected or processed
· Data minimisation: Only the minimum data required for the contracted purpose is held at any time
· Storage limitation: Retention periods are defined, documented, and enforced; data is not kept indefinitely without justification
· Secure disposal: When retention periods expire, data is securely deleted using methods appropriate to the storage medium, ensuring it cannot be recovered
· Accountability: Retention decisions are documented, reviewed annually, and available for audit
3. Retention Schedule
The following table sets out the retention periods for each category of data processed by Student Radar:
	Data Category
	Description
	Retention Period
	Basis / Justification

	Pupil demographic data
	Name, date of birth, UPN, year group, gender, ethnicity, FSM status, EAL status (synced from MIS via Wonde)
	Duration of service agreement + up to 30 days (earlier deletion on request)
	Contractual necessity; deleted or returned on termination per DPA clause 8

	SEND records
	SEN status, primary need, provisions, IEP content, EHCP references, intervention records
	Duration of service agreement + up to 30 days (earlier deletion on request)
	Contractual necessity; special category data (Article 9) processed under statutory duties exemption

	Safeguarding records
	Safeguarding flags, concern logs, referral records, DSL notes
	Duration of service agreement + up to 30 days (earlier deletion on request)
	Contractual necessity; statutory safeguarding duties (KCSIE, Children Act 2004). Customer retains authoritative copy

	Attendance data
	Daily attendance marks, absence codes, patterns (synced from MIS)
	Duration of service agreement + up to 30 days (earlier deletion on request)
	Contractual necessity; used for pattern analysis and welfare monitoring

	Assessment data
	Test scores, progress measures, baseline assessments, predicted grades
	Duration of service agreement + up to 30 days (earlier deletion on request)
	Contractual necessity; used for progress tracking and reporting

	Staff user data
	Name, email, role, school affiliation, login credentials (hashed)
	Duration of service agreement + up to 30 days (earlier deletion on request)
	Contractual and legitimate interest; access management and audit trail

	Parent/carer contact data
	Name, email, phone number (where Connect module is enabled)
	Duration of service agreement + up to 30 days (earlier deletion on request)
	Contractual necessity; communication via Connect module

	Authentication logs
	Login/logout events, failed attempts, MFA challenges, session tokens
	13 months
	Legitimate interest; security monitoring, incident investigation, compliance audit. 13-month period ensures coverage of annual audit cycles and seasonal safeguarding reviews

	Audit logs
	Administrative actions, data exports, role changes, configuration changes
	13 months
	Legitimate interest; accountability, security monitoring, regulatory compliance

	Application error logs
	Error traces, performance data (via Sentry; no PII in payloads)
	90 days
	Legitimate interest; debugging, performance monitoring

	Analytics data
	Aggregated and anonymised usage statistics, feature adoption metrics
	13 months
	Legitimate interest; service improvement. Non-identifiable data only

	Infrastructure logs
	Server access logs, API request logs, database query logs
	13 months
	Legitimate interest; security monitoring, capacity planning

	Database backups
	Full database snapshots including all Customer Data
	30 days rolling (production); up to 90 days after account termination
	Disaster recovery; backups containing Customer Data are purged within 90 days of termination

	Point-in-time recovery logs
	Transaction logs enabling database restoration
	30 days rolling
	Disaster recovery; RPO target of 1 hour

	Contract records
	Signed MSAs, Order Forms, DPAs, correspondence
	Duration of agreement + 6 years
	Legal obligation (Limitation Act 1980); regulatory and dispute resolution

	Billing and payment records
	Invoices, payment confirmations, Stripe transaction references (no card numbers stored)
	Duration of agreement + 6 years
	Legal obligation (tax, accounting); HMRC requirements

	Incident records
	Incident Log entries, post-incident reports, notification records
	6 years from incident closure
	Regulatory expectation; ICO investigation window; Limitation Act

	AI input/output logs
	Tokenised prompts and responses from AI features (no raw PII)
	90 days
	AI input/output content logs are retained for 90 days to support audit and review. AI invocation metadata (feature used, timestamp, hash of input/output, user ID) is retained for 13 months in the platform audit log.

	Transactional emails
	Email delivery logs (via Resend); subject, recipient, delivery status
	90 days
	Legitimate interest; delivery confirmation, troubleshooting

	SMS delivery logs
	SMS send records (via Twilio); recipient number, delivery status
	90 days
	Legitimate interest; delivery confirmation, troubleshooting

	Website analytics cookies
	Anonymous browsing data (if analytics enabled on studentradar.com)
	13 months from last activity
	Consent-based; in accordance with Cookie Policy

	Session cookies
	Authentication session identifiers
	Duration of session (or configurable expiry)
	Strictly necessary; no consent required



4. Data Handling on Termination
When the service agreement between Student Radar and a Customer terminates or expires, the following process applies:
4.1 Data Export Period
Student Radar shall, within 30 days of termination, make Customer Data available for export in a reasonable machine-readable format (CSV, XML, or equivalent). The Customer is responsible for initiating the export during this period.
4.2 Deletion of Customer Data
After expiry of the 30-day data export period, Student Radar shall securely delete all Customer Data from production systems. This includes:
· Pupil demographic, SEND, safeguarding, attendance, and assessment data
· Staff user accounts and credentials
· Parent/carer contact data
· Any Customer-uploaded content or documents
4.3 Backup Purge
Backups containing Customer Data are purged within 90 days of account termination. This reflects the maximum technical lifecycle of encrypted rolling backups. During this period, backups remain encrypted at rest (AES-256) and subject to the same access controls as production data.
4.4 Retained Data
The following data is retained after termination in accordance with legal obligations:
· Contract records and billing data: 6 years (Limitation Act 1980, HMRC requirements)
· Incident records: 6 years from closure (regulatory expectation)
· Anonymised analytics data is retained for up to 3 years for trend analysis and product improvement. Anonymisation is performed in accordance with the ICO anonymisation code of practice. Customers may opt out of inclusion in anonymised analytics by written notice.
4.5 Certificate of Deletion
A certificate of deletion is available to the Customer on request, confirming the date and scope of data deletion from production systems and (once completed) from backups.
5. Secure Disposal Methods
Data deletion is performed using methods appropriate to the storage medium:
	Storage Type
	Disposal Method

	Production database (Supabase/PostgreSQL)
	Logical deletion with cryptographic erasure; rows permanently removed, storage blocks overwritten by database engine

	File storage (Supabase Storage)
	Object deletion with bucket-level lifecycle policies

	Backups (encrypted snapshots)
	Automatic expiry under retention policy; encrypted at rest (AES-256) until purged

	Logs (application, audit, infrastructure)
	Automatic rotation and deletion on retention expiry

	Sub-processor systems
	Deletion in accordance with sub-processor DPA and data processing terms

	Local devices
	Customer Data is prohibited on local devices per Information Security Policy (except transient in-memory processing required for system operation)



6. Legal Holds and Exceptions
Retention periods may be extended in the following circumstances:
· Legal hold: Where Student Radar is subject to litigation, regulatory investigation, or law enforcement request, relevant data shall be preserved until the hold is lifted, regardless of standard retention periods
· Regulatory requirement: Where a regulator (ICO, Ofsted, local authority) requires preservation of specific data, retention shall be extended accordingly
· Safeguarding obligation: Where data relates to an ongoing safeguarding investigation or inquiry (including historical abuse investigations), retention may be extended in consultation with the Customer and relevant authorities. Where the Platform is used as the primary safeguarding record, the Processor supports configurable retention periods aligned to the Controller's statutory obligations, including retention until the data subject's 25th birthday where required by KCSIE guidance.
Legal holds are documented, reviewed quarterly, and lifted as soon as the basis for preservation ceases.
7. Sub-Processor Retention
Student Radar’s sub-processors are contractually required to delete or return data on termination of their engagement, in accordance with their respective DPAs. Key sub-processor retention positions:
	Sub-Processor
	Data Held
	Retention on Termination

	Supabase
	All Customer Data (database, auth, storage)
	Deleted on account closure; backups purged per Supabase retention policy

	Vercel
	No persistent Customer Data (serverless functions, edge cache)
	Cache expires automatically; no long-term storage

	Wonde
	MIS integration tokens and mapping data
	Deleted on disconnection of school integration

	Sentry
	Error traces (no PII)
	90-day automatic expiry

	Resend
	Email delivery logs
	90-day automatic expiry

	Twilio
	SMS delivery logs
	90-day automatic expiry

	OpenAI
	Tokenised prompts/responses (no raw PII)
	Not retained by OpenAI under zero-retention API agreement



8. Data Subject Rights and Retention
Where a data subject exercises rights under UK GDPR that affect retention:
· Right to erasure (Article 17): The Customer (as Controller) determines whether erasure is appropriate. Student Radar shall action erasure requests received from the Customer within 30 days, subject to any legal hold or statutory retention obligation
· Right to restriction (Article 18): Where processing is restricted, data shall be retained but not processed further (except for storage or legal claims) until the restriction is lifted
· Data portability (Article 20): Customer Data is available for export in machine-readable format at any time during the service agreement and during the 30-day post-termination export period
Data subjects should direct rights requests to their school (the Controller) in the first instance. Student Radar assists the Customer in responding to verified requests in accordance with the DPA.
9. Monitoring and Enforcement
Compliance with this Policy is monitored through:
· Automated lifecycle policies that enforce deletion on retention expiry
· Quarterly review of the retention schedule against operational needs and legal requirements
· Annual audit of data stores to verify that no data is held beyond its defined retention period
· Post-termination checklists to confirm Customer Data deletion
Breaches of this Policy are treated as security incidents and handled in accordance with the Incident Response Policy.
10. Policy Review
This Policy is reviewed annually by the Data Protection Lead, or sooner if triggered by:
· Changes to UK data protection law or ICO guidance on retention
· Changes to the platform architecture, data categories, or sub-processor arrangements
· Findings from audits, incidents, or data subject requests that reveal gaps
· Changes to statutory record-keeping requirements in education
Material changes are communicated to Customers in accordance with the MSA.
11. Contact
For questions about this Policy or to request a certificate of deletion:
Student Radar – Data Protection Lead
Email: dpo@studentradar.com
General: support@studentradar.com
Website: www.studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU
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