

[image: ]   Student Radar   |   Data Protection Impact Assessment



[image: ]
Data Protection Impact Assessment Support Pack
Information for schools and trusts
Version 1.4
Document Version Date: 10 September 2026
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Student Radar - Data Protection Impact Assessment (DPIA)
PART A - SCREENING ASSESSMENT

Header Information
Controller Name: ________________
Assessment Date: ________________
Deployment Scope: ________________
Core, Safeguard, Connect, Assess, Health, Office and Teach are covered where used by the school. Advisory AI includes Risk Assessor, IEP Creator and Insight Generator, together with authorised drafting, translation and transcription workflows.
The DPA prohibits AI providers from using school Personal Data to train their models and requires no retained input or output content, including abuse-monitoring copies. These requirements cover authorised AI features and transcription modes. Pseudonymised information remains Personal Data. Staff review outputs and can amend or reject them; diagnoses, SEND status, safeguarding action and other significant decisions remain with authorised people.
Actual processing start date and retrospective assessment status: ________________
	Q1
	SENDlink LTD, trading as Student Radar
Company No. 16602655
Address: 10 Masefield Gardens, Plymouth, PL5 3HU
Role: Data Processor under Article 28 UK GDPR
DPO Contact: dpo@studentradar.com




	Q2
	Data Categories:
1. Pupils: name, DOB, UPN, year/class, attendance records, SEND/EHCP status, health data, safeguarding records, behaviour, exclusions

	
	1. Special Category Data may include health, SEND, ethnicity, religion and sensitive narrative information. The Controller determines the applicable Article 6 basis, Article 9 condition and any Schedule 1 requirements for each purpose.

	
	1. Parents: contact details, communication prefs, emergency status

	
	1. Staff: name, role, email, permissions, audit logs


	
	Data Sources:
1. MIS data is obtained through the school-authorised Wonde API integration, using the configured synchronisation and reconciliation processes.

	
	1. Direct staff input via portal


	
	Processing Activities:
1. Pupil dashboards for SEND/safeguarding/attendance/behaviour

	
	1. Provision mapping and intervention tracking

	
	1. Safeguarding records and case notes

	
	1. School reporting and exports support the school’s own assurance and information needs; they do not themselves establish inspection or legal compliance.

	
	1. AI drafts and suggestions require meaningful review by authorised staff before use.


	
	Storage & Infrastructure:
1. Primary database and Storage service: Supabase production project in London (eu-west-2). Access is governed by authentication, database policies and server-side permissions.

	
	1. Vercel provides application delivery and applicable execution. Provider processing locations and safeguards are described in DPA Annex 3.

	
	1. Backup position: The primary database is hosted in London and has daily database backups. The DPA requires daily encrypted protection of the database and associated files, UK storage of primary backups, a 30-day rolling backup cycle and final expiry of residual copies by day 60 from termination. Uploaded files have separate backup and restoration requirements from the database.

	
	1. The provider schedule includes Supabase, Vercel, Wonde, Brevo, OpenAI, Twilio, Sentry, AssemblyAI and Contentsquare for their authorised service functions. OpenAI supports AI assistance, AssemblyAI provides transcription, Brevo delivers email and Contentsquare provides optional analytics subject to consent. DPA Annex 3 and the Sub-Processor List describe the services, locations and safeguards.


	
	Objective:
The service connects authorised school information to support education, SEND, safeguarding, health, welfare, communication and reporting. The Controller assesses necessity, permissions, human review and the actual safeguards for its deployment.




	Q3
	1. Data comes from authorised school systems and information lawfully entered through the service; the school must assess each collection and purpose.

	
	1. The service includes school, cohort and individual-pupil views. Access to the underlying information depends on permissions, school context and relevant relationships or restrictions.

	
	1. Least-privilege access: configured roles and permissions (RBAC) plus database-level school scoping (RLS).

	
	1. Processing is limited to the authorised educational, health, welfare, safeguarding and administration purposes instructed by the Controller.

	
	1. The DPA prohibits AI providers from using school Personal Data to train their models and requires no retained input or output content, including abuse-monitoring copies. These requirements cover authorised AI features and transcription modes. Pseudonymised information remains Personal Data. Staff review outputs and can amend or reject them; diagnoses, SEND status, safeguarding action and other significant decisions remain with authorised people.

	
	1. The DPA governs retention, return, deletion and residual backup expiry across the service and its authorised providers.

	
	1. Alternatives considered: spreadsheets, data warehouses and external monitoring tools. Their encryption, auditability, access controls and secondary-use risks depend on configuration and contracts; the school should compare those controls with its requirements.

	
	The school assesses whether the information and each use are necessary and proportionate to the authorised purpose.




	Q4
	Data Sharing Model:
1. School → Student Radar (Processor) under DPA Art 28

	
	1. The provider schedule includes Supabase, Vercel, Wonde, Brevo, OpenAI, Twilio, Sentry, AssemblyAI and Contentsquare for their authorised service functions. OpenAI supports AI assistance, AssemblyAI provides transcription, Brevo delivers email and Contentsquare provides optional analytics subject to consent. DPA Annex 3 and the Sub-Processor List describe the services, locations and safeguards.


	
	Sub-Processor Register:
Planned sub-processor additions, replacements and material location changes require at least 30 calendar days’ written notice. The school may raise a reasoned data-protection objection within 14 calendar days. Objections are addressed before affected processing changes; if no acceptable safeguard or alternative is agreed, the new provider does not receive the affected data. Shorter notice requires prior written agreement. An emergency does not authorise processing outside agreed restrictions. See Q3.2 and the DPA.


	
	Data Processing Agreements:
Include Art 28 scope, school instructions, sub-processor engagement, DSAR assistance, security obligations, audit rights, deletion procedures, breach notification.




	Q5
	Yes. The following categories may be processed. The Controller must document an Article 6 basis, a suitable Article 9 condition and any required DPA 2018 Schedule 1 condition and safeguards for each purpose; the examples below are not automatic authorisation.

	
	1. Health: EHCP, medical conditions, therapy, medication, mental health and disability. Article 9(2)(h) with Schedule 1 Part 1 paragraph 2 applies only where its health/social-care and confidentiality conditions are met; a different valid condition may be needed for education or safeguarding.

	
	1. SEND: EHCP and SEND status. Safeguarding may use Article 9(2)(g) with Schedule 1 Part 2 paragraph 18 where its necessity and other conditions are met; the Controller must assess the actual purpose.

	
	1. Ethnicity: where necessary for the documented purpose. Equality monitoring may use Article 9(2)(g) with Schedule 1 Part 2 paragraph 8 where its conditions and safeguards are met.

	
	1. Religion: where present in the MIS and necessary for the documented purpose. The Controller must identify a valid Article 9 condition; inclusion in the MIS does not itself provide one.


	
	Lawful Basis:
1. Safeguarding example: Article 9(2)(g) and DPA 2018 Schedule 1 Part 2 paragraph 18, subject to all applicable conditions and safeguards.

	
	1. Health/social-care example: Article 9(2)(h) and Schedule 1 Part 1 paragraph 2, subject to the purpose and confidentiality requirements.

	
	1. Article 6 basis: the Controller identifies the basis for each purpose, such as public task or legal obligation where applicable.




	Q5a
	Yes, if safeguarding records enabled. Examples:

	
	1. Abuse disclosures and allegations

	
	1. Police referrals and investigations

	
	1. LADO involvement

	
	1. Court orders and injunctions


	
	Lawful Basis:
1. Art 10 UK GDPR (criminal offence data)

	
	1. The Controller must meet Article 10 and identify domestic-law authorisation where required. Schedule 1 Part 2 paragraph 18 (safeguarding) or paragraph 10 (preventing or detecting unlawful acts) may be relevant only where the applicable conditions are met.


	
	Safeguards:
1. Safeguarding Data means information the school classifies as safeguarding or child-protection information. Access is limited to authorised safeguarding purposes, relevant permissions, school scope and applicable record restrictions. A job title alone does not grant access. Ordinary health, behaviour or pastoral information is not automatically classified as Safeguarding Data.

	
	1. Enforcement: RBAC + RLS with JWT

	
	1. Security events and workflow audit trails support accountability and incident investigation. Access to those records is restricted by authorised purpose and permissions.

	
	1. Retention follows the Controller’s documented category schedule, applicable duties and lawful holds. Service termination, live deletion and backup expiry follow the DPA.




	Q6
	Article 6 basis: determined and documented by the Controller for each purpose. Public task may apply to statutory educational functions; legal obligation or another valid basis may apply in other circumstances.

	
	Relevant education and safeguarding duties may include the following, depending on the school and purpose:

	
	1. Education Act 1996: provide education suitable to age/ability/SEND

	
	1. Children Act 2004 s.11: safeguarding duty

	
	1. Education Act 2002 s.175: school safeguarding duty

	
	1. KCSIE: statutory safeguarding guidance

	
	1. Equality Act 2010: eliminate discrimination, advance equality


	
	Special Category (Art 9(2)):
1. Safeguarding: Article 9(2)(g) plus Schedule 1 Part 2 paragraph 18, where its conditions are met.

	
	1. Health/social care: Article 9(2)(h) plus Schedule 1 Part 1 paragraph 2, where its purpose and confidentiality conditions are met.


	
	Q6a: Is Processing Necessary?
The school must assess whether each processing activity is necessary and proportionate to its educational and safeguarding functions. SEND dashboards, safeguarding tracking and provision mapping may support those functions; use of this particular platform is not itself a statutory requirement.


	
	Q6b: Why Not Rely on Consent?
Consent is generally unsuitable for processing necessary to perform a statutory public task or legal obligation. The Controller must assess its own status and purposes, explain the applicable lawful bases, and respect relevant rights including objection. Separate processing that relies on consent requires valid consent.


	
	Q6c: Transparency & Data Subject Information:
1. School privacy notice: must explain Student Radar processing, data categories, retention, rights, DPO contact

	
	1. The school’s privacy information explains the actual sensitive-data purposes, lawful conditions, safeguarding classification, recipients and individual rights.

	
	1. Student Radar Privacy Policy: supplied with the due-diligence pack.

	
	1. DPIA/APD: available on request




	Q7
	Decision-Making:
The service is designed to support human decisions. Staff must meaningfully review advisory information before any significant action. The Controller remains responsible for ensuring that actual use does not become a solely automated significant decision.


	
	Profiling & AI (Advisory Only):
1. Risk Assessor: supports preparation and review of risk information; staff assess the evidence and decide action.

	
	1. IEP Creator: generates draft Individualised Education Plans - SENCO edits and approves

	
	1. Insight Generator: produces summaries and trend analysis - DSL/SENCo reviews before reporting


	
	Safeguards for AI-assisted processing:
1. Human-in-the-loop: all AI outputs advisory, staff approve before action

	
	1. Staff must consider the available source context and the limits of AI suggestions. Explanation features vary by workflow and do not establish the correctness of an output.

	
	1. Contest and override: authorised staff must be able to question, reject or amend outputs and report concerns; operational suspension supports incident response.

	
	1. The data-minimisation standard requires removal or replacement of unnecessary identifiers where practicable. Sensitive narratives can still identify individuals and remain subject to Personal Data safeguards.

	
	1. Schools and Student Radar report suspected bias, review the affected use and take proportionate corrective action.

	
	1. The DPA prohibits AI providers from using school Personal Data to train their models and requires no retained input or output content, including abuse-monitoring copies. These requirements cover authorised AI features and transcription modes. Pseudonymised information remains Personal Data. Staff review outputs and can amend or reject them; diagnoses, SEND status, safeguarding action and other significant decisions remain with authorised people.

	
	Meaningful human involvement must occur before any significant decision is applied. Labelling an output advisory is insufficient by itself. The Controller must assess actual use against the UK GDPR automated-decision provisions (Articles 22A–22C, as amended). This service does not authorise solely automated significant decisions.




	Q8
	Location and other contextual information may be used only where relevant to an authorised school workflow and described in the applicable processing inventory.
Security records
Security events and workflow audit trails support accountability and investigation. Part B describes the access and retention rules for these records.




	Q9
	Threshold Assessment:
The ICO does not define a numeric threshold for large-scale processing. Determination should consider the volume of data subjects, the duration of processing, the geographical extent, and the vulnerability of the individuals concerned (WP29 Guidelines, endorsed by ICO).

	
	1. Single school (200–500 pupils): consider volume, sensitivity, duration and the affected children; a single establishment is not an exemption from DPIA requirements.

	
	1. Small MAT (fewer than five schools): assess the combined processing and risks; school count alone does not determine scale or whether a DPIA is required.

	
	1. Large MAT (five or more schools, thousands of pupils, continuous processing and broad geography): these factors may indicate large-scale processing. The Controller must assess its actual deployment and document the decision.

	
	All schools should review the relevant risks through their own assessment and approval processes. Part B supplies information to support that work; this particular worksheet does not have to be completed or returned.


	
	Risk Mitigations (if large-scale):
1. Authorised users can work with cohort summaries and individual records. The school should select permissions appropriate to each user’s duties.

	
	1. Database policies and server-side functions restrict access according to school scope and relevant permissions.

	
	1. Q1.3 describes the retention periods for service logs and school-record audit history.

	
	1. The security standard requires encryption in transit and at rest, including appropriate protection of backups and credentials.

	
	1. Deletion and return are obligations under the DPA. The school’s schedule, approved configuration and the scope of actual deletion operations determine how those obligations are carried out.




	Q10
	Primary storage and other processing
Primary school-record database, file storage and primary backups remain in the United Kingdom. Application delivery, AI, communications, telemetry and provider support can involve international processing by the providers listed in DPA Annex 3. Each transfer is subject to DPA Section 9, the school’s instructions and applicable transfer safeguards.

	
	International transfers
Before a restricted transfer begins, the applicable lawful mechanism, assessment and necessary supplementary measures must be established under DPA Section 9. Applicable UK adequacy, the UK IDTA or EU SCCs with the UK Addendum may be relevant; EU requirements are addressed separately where applicable. Contractual authorisation and transfer legality are separate requirements.

	
	Provider and location changes
Planned sub-processor additions, replacements and material location changes require at least 30 calendar days’ written notice. The school may raise a reasoned data-protection objection within 14 calendar days. Objections are addressed before affected processing changes; if no acceptable safeguard or alternative is agreed, the new provider does not receive the affected data. Shorter notice requires prior written agreement. An emergency does not authorise processing outside agreed restrictions.

	
	AI processing
The AI terms prohibit model training and require no retained input or output content, including abuse-monitoring copies. Any change to those arrangements requires assessment and the school’s prior written authorisation. Inputs are minimised and pseudonymised where practicable. Staff review outputs and can amend or reject them. Saved school records follow the school’s retention instructions and DPA exit terms.




	Q11
	AI Components (Limited, Advisory):
Advisory AI includes the following features. Additional drafting, translation and transcription routes must be included in the authorised processing inventory.

	
	1. Risk Assessor: supports professional review of risk information; outputs do not determine action automatically.

	
	1. IEP Creator: generates draft Individualised Education Plans

	
	1. Insight Generator: produces data summaries and trend analysis


	
	Risk Assessment:
Controls intended to reduce risk include:

	
	1. AI inputs: minimise the information needed for the task and replace direct identifiers with tokens. Relevant attendance, behaviour, SEND and authorised narrative context may remain identifiable; pseudonymised inputs remain Personal Data.

	
	1. The DPA prohibits AI providers from using school Personal Data to train their models and requires no retained input or output content, including abuse-monitoring copies. These requirements cover authorised AI features and transcription modes. Pseudonymised information remains Personal Data. Staff review outputs and can amend or reject them; diagnoses, SEND status, safeguarding action and other significant decisions remain with authorised people.

	
	1. AI requests and saved outputs are subject to the access, logging and retention rules for the relevant workflow.

	
	1. Connected indicators prompt professional enquiry. They do not establish causation, a diagnosis, a safeguarding finding or an automatic risk decision.

	
	1. Meaningful human review and the ability to reject or amend suggestions are required. Suspected bias or unsafe output should be escalated for review of the affected workflow.

	
	1. Safety controls: staff must reject or amend unsuitable outputs; feature suspension may be used for a safety incident or material disparity, rather than a commercial opt-in or opt-out.


	
	Safeguards:
1. Feature flags: operational controls support safe rollout, monitoring and incident response for the standard AI service.

	
	1. Transparency: DPIA, privacy notice and staff training before using the standard AI service

	
	1. Fairness reviews consider the workflow, the affected groups and any reported concerns about bias or unsafe output.

	
	Staff retain responsibility for significant decisions and must meaningfully evaluate AI output. The Controller assesses the novelty, profiling and effects of actual use rather than assuming that familiar educational activities make the AI processing low risk.




	Q12
	Risk Register:

1. Data Breach (Unauthorised Access)
1. Required measures include authenticated access, school-scoped permissions, managed credentials, incident response and mandatory MFA for all staff and privileged production access.

2. Configuration Drift
1. Configuration and database changes are version controlled. The change process requires review and testing proportionate to the effect on security, access and school information.

3. Insider Misuse
1. Required measures include least privilege, mandatory MFA, confidentiality, role-appropriate training, access reviews and prompt removal of access when a person leaves.

4. Data Loss
1. The primary database is hosted in London and has daily database backups. The DPA requires daily encrypted protection of the database and associated files, UK storage of primary backups, a 30-day rolling backup cycle and final expiry of residual copies by day 60 from termination. Uploaded files have separate backup and restoration requirements from the database. The DPA requires monthly sample restores and quarterly documented recovery exercises covering the database, files, permissions and deletion instructions. Recovery time and the restored recovery point are recorded. Contractual recovery objectives are governed by MSA Section 6.7.

5. Accuracy/Staleness
1. The Wonde integration uses configured synchronisation, source validation and reconciliation. Staff check source dates, correct errors in the source system and record relevant professional context.

6. Export/Sharing Leakage
1. The DPA requires authorised, school-scoped exports, an audit record of actor, time and scope, and the marking specified for supported formats in the export-control schedule. Recipients remain responsible for secure onward handling.


	
	7. AI Bias/Fairness
1. Staff review source context and output, can reject or amend suggestions, and report suspected bias for review of the affected workflow.

	
	
8. Safeguarding Leakage
1. Safeguarding Data means information the school classifies as safeguarding or child-protection information. Access is limited to authorised safeguarding purposes, relevant permissions, school scope and applicable record restrictions. A job title alone does not grant access. Ordinary health, behaviour or pastoral information is not automatically classified as Safeguarding Data. Personnel screening must be appropriate to the role, access, legal eligibility and risk; database access alone does not establish DBS eligibility.

9. Subject Access Requests (SARs)
1. Subject access requests (SARs): the school assesses the request, identity, authority and any exemptions or redactions. Student Radar assists with extraction under the DPA. A request is not automatically manifestly unfounded or excessive merely because it repeats an earlier request.

10. Service Availability
1. The MSA provides a 99.9% monthly availability commitment, subject to its stated exclusions. Vercel monitoring is the primary measurement source, reconciled with incident records and school reports. The MSA defines the calculation and service-credit process. The DPA requires monthly sample restores and quarterly documented recovery exercises covering the database, files, permissions and deletion instructions. Recovery time and the restored recovery point are recorded. Contractual recovery objectives are governed by MSA Section 6.7.

Certifications & Audits:
1. SENDlink LTD holds Cyber Essentials certification covering the Whole Organisation, issued on 20 February 2026 with recertification due on 20 February 2027. The certificate accompanies this pack.
1. Relevant provider reports and assurance information are available through the DPA audit process, subject to applicable confidentiality arrangements.
School audit rights: schools can request security reports, audit logs, processor documentation per Art 28(3)(h) UK GDPR.



ANNEX 1 - Key Mitigations

International Transfers:
See Q10. Primary school-record database, file storage and primary backups remain in the United Kingdom. Application delivery, AI, communications, telemetry and provider support can involve international processing by the providers listed in DPA Annex 3. Each transfer is subject to DPA Section 9, the school’s instructions and applicable transfer safeguards. Before a restricted transfer begins, the applicable lawful mechanism, assessment and necessary supplementary measures must be established under DPA Section 9. Applicable UK adequacy, the UK IDTA or EU SCCs with the UK Addendum may be relevant; EU requirements are addressed separately where applicable. Contractual authorisation and transfer legality are separate requirements. The AI terms prohibit model training and require no retained input or output content, including abuse-monitoring copies. Any change to those arrangements requires assessment and the school’s prior written authorisation. Inputs are minimised and pseudonymised where practicable. Staff review outputs and can amend or reject them. Saved school records follow the school’s retention instructions and DPA exit terms.

Special Category Data:
See Q5 and Q5a for the Controller’s assessment of Articles 6, 9 and 10 and the applicable Schedule 1 conditions. Access uses authorised roles and school scoping. Retention follows the Controller’s documented schedule; an appropriate policy document must be maintained where required.

Other Risks:
The risk register supports the school’s assessment of likelihood, severity and residual risk for its purposes, users and data. The school records any additional measures and its decision on the processing.

ANNEX 2 - Risk Assessment

Screening Assessment Conclusion:
Processing is likely high risk due to special category data involving vulnerable children; continuing school-wide processing; safeguarding information; and AI-assisted profiling. The school assesses actual scale, purposes, controls and authorised international routes.

Recommendation: PROCEED TO PART B - FULL DPIA
Before live processing, the Controller should review the risks and record its assessment, DPO advice and approval using its own processes. The full supplier information in Part B and optional worksheet in Annex 3 support that work; neither requires signature, completion or return to Student Radar.
ANNEX 3 - Controller DPO/Data Protection Lead Review

Optional worksheet for the school’s own records. No completion or return to Student Radar is required.

	Field
	Optional school/trust record

	Controller Name
	________________

	DPO/DP Lead Name
	________________

	Date of Review
	________________

	Responsible person for the school record
	Name: ________________
Role: ________________
Date: ________________

	Notes/Risks Identified
	________________

	Controller decision on processing
	Decision and conditions: ________________
DPO advice and response: ________________



PART B - FULL DATA PROTECTION IMPACT ASSESSMENT

Section 1: Security and Data Protection Measures


	Q1.1
	Network & Infrastructure Security:
1. The service uses HTTPS. The DPA requires encryption in transit for school information and provider communications.

	
	1. Rate-limiting controls protect selected external routes against excessive requests. Application validation and provider protections form part of the security arrangements.

	
	1. Managed database interfaces require authenticated credentials and access controls. Database policies and server-side permissions restrict the information available to each authorised user or process.


	
	Data Encryption:
1. Supabase provides encryption at rest for its managed data services. The DPA requires appropriate protection of stored school information, keys and backups.

	
	1. In transit: TLS 1.2+

	
	1. Provider credentials are stored as server-side secrets and limited to authorised processes and personnel.

	
	1. Q1.5 describes the database and file backup and recovery requirements.


	
	Application Security:
1. Application workflows use schema and request validation to check incoming information against the requirements of the relevant interface.

	
	1. The security programme includes automated security and dependency checks, vulnerability assessment and Snyk alerting. The incident-response process governs investigation and escalation.

	
	1. The security programme requires review and proportionate testing of changes, including authorisation and sensitive-data boundaries.

	
	1. The development process uses TypeScript, linting and automated tests to support review and validation of changes.


	
	Secrets Management:
1. Secrets are restricted to authorised processes and personnel and must be replaced when compromised or no longer appropriate.


	
	Certification:
1. The supplied Cyber Essentials certificate names SENDlink LTD, Whole Organisation, issued 20 February 2026 with recertification due 20 February 2027.




	Q1.2
	Role-Based Access Control (RBAC):
1. Access depends on the user’s permissions, school or trust context, assigned duties and applicable record restrictions. The school should review those permissions against actual job responsibilities.

	
	1. Safeguarding Data means information the school classifies as safeguarding or child-protection information. Access is limited to authorised safeguarding purposes, relevant permissions, school scope and applicable record restrictions. A job title alone does not grant access. Ordinary health, behaviour or pastoral information is not automatically classified as Safeguarding Data.


	
	Row-Level Security (RLS):
1. Database policies and server-side functions enforce school scope, permissions and relevant record restrictions.

	
	1. Supabase Auth establishes the authenticated user. Server-side functions and database policies use identity, school context, profile and permission information to authorise access.

	
	1. Safeguarding workflows use restricted data views and record-access checks to limit disclosure to authorised users.


	
	Authentication & Session Management:
1. Multi-factor authentication is mandatory for all staff accounts accessing Student Radar and for personnel with privileged production access. Named accounts, least privilege and prompt removal of access apply alongside this requirement.

	
	1. Session-duration and inactivity controls govern session expiry. Users must lock unattended devices and protect their sign-in credentials.

	
	1. SAML single sign-on is available through a configured school identity-provider integration. The school’s identity and access requirements apply alongside Student Radar’s access controls.

	
	1. Password complexity and compromised-password checking protect password-based authentication. Staff must follow the mandatory MFA and account-security requirements.

	
	1. Password changes require reauthentication. Account recovery must preserve the required level of access protection.


	
	Access Monitoring:
1. Security-event, export-audit and workflow records support investigation and accountability. Log access is restricted to authorised personnel with a relevant operational purpose.

	
	1. The CISO, DPO and MD receive Snyk alerts around the clock. The CISO leads incident response, with the DPO or MD deputising. Scheduled safeguarding-access checks support investigation. Schools report suspected security incidents to dpo@studentradar.com or security@studentradar.com.




	Q1.3
	Service Log and Audit History Retention Schedule:
1. The DPA sets retention periods of 30 days for diagnostic and request logs and 90 days for security and authentication logs. School-record audit history follows the retention schedule for the associated record. Lawful holds are limited to the information and period required.

	
	1. Diagnostic logs must exclude pupil narratives and AI prompts and minimise other identifying information.

	
	1. The policy period for truly anonymous analytics is 12 months. Pseudonymised or otherwise re-identifiable information remains Personal Data.

	
	1. Incident administration: six years after closure, limited to necessary decisions and actions. Copied school evidence remains subject to school instructions and DPA limits; any legally required hold is limited in scope and duration.


	
	Access to Audit Logs:
1. Access to logs must be limited to authorised school or supplier personnel who need them for the relevant task, subject to confidentiality and protection of other individuals.

	
	1. A legally required disclosure follows the DPA notification and lawful-disclosure process. A court order is not the only possible legal requirement.


	
	Log Retention Method:
1. Application audit records are stored in the London Supabase project. Provider telemetry is governed by the provider schedule and the DPA retention requirements.

	
	1. Backups of primary school-record stores remain in the UK. Other log-provider storage and recovery locations follow DPA Annex 3.

	
	1. The school sets its retention schedule and lawful holds for each record category. Student Radar carries out authorised return and deletion instructions under the DPA, covering relevant database records, files and provider copies. The retention process must record the scope, outcome and expiry of any residual copies.


	
	Log Monitoring:
1. The CISO, DPO and MD receive Snyk alerts around the clock. The CISO leads incident response, with the DPO or MD deputising. Scheduled safeguarding-access checks support investigation. Schools report suspected security incidents to dpo@studentradar.com or security@studentradar.com.




	Q1.4
	Student Radar Security Posture:
1. Cyber Essentials: supplied certificate issued 20 February 2026, with recertification due 20 February 2027; scope is SENDlink LTD, Whole Organisation.

	
	1. Certification details and scope are stated in the accompanying Cyber Essentials certificate.

	
	1. Independent penetration testing is required at least annually and infrastructure vulnerability scanning at least monthly. Material changes to authentication, authorisation, tenant isolation, external interfaces or sensitive-data flows receive a documented risk assessment and proportionate testing before release. Additional independent testing is commissioned where material risk is not adequately covered by existing assurance. Dated reports, findings, remediation and retests provide the evidence.

	
	1. The testing and recovery programme records the scope, date, findings, corrective actions and results of each exercise.

	
	1. Incident response: priorities and targets follow Q1.6 and the Incident Response Policy; the review records causes, impact and corrective actions.


	
	Sub-Processor Certifications:
1. Current provider reports and relevant assurance information are made available under the DPA audit arrangements.


	
	School Audit Rights (Art 28(3)(h) UK GDPR):
Schools can request:

	
	1. Detailed security reports (certs, pen test summaries)

	
	1. Relevant audit information and processing records, with the retention periods described in Q1.3.

	
	1. Data processing documentation (DPIA, sub-processor list, security procedures)

	
	1. Audits follow the DPA, including reasonable notice and the arrangements for emergency audits and regulatory access.

	
	1. Processor verification of controls (questionnaires, self-assessment)

	
	Student Radar DPO: dpo@studentradar.com




	Q1.5
	Access Protection:
1. Multi-factor authentication is mandatory for all staff accounts accessing Student Radar and for personnel with privileged production access. Named accounts, least privilege and prompt removal of access apply alongside this requirement.

	
	1. Server-side functions and database policies authorise access using permissions, school scope, relevant relationships and record restrictions.
1. The security standard requires encryption in transit and at rest, with service and route coverage recorded in the control schedule.
1. Database access requires authentication and permission checks.

Loss Protection (Backup & Recovery):
1. The primary database is hosted in London and has daily database backups. The DPA requires daily encrypted protection of the database and associated files, UK storage of primary backups, a 30-day rolling backup cycle and final expiry of residual copies by day 60 from termination. Uploaded files have separate backup and restoration requirements from the database.
1. Recovery planning covers service dependencies, failure scenarios, access controls and restoration methods.
1. The DPA requires monthly sample restores and quarterly documented recovery exercises covering the database, files, permissions and deletion instructions. Recovery time and the restored recovery point are recorded. Contractual recovery objectives are governed by MSA Section 6.7.
1. RTO: recovery-time objective established from documented tests; any specific commitment must be expressly agreed under MSA Section 6.7.
1. RPO: maximum-data-loss objective established from backup/recovery configuration and tests; any specific commitment must be expressly agreed under MSA Section 6.7.
1. Only authorised operators may access backups. Privileged access requires MFA.

Tampering Protection:
1. Workflow audit history supports accountability. The security standard requires protection of audit records against unauthorised alteration.
1. The change programme requires review of schema and application changes and proportionate checks before deployment.
1. The CISO, DPO and MD receive Snyk alerts around the clock. The CISO leads incident response, with the DPO or MD deputising. Scheduled safeguarding-access checks support investigation. Schools report suspected security incidents to dpo@studentradar.com or security@studentradar.com.


	
	Hard Deletion Process:
1. The school instructs deletion through an authorised service route. Student Radar must confirm the scope, applicable holds and actual outcome; a hidden record or disabled account is not completed erasure.

	
	1. Deletion handling: restricted recovery window only where lawful and compatible with the school's instruction; no automatic extension of an erasure or termination deadline.
1. Live deletion: within 30 days of termination or the school's erasure instruction, and sooner where required for its statutory deadline or an agreed earlier instruction.
1. Under the DPA, provider copies are returned, deleted or expired in accordance with the providers’ contractual and configured arrangements within the applicable deadlines. Student Radar retains available evidence of deletion requests, settings and expiry schedules and identifies residual copies and lawful holds.
1. Backup expiry: 30-day rolling cycle and final expiry by day 60 from termination. Reapply deletions before restored data returns to use.
1. The DPA requires written confirmation of returned or deleted data, completion dates, residual copies and expected expiry.




	Q1.6
	Incident Classification:
1. P1 (Critical): serious compromise or risk of harm to a child; immediate response and urgent reassessment as facts develop.

	
	1. P2 (High): potential security incident, limited exposure, investigation required

	
	1. P3 (Medium): minor security issue, low impact, monitoring required

	
	1. P4 (Low): informational, best practices, no immediate action


	
	Incident Response Targets and Breach Notification:
1. P1 Critical: immediate response for serious compromise or risk of harm to a child; aim to alert the affected school within two hours. Breach notice is without undue delay and within 24 hours of awareness, followed by updates.

	
	1. P2 High: response within one hour for serious suspected compromise or confirmed exposure. The same breach-notification deadline applies.

	
	1. P3 Medium: response within four hours for a security event without confirmed exposure; reassess and escalate as facts develop.

	
	1. P4 Low: response within 24 hours, with escalation if further facts change the assessment.


	
	Automated Detection:
1. The CISO, DPO and MD receive Snyk alerts around the clock. The CISO leads incident response, with the DPO or MD deputising. Scheduled safeguarding-access checks support investigation. Schools report suspected security incidents to dpo@studentradar.com or security@studentradar.com.

	
	1. Independent penetration testing is required at least annually and infrastructure vulnerability scanning at least monthly. Material changes to authentication, authorisation, tenant isolation, external interfaces or sensitive-data flows receive a documented risk assessment and proportionate testing before release. Additional independent testing is commissioned where material risk is not adequately covered by existing assurance. Dated reports, findings, remediation and retests provide the evidence.


	
	Customer Notification:
1. The school’s agreed incident contacts receive notices through an appropriate secure channel, with urgent follow-up where necessary. Schools report incidents to dpo@studentradar.com or security@studentradar.com.

	
	1. Information: incident description, data affected, steps taken, next steps, contact

	
	1. Timing: without undue delay and within 24 hours of awareness of a personal data breach, including outside normal support hours; supply available facts first and update promptly.

	
	1. Documentation: incident report with findings, root cause, remediation


	
	School Obligations (Art 33 UK GDPR):
1. ICO notification: the Controller notifies without undue delay and, where feasible, within 72 hours of awareness unless the breach is unlikely to result in a risk to individuals’ rights and freedoms (Article 33). Record the assessment and reasons.

	
	1. Notify data subjects: without undue delay if high risk (pupils, parents, staff)

	
	1. Student Radar: provides documentation for ICO deadline


	
	Post-Incident Review:
1. The incident review records established causes, impact, response effectiveness and corrective actions. Material updates are supplied promptly; the review does not delay breach notification.

	
	1. Relevant findings are shared with the affected school and involved providers on a need-to-know basis, minimising sensitive information.

	
	1. Preventive measures: implemented and tracked to completion



Section 2: Data Retention and Deletion


	Q2.1
	School retention periods depend on the record category, purpose, applicable legal duties and any lawful hold.

	
	Pupil Data Retention:
1. Pupil, SEND, attendance, health and communication records follow the school’s documented category schedule and trigger.

	
	1. School-classified safeguarding and child-protection records follow the Controller’s specific schedule and transfer or legal-hold instructions.


	
	Former pupil and family records:
1. Former pupils’ records are assessed under that schedule; leaving the school does not by itself determine the lawful deletion date.


	
	Staff Data:
1. Staff information processed for the school follows the school’s documented purposes and retention instructions.

	
	1. The DPA sets retention periods of 30 days for diagnostic and request logs and 90 days for security and authentication logs. School-record audit history follows the retention schedule for the associated record. Lawful holds are limited to the information and period required.


	
	System Data:
1. Diagnostic and request logs have a 30-day retention period under the DPA.

	
	1. The DPA requires a 30-day rolling backup cycle and final expiry of residual copies by day 60 from termination.

	
	1. Truly anonymous analytics have a 12-month policy period; re-identifiable data remains subject to the applicable Personal Data schedule.


	
	School-Configurable Retention:
The school sets its retention schedule and lawful holds for each record category. Student Radar carries out authorised return and deletion instructions under the DPA, covering relevant database records, files and provider copies. The retention process must record the scope, outcome and expiry of any residual copies.




	Q2.2
	Deletion Workflow:
1. Step 1 - Restrict: isolate data pending authorised deletion; any recovery window must fit within the applicable DPA deadline.

	
	1. Step 2 - Live deletion: remove live database records, files and indices within 30 days of termination or erasure instruction, or sooner where required by the school's statutory deadline or an agreed earlier instruction.

	
	1. Step 3 - Provider copies: under the DPA, provider copies are returned, deleted or expired in accordance with the providers’ contractual and configured arrangements within the applicable deadlines. Student Radar retains available evidence of deletion requests, settings and expiry schedules and identifies residual copies and lawful holds.

	
	1. Step 4 - Backup Expiry: 30-day rolling cycle, no ordinary use of residual copies, and final expiry no later than 60 days from termination. Reapply deletion instructions before restored data returns to use.

	
	1. Step 5 - Confirmation: written confirmation identifies the scope and dates of completed return or deletion, residual copies, lawful holds and expiry schedules, supported by the available evidence.


	
	Accelerated Deletion (Earlier):
1. A SAR requests access and does not authorise deletion. For erasure, the school assesses and instructs the action; urgent requests are prioritised to meet the applicable statutory deadline. Any earlier agreed live-deletion date is recorded; backup handling follows the DPA.

	
	1. On school request: agree and record an appropriate expedited timetable, including the handling and final expiry of residual backup copies.


	
	Safeguarding Special Handling:
1. Before deletion: school DPO notified, assessed for legal holds/ongoing investigations

	
	1. Where retention is legally required, the Processor must restrict access and processing to the lawful purpose, record the basis and review point, and delete when that requirement ends.

	
	1. Restoration or resumed synchronisation must not reintroduce records contrary to deletion instructions. The applicable instructions must be reapplied before restored data returns to use.


	
	Anonymisation Option:
Pseudonymisation replaces direct identifiers with tokens but remains processing of Personal Data; it is neither erasure nor guaranteed irreversible anonymisation. Research or analytics retention requires a lawful purpose and documented Controller instructions. Only information rendered demonstrably anonymous falls outside personal-data retention rules.




	Q2.3
	Backup Schedule:
1. The primary database has daily backups. The backup standard requires separate protection and restoration arrangements for uploaded files.

	
	1. The DPA specifies a 30-day rolling backup cycle, with final expiry of residual copies by day 60 from termination.

	
	1. The recovery standard requires encrypted, access-restricted backups for the primary database and associated files.

	
	1. The primary database and database backups are hosted in London. Primary school-record file storage and its backups must also remain in the United Kingdom under the DPA.


	
	Recovery Testing:
1. The DPA requires monthly sample restores and quarterly documented recovery exercises covering the database, files, permissions and deletion instructions. Recovery time and the restored recovery point are recorded. Contractual recovery objectives are governed by MSA Section 6.7.

	
	1. An authorised recovery exercise must use a controlled recovery environment, equivalent protection and restricted access, with test copies deleted afterwards. It does not permit school Personal Data in ordinary development or test environments.

	
	1. Validation: schema check, data integrity, spot-check sample records, row count

	
	1. Duration: measure and record elapsed recovery time and the restored recovery point; use evidence to set RTO/RPO objectives under MSA Section 6.7.

	
	1. Results: documented and stored in backup log


	
	Backup Access Control:
1. Backup data and recovery functions are restricted to authorised recovery personnel. Privileged access requires MFA.

	
	1. The recovery procedure must record the restore, integrity and permission checks, reapplication of deletion instructions and disposal of temporary copies.

	
	1. The authorised recovery lead coordinates technical recovery with the CISO; the incident roles in Q1.6 govern any associated security incident.


	
	Post-Deletion Backup Handling:
1. The DPA requires deleted records to be excluded from new backups and deletion instructions to be reapplied after restoration.

	
	1. Residual copies follow the DPA expiry deadline and lawful-retention provisions; expiry runs from termination rather than from completion of export.

	
	1. Urgent requests may require earlier whole-backup expiry where technically supported and compatible with other customers’ rights. The scope, authority and outcome of the action are recorded.

	
	Under the DPA, provider copies are returned, deleted or expired in accordance with the providers’ contractual and configured arrangements within the applicable deadlines. Student Radar retains available evidence of deletion requests, settings and expiry schedules and identifies residual copies and lawful holds.



Section 3: Data Transfers and Sub-Processor Management


	Q3.1
	Inbound Data (MIS → Student Radar):
1. The school authorises Wonde access to the relevant MIS datasets. Student Radar retrieves data through configured API synchronisation workflows.

	
	1. Integration requests are subject to the authentication and validation controls of the relevant service.

	
	1. Encryption: TLS 1.2+ for webhook delivery

	
	1. Synchronisation follows the configured schedule and supported event triggers.

	
	1. Any authorised file import must use the approved service route, validate the supplied format and follow the school’s access and retention instructions.


	
	Outbound Data (Student Radar → Sub-Processors):
1. Provider integrations use server-side credentials and the data needed for the requested service. The provider inventory must reflect actual routes, including message content and attachments where sent.

	
	1. AI inputs are minimised and direct identifiers removed or replaced where practicable. Identifiable narrative information remains protected as Personal Data.

	
	1. The DPA prohibits AI providers from using school Personal Data to train their models and requires no retained input or output content, including abuse-monitoring copies. These requirements cover authorised AI features and transcription modes. Pseudonymised information remains Personal Data. Staff review outputs and can amend or reject them; diagnoses, SEND status, safeguarding action and other significant decisions remain with authorised people.


	
	Export Data (Student Radar → School):
1. Supported exports include structured data and document formats according to the feature. The termination return includes CSV/JSON, associated files and a manifest as required by the DPA.

	
	1. Encryption: TLS 1.2+ download

	
	1. Access: role-restricted (only permitted users can download)

	
	1. The DPA requires authorised, school-scoped exports, an audit record of actor, time and scope, and the marking specified for supported formats in the export-control schedule. Recipients remain responsible for secure onward handling.




	Q3.2
	Sub-Processor Inventory
1. The provider schedule includes Supabase, Vercel, Wonde, Brevo, OpenAI, Twilio, Sentry, AssemblyAI and Contentsquare for their authorised service functions. OpenAI supports AI assistance, AssemblyAI provides transcription, Brevo delivers email and Contentsquare provides optional analytics subject to consent. DPA Annex 3 and the Sub-Processor List describe the services, locations and safeguards.

	
	Register Management:
1. DPA Annex 3 and the accompanying Sub-Processor List identify the providers, service purposes, information involved, locations and safeguards.

	
	1. Provider and location changes follow the DPA notice and objection process; a public website update alone does not authorise a change.

	
	1. Notification: Planned sub-processor additions, replacements and material location changes require at least 30 calendar days’ written notice. The school may raise a reasoned data-protection objection within 14 calendar days. Objections are addressed before affected processing changes; if no acceptable safeguard or alternative is agreed, the new provider does not receive the affected data. Shorter notice requires prior written agreement. An emergency does not authorise processing outside agreed restrictions.

	
	1. Objection period: 14 calendar days from receipt of the planned-change notice, on reasonable data-protection grounds.

	
	1. Action on objection: resolve before affected processing changes. If no acceptable safeguard or alternative is agreed, the proposed provider receives no affected data and the parties arrange how that processing will cease under the Agreement.


	
	Data Processing Agreements (Sub-Processor DPAs):
The DPA requires equivalent data-protection obligations in the written arrangements with each authorised sub-processor.

	
	1. Art 28(3) obligations: processing as processor only, not own purposes

	
	1. Authorised provider personnel must be subject to appropriate confidentiality obligations.

	
	1. Each relevant service requires appropriate security safeguards and, for a restricted transfer, the lawful mechanism and assessment under DPA Section 9. A particular certification is not a substitute for that assessment.

	
	1. Sub-sub-processors: rights to engage further sub-processors with notice/objection

	
	1. DSAR assistance: must assist in responding to data subject requests

	
	1. Deletion: must delete data on instruction (or after contractual period)

	
	1. Student Radar supplies relevant compliance information and contributes to the school’s effective audit under the DPA, using available provider evidence and contractual rights.

	
	Current reports and contractual safeguards are made available subject to applicable confidentiality arrangements that do not prevent effective audit or regulatory access.



Section 4: Offsite Storage and Cloud Infrastructure


	Q4.1
	Primary Data Storage:
1. Provider: Supabase (managed PostgreSQL)

	
	1. Location: eu-west-2 (London, United Kingdom)

	
	1. Scope: primary UK school-record storage; authorised other processing and any restricted transfer follow DPA Annex 3 and Section 9.

	
	1. Encryption: AES-256 at rest, TLS 1.2+ in transit

	
	1. Resilience planning covers the database service, access controls, backups and recovery dependencies.

	
	1. Contractual: primary UK storage under DPA Section 9.1; provider/location changes follow Section 8.4, including any stricter agreed restriction.


	
	Transient/Caching:
1. Provider: Vercel CDN

	
	1. Default application-function execution: London, United Kingdom. Delivery and other provider processing follow the locations and safeguards described in DPA Annex 3.

	
	1. Application delivery, caching, analytics, logs and support can involve locations outside the United Kingdom. DPA Section 9 governs international processing.

	
	1. Cache and diagnostic-log retention is limited to the service purpose and applicable DPA retention period.


	
	Backup Storage:
1. Primary backup: eu-west-2 (London) - same jurisdiction as live

	
	1. Primary backups remain in the United Kingdom and are subject to the DPA recovery and access requirements.

	
	1. The primary database is hosted in London and has daily database backups. The DPA requires daily encrypted protection of the database and associated files, UK storage of primary backups, a 30-day rolling backup cycle and final expiry of residual copies by day 60 from termination. Uploaded files have separate backup and restoration requirements from the database.

	
	1. Access to recovery data must be restricted to authorised personnel and governed by the privileged-access requirements.


	
	Other Authorised Services (Where Used):
1. Twilio: applicable SMS or voice; processing, support and onward routes as authorised in DPA Annex 3.

	
	1. Sentry: monitoring where enabled; collection controls and selected project, support and onward locations as authorised in DPA Annex 3.




	Q4.2
	Primary UK storage and authorised services
Primary school-record database, file storage and primary backups remain in the United Kingdom. Application delivery, AI, communications, telemetry and provider support can involve international processing by the providers listed in DPA Annex 3. Each transfer is subject to DPA Section 9, the school’s instructions and applicable transfer safeguards.

	
	Changes and objections
Planned sub-processor additions, replacements and material location changes require at least 30 calendar days’ written notice. The school may raise a reasoned data-protection objection within 14 calendar days. Objections are addressed before affected processing changes; if no acceptable safeguard or alternative is agreed, the new provider does not receive the affected data. Shorter notice requires prior written agreement. An emergency does not authorise processing outside agreed restrictions.

	
	AI and retained school records
The AI terms prohibit model training and require no retained input or output content, including abuse-monitoring copies. Any change to those arrangements requires assessment and the school’s prior written authorisation. Inputs are minimised and pseudonymised where practicable. Staff review outputs and can amend or reject them. Saved school records follow the school’s retention instructions and DPA exit terms.

	
	International safeguards
Before a restricted transfer begins, the applicable lawful mechanism, assessment and necessary supplementary measures must be established under DPA Section 9. Applicable UK adequacy, the UK IDTA or EU SCCs with the UK Addendum may be relevant; EU requirements are addressed separately where applicable. Contractual authorisation and transfer legality are separate requirements.




	Q4.3
	Data Export at Offboarding:
1. Trigger: the effective termination date starts the 30-day return/live-deletion period; it is separate from contractual notice of non-renewal.

	
	1. Return on termination includes the agreed CSV/JSON data, associated files and manifest under the DPA, so the school can arrange continued custody.

	
	1. Student Radar must confirm the scope and completeness of the return with the Controller, including any lawful restrictions or residual copies.

	
	1. Assistance: Student Radar DPO assists with export, answering questions, format guidance

	
	1. Export assistance: target five working days and maximum 10 calendar days from the school's request, accelerated where needed. Return and live deletion must still be completed within 30 days from termination.


	
	Data Deletion Post-Offboarding:
1. Return/deletion period: up to 30 days from termination, with earlier action on an agreed school instruction.

	
	1. During that period: retain only what is needed for secure return/deletion; ordinary service use does not continue automatically.

	
	1. By day 30 from termination: delete live records, files and indices under the DPA, subject only to its limited legally required retention provisions.

	
	1. Under the DPA, provider copies are returned, deleted or expired in accordance with the providers’ contractual and configured arrangements within the applicable deadlines. Student Radar retains available evidence of deletion requests, settings and expiry schedules and identifies residual copies and lawful holds.

	
	1. Backup expiry: residual copies are isolated from ordinary use and follow the 30-day rolling cycle.

	
	1. Final backup expiry: no later than 60 days from termination. Deletion instructions are reapplied before any restored data returns to use.


	
	Confirmation:
1. Written confirmation under DPA Section 16.4 identifies returned or deleted data, dates, provider arrangements and residual-copy expiry.



Section 5: Data Subject Rights (Articles 15-22 UK GDPR)


	Q5.1
	Process:
1. School receives a subject access request, verbally or in writing. The school checks identity and any representative’s authority as appropriate.

	
	1. School contacts Student Radar: forwards SAR or provides details

	
	1. Subject-access assistance: target five working days, maximum 10 calendar days from the school's request, accelerated where its statutory deadline requires. Working days exclude weekends and public holidays in England and Wales.

	
	1. Format: PDF (readable) or CSV (structured), or both

	
	1. Requested information is provided through an agreed secure channel, with access restricted to authorised recipients.

	
	1. School response: without undue delay and normally within one calendar month, subject to any lawful clarification, identity checks or extension under the applicable rules. Student Radar’s assistance must support that deadline.


	
	What's Included:
1. The school determines which held records are relevant and lawfully disclosable and directs any redaction or exemption.

	
	1. Parent records: contact details, communication logs, permissions

	
	1. Staff records: employment data, permissions, audit logs (for own user)

	
	1. Metadata: creation date/time, creator, edit history


	
	Redaction & Limitations:
1. Third-party information: the Controller assesses applicable exemptions, confidentiality and the rights of others, and provides the requester’s information with appropriate redaction where possible.

	
	1. Manifestly unfounded or excessive requests: only the Controller may decide to refuse or charge a reasonable fee where the legal test is met. It must assess the circumstances and explain its decision and the person’s complaint and remedy rights.

	
	1. Trade secrets: system code not disclosed, but processing description and data format provided


	
	Supporting Data Subjects:
Subject-access assistance: target five working days, maximum 10 calendar days from the school's request, accelerated where its statutory deadline requires. Working days exclude weekends and public holidays in England and Wales.




	Q5.2
	Correction Process:
1. Data subject notifies school: pupil/parent/staff identifies inaccurate data

	
	1. School edits: school staff (teacher, SENCo, admin) corrects via UI

	
	1. Rectification is recorded through the applicable workflow or request record.

	
	1. Notification: school notifies data subject of correction


	
	MIS Sync Handling:
If data synced from school MIS:

	
	1. School's MIS is source of truth: correct in MIS first

	
	1. Errors in MIS-sourced facts should be corrected at source and reconciled through the integration. Staff-authored context and local records must be handled according to the relevant workflow.

	
	1. Process: correct MIS, Student Radar will reflect change on next sync


	
	Disputed Data:
If data accurate in system but data subject disputes:

	
	1. Where accuracy is disputed, the Controller decides the appropriate restriction, annotation, verification and response. Student Radar assists on documented instructions.

	
	1. The school’s authorised reviewers assess disputes and safeguarding implications; the supplier provides relevant records and technical assistance.




	Q5.3
	When Erasure is Granted:
1. No longer necessary: the documented lawful retention period has expired and no applicable exemption or legal hold requires retention.
1. Consent withdrawn: relevant where that processing relies on consent and no other lawful ground or exception supports continued retention.
1. Objection: the Controller assesses the person’s circumstances and whether the applicable legal test requires processing to stop.
1. Unlawful processing: data processed without lawful basis
1. Legal obligation: statutory deletion required


	
	When Erasure is Refused:
1. Legal obligation or public task: erasure may be refused where continued processing is necessary under an applicable Article 17 exception.

	
	1. Legal defence: data needed for school to defend against claims
1. Safeguarding: the Controller, with DSL and DPO advice, identifies the applicable legal ground, necessity and any hold; safeguarding concerns do not by themselves remove data-subject rights.
1. Accurate, necessary, lawful: data still needed for SEND/attendance/behaviour

Erasure Process:
1. DPO assessment: school DPO reviews against legal/safeguarding obligations
1. Approval or refusal: documented, communicated to data subject with reason
1. Live deletion: once instructed by the school, act within the DPA deadline and sooner where its applicable statutory deadline requires. Prioritise urgent cases and confirm any agreed earlier date; backup expiry remains governed by the DPA.
1. Written return or deletion confirmation is provided to the Controller, which determines any response to the individual.

Partial Erasure/Pseudonymisation:
Where lawful retention remains necessary, the Controller may consider the following safeguards. Neither substitutes for erasure when erasure is required:
1. Option 1 — pseudonymisation: replace direct identifiers with tokens and restrict the mapping. The information remains Personal Data; any analytics use needs a lawful purpose and instructions.
1. Option 2 - Restrict: mark restricted, prevent processing, retain for legal hold




	Q5.4
	When Restriction Applied:
1. Disputed accuracy: data subject disputes accuracy, restriction during verification

	
	1. Objection pending: data subject objects, restriction while school assesses
1. Legal claims: the organisation no longer needs the data but the individual requires it for a claim; restriction can also apply to unlawful processing where the person prefers it to erasure.

Implementation:
1. The Controller instructs the scope of a restriction. Student Radar must apply the necessary access and processing restrictions and verify their effect.
1. Restricted information is retained only for the lawful purpose and remains protected under the DPA.
1. Exceptions: additional processing of restricted data requires a valid Article 18 basis, such as consent, legal claims, protection of another person’s rights or important public interest.

Lifting Restriction:
1. When resolved: once accuracy verified, objection withdrawn, legal claim resolved, restriction lifted
1. Notification: inform the person before lifting the restriction.




	Q5.5
	Personal Data Breach:
A security breach leading to accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data. Examples:

	
	1. Hacked database: attacker accesses pupil records

	
	1. Email misdirected: safeguarding report sent to wrong parent

	
	1. Staff error: delete wrong pupil's records

	
	1. Lost device: unencrypted laptop with data stolen


	
	Breach Classification & Response:
1. Risk assessment: determine likelihood of harm (high/medium/low)

	
	1. P1-P4 classification guides operational response. Every Personal Data breach must be notified to the school without undue delay and within 24 hours of awareness, with an initial report and updates.

	
	1. Art 34 assessment: if HIGH risk, data subjects notified without undue delay

	
	1. Article 33: the Controller notifies the ICO without undue delay and, where feasible, within 72 hours of awareness unless a risk to individuals’ rights and freedoms is unlikely.


	
	Notification Process:
1. Student Radar notifies the school without undue delay and within 24 hours of awareness, by the agreed incident contacts, with available facts and prompt updates. Ordinary support hours do not defer this duty.

	
	1. School notifies the ICO under Article 33, based on its own risk assessment with Student Radar’s assistance. The school must not wait for a completed investigation or supplier approval before meeting its deadline.

	
	1. School notifies data subjects: without undue delay if high risk

	
	1. Forensics: Student Radar investigates root cause, impact scope, evidence preservation


	
	Documentation:
1. The incident record is updated as facts develop and includes established causes, impact and corrective actions. The review does not defer the initial breach notice or statutory deadlines.

	
	1. Evidence: logs, screenshots, forensic analysis

	
	1. Lessons learned: shared with school, implemented to prevent recurrence



Section 6: School-Level Data Protection Responsibilities


	Q6a
	School Obligations:
1. RBAC implementation: assign appropriate roles (not everyone as Admin)

	
	1. Quarterly access reviews: verify users still need permissions, remove leavers

	
	1. Unique accounts: each staff member has own username (audit trail)

	
	1. All staff accounts must use MFA. School and supplier personnel must follow the relevant access and recovery requirements.

	
	1. Users must lock unattended devices and follow the approved session and sign-in controls.

	
	1. Password security: strong passwords, no sharing, no post-it notes

	
	1. Audit log monitoring: DPO reviews high-risk actions (bulk exports, access, deletions)

	
	1. Training: annual data protection training for all staff using Student Radar, special training for DSL/SENCo

	
	1. Offboarding: disable access immediately when staff leave


	
	Recommended Controls:
1. Segregation of duties: no person approves own access change

	
	1. Spot-checks: random audit of audit logs weekly by DPO/admin

	
	1. Breach reporting: staff report suspected incidents immediately through the incident process. Student Radar notifies the school of a Personal Data breach without undue delay and within 24 hours of awareness.

	
	1. Contractor access: limited, time-bound, audit logged, post-project review




	Q6b
	School Responsibilities:
1. Define processing purposes: publicly document why school processes SEND/safeguarding/attendance data (Education Act 1996, Children Act 2004, KCSIE)

	
	1. Annual review: purposes reviewed and updated (or reaffirmed) yearly

	
	1. Privacy notice: published on school website, updated when processing changes, accessible formats (large print, easy read, other languages)

	
	1. Privacy information should explain sensitive-data purposes and the actual lawful conditions determined by the Controller; Article 9(2)(g) or (h) does not automatically cover every school record.

	
	1. Parent/pupil notification: at enrolment and annually, pupils informed age-appropriately


	
	Annual Trigger Events:
1. New processing activity: e.g., materially changing AI processing, adding a sub-processor

	
	1. Data sharing: e.g., with external therapist/CAMHS

	
	1. Retention change: e.g., extending safeguarding records

	
	1. School's statutory obligations: reminder of education/safeguarding legal basis


	
	DPO Role:
The school retains accountability for compliance. Its DPO advises and monitors, including:

	
	1. Advising on privacy information and updates

	
	1. Advising on data-protection awareness and training

	
	1. Monitoring compliance and advising on the school’s DPIA and risk assessment




	Q6c
	School Implementation:
1. Document retention schedule: list data retained, duration, deletion owner (DPO/admin)

	
	1. Review old accounts and records for deletion against the school’s approved retention schedule and any legal holds.

	
	1. Safeguarding special case: before deletion, DSL reviews, assesses legal hold, documents

	
	1. Backup verification: review separate database and file recovery, configured retention and the DPA’s final expiry deadline. Confirm that deletion instructions are reapplied before restored records return to use.

	
	1. Research/analysis: the school must document any lawful continued use. Pseudonymisation is a safeguard, not deletion; only demonstrated anonymisation removes the information from personal-data rules.

	
	1. Deletion compliance reporting: quarterly report to governors showing deletions, holds, access reviews


	
	Recommended Process:
1. Quarterly deletion review: DPO pulls list of eligible records (per retention schedule)

	
	1. DSL sign-off: if safeguarding data included, DSL reviews and approves

	
	1. Carry out the authorised deletion process and retain a record of its scope and outcome.

	
	1. Retain deletion administration evidence only for its documented purpose and period, without retaining unnecessary copies of pupil records.



Section 7: Risk Assessment Summary (Part B)



	Risk
	Likelihood
	Severity
	Overall
	Control measures
	Residual

	Accuracy/Staleness
	To assess
	To assess
	To assess
	Configured MIS synchronisation and reconciliation; source-date checks and school correction procedures.
	To assess

	Export/Sharing Leakage
	To assess
	To assess
	To assess
	School-scoped permissions, export audit records, appropriate document marking and secure onward handling.
	To assess

	Bias/Fairness (AI)
	To assess
	To assess
	To assess
	Human review, source checks, provider training and retention restrictions, and review of suspected bias.
	To assess

	Access Lifecycle Drift
	To assess
	To assess
	To assess
	School-scoped permissions, mandatory MFA, access reviews and prompt removal of leaver access.
	To assess

	DSAR/Safeguarding Intersection
	To assess
	To assess
	To assess
	Controller review of identity, authority, disclosures, redaction and applicable exemptions; supplier assistance.
	To assess

	Dev/Test Data Separation
	To assess
	To assess
	To assess
	Synthetic or truly anonymous development data required; controlled recovery exercises separately governed.
	To assess

	Data Breach (Unauthorised Access)
	To assess
	To assess
	To assess
	Authenticated access, scoped database controls, mandatory MFA, security monitoring and incident response.
	To assess

	AI Misuse/Over-Reliance
	To assess
	To assess
	To assess
	Human review, challenge and correction required; no automatic diagnosis, SEND or safeguarding decisions.
	To assess



DPIA Conclusion and Recommendation

This document supports the school or trust’s DPIA for Student Radar, including the processing of children’s health, SEND and safeguarding information. The school considers its purposes, users, data flows and safeguards when assessing the risks to individuals.

Inherent Risk Level: Moderate to High
The processing involves special category data concerning vulnerable children, may be large-scale in MAT deployments and incorporates AI-assisted profiling. Primary UK school-record storage and authorised other processing must be assessed alongside the actual data flows. These factors indicate moderate-to-high inherent risk, subject to the school’s assessment.

School residual risk assessment
The school assesses likelihood, severity and residual risk for its use of Student Radar, considers its DPO’s advice and records its decision and any additional measures. The information in this pack and the DPA support that assessment. Where high risk cannot be reduced sufficiently, the Controller follows the applicable prior-consultation requirements before processing.

Document Control & Version History

	Version
	Date
	Author
	Changes

	1.0
	21 Feb 2026
	Student Radar DPIA Team
	Initial publication of the Student Radar DPIA support document.

	1.1
	7 Sep 2026
	Student Radar
	Updated service scope and standard advisory AI; aligned retention, assistance, breach-notification and provider-change schedules.

	1.4
	10 Sep 2026
	Student Radar
	Updated provider information, incident responsibilities, security requirements, data handling and school assessment guidance.



Contact & Further Information


Email: dpo@studentradar.com
Provider details and transfer safeguards are supplied in DPA Annex 3 and the accompanying Sub-Processor List.
Privacy information: supplied in the accompanying Privacy Policy.
Urgent security reports: dpo@studentradar.com or security@studentradar.com. CISO leads; DPO/MD deputise; alerts notified around the clock.
END OF DOCUMENT
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