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This Data Processing Agreement ("DPA") forms part of and is incorporated into the Master Service Agreement and the applicable Order Form between SENDlink LTD (trading as Student Radar) (the "Processor") and the Customer identified in the applicable Order Form (the "Controller").

1. PARTIES AND DEFINITIONS
1.1 Parties
This Agreement is entered into between:
(a) SENDlink LTD (trading as Student Radar), a company registered in England and Wales (Company No. 16602655) with its registered office at 10 Masefield Gardens, Plymouth, PL5 3HU, contact: dpo@studentradar.com ("Processor"); and
(b) The Customer identified in the applicable Order Form ("Controller").
1.2 Definitions
In this DPA, unless the context otherwise requires:
	Term
	Definition

	Applicable Data Protection Laws
	The UK GDPR, Data Protection Act 2018 and other applicable UK data protection legislation, as amended, and the EU GDPR and related laws to the extent applicable to the processing.

	AI Features
	Standard advisory AI includes Risk Assessor, IEP Creator and Insight Generator, with other authorised AI-assisted workflows recorded in the processing inventory. Inputs shall be minimised and pseudonymised where practicable and remain Personal Data where identifiable. Meaningful human review is required.

	Appropriate Policy Document
	A policy document maintained where required under DPA 2018 Schedule 1 by the party relying on the relevant processing condition.

	Controller
	The Customer identified in the applicable Order Form.


	Data Subject
	Any identified or identifiable natural person to whom Personal Data relates, including pupils, students, parents, guardians, and staff.

	KCSIE
	Keeping Children Safe in Education (statutory guidance under Education Act 2002).

	MIS
	Management Information System; typically a school pupil record system integrated with Student Radar via Wonde.

	Personal Data
	Any information relating to an identified or identifiable natural person, as defined in the Applicable Data Protection Laws.

	Processor
	The natural or legal person who processes Personal Data on behalf of the Controller. In this context, Student Radar.

	Processing
	Any operation performed on Personal Data, including collection, recording, organisation, structuring, storage, adaptation, retrieval, consultation, use, disclosure, erasure or destruction.

	RLS (Row-Level Security)
	A database-enforced access control mechanism using authenticated JWT claims to restrict users to records they are authorised to access.

	Safeguarding Data
	Personal Data classified by the Controller as safeguarding or child-protection information. Ordinary pastoral, behaviour or health information is not automatically Safeguarding Data. Access is limited to authorised safeguarding purposes, relevant permissions, school scope and applicable record restrictions.

	SEND Data
	Special Educational Needs and Disability information, including EHCP status, provision details, and related assessments.

	Special Category Data
	Personal Data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data for identification, health data, or sex life/sexual orientation data.

	Sub-processor
	Any legal entity engaged by the Processor to process Personal Data on behalf of the Controller, subject to equivalent data protection obligations.

	Technical and Organisational Measures
	Specific security and operational controls detailed in Annex 2.

	Wonde
	A third-party integration platform used to ingest school-authorised pupil and staff information from supported MIS systems through authenticated interfaces.


1.3 Interpretation
Capitalised terms used in this DPA shall have the meanings ascribed to them herein. Where defined in the Applicable Data Protection Laws, those definitions shall apply unless expressly stated otherwise. The Processor acknowledges the legal status of the Controller as the data controller and commits to process Personal Data solely on documented instructions from the Controller.
2. SCOPE AND PURPOSE
2.1 Scope
This DPA applies to all processing of Personal Data by the Processor on behalf of the Controller in connection with the provision of the Student Radar service, including but not limited to: hosting, storage, retrieval, management, analysis, and reporting of educational data.
2.2 Service Description
The Processor provides a Software-as-a-Service (SaaS) platform designed for educational settings, enabling schools and educational institutions to manage, store, and analyse student data, including educational records, safeguarding information, and related administrative data. The Processor shall process Personal Data for the sole purpose of providing these services in accordance with the Controller's documented instructions.
2.3 Dual Jurisdiction
The UK GDPR and Data Protection Act 2018 apply to processing within their scope. The EU GDPR applies where its territorial scope is met. International transfers shall comply with the applicable requirements in Section 9.
3. DURATION
3.1 Term
This DPA takes effect on the Effective Date specified in the applicable Order Form and continues for as long as the Processor or its sub-processors process Personal Data on behalf of the Controller, including during return, deletion and backup expiry following termination.
3.2 Termination
On termination or expiry of the main service agreement, the Processor shall return or delete Personal Data at the Controller's choice in accordance with Sections 8.7 and 16. The limited backup expiry and legally required retention provisions in Section 16 apply.
During the service term, safeguarding records shall be retained in accordance with the Controller's documented retention instructions. The Controller determines the applicable retention requirements. On termination, the Processor shall support transfer of the records to the Controller through the return process in Section 16; the Controller's retention duties do not require indefinite retention by the Processor.
4. NATURE AND PURPOSE OF PROCESSING
4.1 Processing Activities
The Processor shall process Personal Data for the following purposes:
	Activity
	Description

	MIS Data Ingestion
	Ingestion of pupil, staff, and parent data from school Management Information Systems via Wonde API. Data is normalised and validated before storage. Includes optional CSV imports from CPOMS if enabled by Controller.

	Storage and Management
	Secure hosting and maintenance of student records, including educational data, contact information, safeguarding notes, and SEND provision details in UK region (eu-west-2) via Supabase.

	Dashboard Aggregation
	Heatmaps, counts, trends and individual-pupil views support professional review. Access to underlying records shall follow authorised purpose, permissions, school scope and applicable record restrictions.

	Provision Mapping
	Cross-referencing SEND provision against pupil outcomes and impact tracking.

	Safeguarding Logging
	Structured recording and retrieval of school-classified safeguarding concerns, incidents and child-protection referrals. Access shall be limited by authorised purpose, permissions, school scope and applicable record restrictions.

	Communication Archive
	Storage and searchable logging of pastoral communications (email/SMS) with parents and between staff.

	Inspection Support Reporting
	Generation of reports on attendance, SEND, safeguarding and equalities metrics to support the Controller’s inspection and assurance processes. The reports do not themselves establish compliance.

	AI-Assisted Insights (Standard Service)
	Standard AI assistance through Risk Assessor, IEP Creator and Insight Generator, using minimised and pseudonymised Personal Data. Outputs are advisory; authorised staff must review, validate and be able to reject or amend them before use.

	Audit and Compliance
	Maintaining activity logs, audit trails, and access records to ensure compliance with institutional policies and data protection requirements.




5. TYPES OF PERSONAL DATA
5.1 Categories of Personal Data
The Processor shall process the following categories of Personal Data, as detailed in Annex 1:
5.2 Student Data
Identity details: Full name, date of birth, student ID, UPN (Unique Pupil Number), MIS ID, school year level, form/class
Demographics: Year group, class, ethnicity (optional, for equalities reporting if enabled by Controller)
Educational records: Academic progress, assessments, attainment levels, learning preferences, curriculum information, attendance records
SEND and provision: EHCP status, provision plans, assessment outcomes, support arrangements, special educational needs details
Safeguarding and welfare: Behavioural records, safeguarding notes, child protection concerns, welfare indicators, involvement with external agencies
Medical and health information: Allergies, medications, chronic conditions, disabilities, medical appointments, and health and safety accommodations. Applicable Article 6 and Article 9 conditions are determined by the Controller under Section 11.
Communication records: Email, messages, contact logs between staff and students/parents regarding pastoral matters
Media: Photographs and videos where the Controller has established the applicable lawful basis and provided the necessary privacy information.
Criminal offence data: May appear in safeguarding narratives where relevant and lawfully provided by the Controller, subject to Article 10 and applicable UK law.
Activity and audit data: Login records, system access logs, timestamp information, limited IP/user agent metadata
5.3 Parent/Guardian Data
Contact details: Full name, email address, phone number, home address
Relationship information: Relationship to student, parental responsibility markers, emergency contact status, custody/access arrangements
Communication preferences: Preferred contact method, communication consent status, notification settings
Parent portal submissions: Responses to surveys, voice submissions, attendance notifications
Access and activity logs: Login information, access permissions, activity audit trails
5.4 Staff Data
Identity and role information: full name, staff ID, job title, department and role designation, such as SENCo, DSL, school leadership or teacher.
Work contact information: School email address, office location
Access credentials and permissions: Authentication identifiers, protected credential information, MFA information where applicable, role-based access levels and permission settings.
Activity and audit trails: Login records, system access logs, data access events, timestamp information, sensitive operations log (e.g., export/delete actions)
Governance access: reporting shall use the detail necessary for the authorised purpose. Any individual-level access requires appropriate permissions, school scope and applicable record restrictions.
5.5 Technical and Platform Data
Network information: IP addresses, device identifiers, browser information, operating system details
Usage analytics: truly anonymous usage metrics retained for 12 months. Identifiable or pseudonymised usage information remains Personal Data and follows the applicable category in Annex 2 A.7.
System logs: diagnostic and request logs retained for 30 days; security and authentication logs for 90 days. Diagnostic logs exclude pupil narratives and AI prompts. Applicable Sentry consent controls remain unchanged.
Cookie and similar technologies: Functionality cookies; analytics cookies only where user consent given
5.6 Derived and Shared Data
The Processor shall disclose Personal Data to third parties only on the Controller's documented instructions or where required by applicable law. This includes disclosures for the following purposes, subject to Section 12:
(a) Required by law, court order, or legal process
(b) Necessary to protect the vital interests, rights, or safety of a child or individual
(c) Required for safeguarding or child protection purposes
6. CATEGORIES OF DATA SUBJECTS
6.1 Data Subject Categories
The Personal Data processed by the Processor relates to the following categories of Data Subjects:
	Category
	Description

	Students/Pupils
	All students enrolled in the educational institution, including minors and young adults, regardless of age. Sensitive data subject to enhanced protections.

	Parents and Guardians
	Legal guardians, parents, or carers of enrolled students with parental responsibility. May have direct access via parent portal.

	Staff Members
	All employees of the educational institution with access to the Student Radar platform, including teachers, administrators, support staff, SENCo, DSL, SLT. Access governed by role and RLS.

	Governors
	School governors whose identity, contact or account information is processed. Any service access shall be limited to their authorised purpose and permissions.

	Other individuals
	Individuals identified in records or correspondence, including agency contacts, witnesses and other persons relevant to the Controller's lawful service use. Recipient organisations are not themselves Data Subjects.




7. OBLIGATIONS OF THE CONTROLLER
7.1 Lawful Basis
The Controller shall ensure that it has a lawful basis for processing Personal Data under the Applicable Data Protection Laws, and shall be responsible for determining and documenting such basis. The Processor relies on the Controller's representations regarding the lawfulness of processing.
7.2 Data Accuracy and Quality
The Controller shall ensure that Personal Data is accurate, complete, and up-to-date. The Controller shall promptly notify the Processor of any inaccuracies or changes to Personal Data. The Controller is responsible for ensuring that data ingested via Wonde and other sources complies with data quality standards.
7.3 Informing Data Subjects
The Controller shall provide Data Subjects with the information required by Articles 13 and 14, in an accessible and age-appropriate form, including the purposes of processing, their rights, the Processor’s role and the standard AI service. Information for parents or guardians shall be provided where appropriate.
7.4 Data Protection Impact Assessments
The Controller shall conduct a DPIA where required by law, taking account of safeguarding data, Special Category Data, children and AI-assisted processing. The Processor shall provide reasonable assistance. The supplied School DPIA supports the Controller’s own processes and does not require signature, completion or return to the Processor.
7.5 Prior Consultation with DPA
Where a DPIA identifies a high risk to individuals that the Controller cannot sufficiently mitigate, the Controller shall consult the relevant supervisory authority, such as the ICO, before starting that processing, as required by Applicable Data Protection Laws.
7.6 Instruction of the Processor
The Controller shall provide clear, documented instructions covering purposes, data types, Data Subjects, retention and restrictions. The Processor shall follow those instructions. The standard AI processing described in this DPA forms part of the service; changes to that processing remain subject to lawful documented instructions and the agreed change process.
8. OBLIGATIONS OF THE PROCESSOR
8.1 Processing on Documented Instructions
The Processor shall process Personal Data only on the Controller's documented instructions, including instructions about international transfers and optional features. If applicable law requires other processing, the Processor shall inform the Controller of that legal requirement before processing, unless the law prohibits this on important grounds of public interest. The Processor shall immediately inform the Controller if, in its opinion, an instruction infringes Applicable Data Protection Laws.
8.2 Confidentiality
The Processor shall ensure that any natural person authorised to process Personal Data has committed to confidentiality or is under an appropriate legal obligation of confidentiality. The Processor shall not disclose Personal Data to third parties except as required by this DPA, by law, or by Controller instruction.
8.3 Security Measures
The Processor shall implement and maintain technical and organisational measures appropriate to the risk under Article 32 of applicable data-protection law. Annex 2 sets the required measures, including authenticated access, database and server-side authorisation, private access to sensitive files, encryption at rest and in transit, proportionate security monitoring, and export controls under Sections 13.5–13.6.
8.4 Sub-Processor Management
The Controller grants general written authorisation for the sub-processors listed in Annex 3, limited to the services used by the Controller. The Processor shall:
(a) Provide the Controller with a detailed list of authorised sub-processors (see Annex 3)
(b) The Processor shall give the Controller at least 30 calendar days’ written notice before an intended sub-processor addition, replacement or material processing-location change. The notice shall identify the provider and legal entity, purpose, affected Personal Data, locations, safeguards and proposed implementation date. The Controller may raise an objection on reasonable data-protection grounds within 14 calendar days after receipt.
(c) The parties shall work in good faith to address an objection before the affected processing changes. If no acceptable safeguard or alternative is agreed, the proposed provider shall not receive the affected Personal Data and the parties shall arrange how the affected processing will cease under the Agreement. A shorter notice period requires the Controller’s prior written agreement. A security or continuity emergency does not itself authorise a new recipient or overseas processing outside the agreed scope.
(d) Bind each sub-processor by a written contract imposing data protection obligations equivalent to those in this DPA, including sufficient guarantees of appropriate technical and organisational measures and compliance with Section 9
(e) Remain liable to the Controller for the performance of sub-processor obligations
(f) The Processor shall not permit use of Customer Personal Data for model training. AI processing shall use only the providers, locations and services authorised in Annex 3. Before submitting Customer Personal Data, the Processor shall establish that the selected account, project, model, endpoint and enabled features exclude submitted content and generated outputs from provider retention, including abuse-monitoring copies. Any proposed exception requires a documented assessment and the Controller’s prior written authorisation before the affected processing begins. Inputs shall be minimised and pseudonymised where practicable and remain Personal Data where identifiable. Authorised staff shall meaningfully review and be able to reject or amend outputs; AI shall not determine SEND status, diagnoses, safeguarding action or other significant decisions automatically. Content saved within Student Radar as part of a school record follows the Controller’s record-retention instructions and this DPA.
8.5 AI Features: Human-in-the-Loop and Non-Automated Decisions
For all standard AI features:
(a) All AI outputs are advisory only and do not constitute automated decisions affecting individuals
(b) Staff members retain full decision authority over any actions
(c) Inputs shall be minimised and direct identifiers removed or replaced with tokens where practicable for the authorised workflow. Pseudonymised information shall remain protected as Personal Data under this DPA; pseudonymisation does not establish anonymity, particularly where free-text content may identify an individual.
(d) Operational controls support authorised access, safe rollout, monitoring and suspension where needed for an incident or safety concern. AI is a standard component of the service, without a separate optional-feature selection.
(e) The Controller determines the lawful basis and provides appropriate transparency information; consent is required only where the applicable processing relies on it.
8.6 Assistance with Data Subject Rights
The Processor shall assist the Controller in fulfilling the rights of Data Subjects under the Applicable Data Protection Laws, including rights of access, rectification, erasure, restriction, portability, and objection. The Processor shall provide reasonable and timely assistance to enable the Controller to respond to Data Subject requests within statutory timeframes. Specific procedures for each right are set out below.
8.6.1 Subject Access Requests (SAR)
The Processor targets five Working Days for subject-access assistance and shall provide the requested information and assistance within 10 calendar days of the Controller's request, or sooner where needed for the Controller's applicable statutory deadline. Urgent requests shall be prioritised. Working Days are Monday to Friday, excluding public holidays in England and Wales. Assistance includes:
(a) Locate and collate all Personal Data relating to the data subject
(b) Export in a portable format (CSV/JSON with manifest)
(c) Support review and redaction of safeguarding records by the Controller's authorised staff, including its DSL where appropriate
(d) Follow the Controller's documented decisions on disclosure, third-party information and any applicable exemptions. Requests received directly from Data Subjects shall be forwarded promptly to the Controller; the Processor shall not respond substantively except on instruction or where legally required.
8.6.2 Rectification
The Processor shall assist the Controller to correct inaccurate Personal Data through an authorised service workflow or documented request. The correction and its outcome shall be recorded in the relevant workflow or request record. Errors in MIS-sourced facts shall be addressed through source correction and reconciliation as appropriate.
8.6.3 Erasure (Right to be Forgotten)
Upon receipt of erasure instruction from the Controller, the Processor shall:
(a) Hard-delete the record from the primary Supabase database
(b) Delete associated files from private storage buckets
(c) Revoke the record from search indices
(d) Instruct sub-processors to perform equivalent deletion
(e) Isolate residual encrypted backups from ordinary use and expire them through the 30-day rolling cycle; after termination, final expiry must occur no later than day 60 from termination, as provided in Section 16
(f) Complete deletion from active systems within 30 calendar days of the Controller's instruction, or sooner where required for its applicable statutory deadline or an agreed earlier instruction; backup handling remains subject to Section 16.
8.6.4 Restriction of Processing
The Processor shall implement the Controller’s documented restriction instructions, preserve data where lawfully required, restrict access and prevent further processing except as permitted by law and the Controller’s instructions. The scope and effectiveness of the restriction shall be verified for the affected workflows.
8.6.5 Data Portability
The Processor shall provide full data exports in standard formats (CSV/JSON) with data manifest upon Controller request, at no additional cost.
8.7 Deletion or Return of Personal Data
At the Controller's choice, the Processor shall return the Personal Data and delete remaining copies, or delete the Personal Data, within 30 days after termination or an agreed earlier instruction. Section 16 governs residual backup copies and legally required retention. The Processor shall provide written confirmation identifying any residual copies and their final deletion dates.
8.8 Audit and Compliance Rights
The Processor shall make available all information necessary to demonstrate compliance with Article 28 and shall allow and contribute to audits, including inspections, conducted by the Controller or its appointed auditor. The Controller shall give reasonable notice in accordance with Section 15; confidentiality and operational arrangements must not prevent an effective audit or regulatory access.
8.9 Data Breach Notification
The Processor shall notify the Controller without undue delay and in any event within 24 hours of becoming aware of a Personal Data breach. The initial notification shall include the following information so far as available; missing information shall be supplied in phases without undue further delay:
(a) The nature and scope of the breach
(b) The categories and approximate number of Data Subjects affected
(c) The categories and approximate number of Personal Data records affected
(d) The likely consequences of the breach
(e) Measures taken or proposed to address the breach and mitigate harm
(f) A contact point for further information
8.10 Records of Processing
The Processor shall maintain the records required of a processor under Article 30(2), where applicable, and make compliance information available under Article 28(3)(h). It shall assist the Controller with obligations under Articles 32 to 36, taking account of the nature of processing and information available to the Processor, including security, breach notifications, DPIAs and prior consultation.


9. INTERNATIONAL TRANSFERS
9.1 Primary Storage and Authorised Locations
The Processor shall maintain the primary database and file storage containing school records, and backups of those primary stores, in the United Kingdom. This commitment does not represent that every service, network operation or authorised sub-processor processes Personal Data only in the United Kingdom. Other processing is limited to the legal entities, services, data categories and processing, storage, remote-access and onward-processing locations expressly identified in Annex 3 and authorised under Section 8.4. Any stricter location commitment expressly agreed with the Controller remains applicable. No change to those agreed restrictions is authorised merely by publication of an updated provider list.
9.2 International Transfer Safeguards
Before a restricted transfer begins, the Processor shall establish the applicable lawful transfer mechanism, document the assessment required for that mechanism and implement necessary supplementary measures. For UK transfers, this may be applicable UK adequacy regulations, the UK IDTA, or the EU SCCs with the UK Addendum. Where the EU GDPR applies, the relevant EU requirements shall also be met. The assessment shall include remote access and onward processing, not only the primary storage region. Data minimisation and pseudonymisation support these safeguards but do not replace them. The Processor shall provide the Controller with information about the relevant safeguards on request and notify any material change under Section 8.4.
9.3 Region Change Protocol
Planned material hosting or sub-processor changes follow Section 8.4 and the location restrictions in Section 9.1. The notification and objection process does not change the purposes for which Personal Data may be processed.
10. CHILDREN'S DATA PROVISIONS
10.1 Children's Special Status
The Processor acknowledges that the service processes children's Personal Data and shall apply safeguards appropriate to their rights and risks. Article 8 applies where its conditions are met, including reliance on consent for an information society service offered directly to a child; it is not a general consent requirement for all school processing.
10.2 Pupil Information and Authorised Access
The Processor shall limit access to pupil-level information to authorised purposes and users. The Platform may provide both aggregate and individual-pupil views; school scope, permissions and applicable record restrictions shall govern access to the underlying data.
10.3 AI Processing of Children's Data
When the standard AI service processes children’s Personal Data, the Processor shall:
(a) Apply PII tokenisation/obfuscation before transmission to AI services
(b) Ensure AI outputs are advisory only (no automated decisions)
(c) Require human review and explicit staff decision before action
10.4 Parental Consent and Authority
The Controller determines whether consent is the appropriate lawful basis and, where required, obtains and records valid consent from the individual or a person authorised to give it. The Processor shall assist on documented instructions. The Controller shall assess the child's competence and any applicable age requirements rather than presume that parental consent is required for every child or every processing activity.
10.5 Best Interests of the Child
In processing children's Personal Data, the Processor shall have regard to the best interests of the child and shall implement additional safeguards to protect children from exploitation, abuse, or harm, particularly regarding safeguarding narratives and welfare indicators.
11. SPECIAL CATEGORY DATA
11.1 Definition and Applicability
The Processor acknowledges that Personal Data processed under this DPA includes Special Category Data, specifically health and medical information regarding students, and may include ethnicity data (where enabled for equalities reporting) and safeguarding narratives. Special Category Data receives enhanced protection under the Applicable Data Protection Laws.
11.2 Lawful Bases for Special Category Data
The Controller shall identify and document an Article 6 lawful basis and, separately, an applicable Article 9 condition for Special Category Data, together with any required DPA 2018 Schedule 1 condition and safeguards. The following are examples only and are not a determination of the Controller's lawful basis:
(a) Article 9(2)(g): substantial public interest (safeguarding of children; DPA 2018 Schedule 1 para 18)
(b) Article 9(2)(g): equality of opportunity or treatment (DPA 2018 Schedule 1 para 8, for ethnicity-based reporting)
(c) Article 9(2)(h): only where its health or social care requirements, including applicable confidentiality safeguards, are met; it does not automatically apply to all school medical or SEND records
(d) Criminal offence data is governed separately by Article 10 and applicable UK law; it is not itself an Article 9 category
(e) Where explicit consent is relied on, it shall be obtained and recorded from the individual or a person lawfully authorised to act, in accordance with Section 10.4
11.3 Appropriate Policy Document
The Controller is responsible for maintaining an Appropriate Policy Document where required for the conditions on which it relies. The Processor shall provide information and assistance relevant to the Controller's compliance and maintain its own processing and security documentation.
11.4 Enhanced Security
The Processor shall implement enhanced technical and organisational measures specifically for the protection of Special Category Data, including:
(a) Database and server-side authorisation: Safeguarding Data shall be accessible only for authorised safeguarding purposes, subject to relevant permissions, school scope and applicable record restrictions
(b) Dual encryption: AES-256 at rest + TLS 1.2+ in transit
(c) Private storage buckets for sensitive narratives and medical documents
(d) Audit logging under Annex 2 A.7: security and authentication logs for 90 days; pupil-record audit history under the Controller's associated-record schedule and the DPA exit provisions
(e) Quarterly access reviews (joiners/movers/leavers)
(f) Rapid revocation upon staff leaver notice
11.5 Minimisation and Purpose Limitation
The Processor shall process Special Category Data only to the extent necessary for the authorised educational, health, welfare and safeguarding purposes instructed by the Controller. Any further purpose requires the Controller’s documented authorisation and an applicable lawful basis and condition. Safeguarding Data remains subject to its specific classification and access restrictions.
12. SAFEGUARDING OBLIGATIONS
12.1 Child Protection and Public Law
The Controller determines its safeguarding duties and lawful disclosures. The Processor shall assist on documented instructions and comply with any disclosure requirement that applies directly to it, subject to Section 12.4.
12.2 Permitted Disclosures for Safeguarding
Subject to the Controller's documented instructions or a binding legal requirement, the Processor shall facilitate necessary disclosures to:
(a) Local authorities and child protection services for safeguarding investigations or child protection purposes
(b) Police and other law enforcement agencies for investigating crime, prevention of crime, or protecting national security
(c) Emergency services for the protection of vital interests of any person
(d) Other educational institutions where a child transfers, for safeguarding purposes
12.3 SAR Safeguarding Exemption
Where a Subject Access Request intersects with safeguarding narratives, the Processor shall:
(a) Provide relevant records to the Controller's authorised reviewers, including its DSL where appropriate
(b) Assist with redactions and disclosure decisions as instructed by the Controller
(c) Leave the determination and application of exemptions to the Controller, including any applicable health, education or social work provisions in Schedule 3 to the DPA 2018. No blanket safeguarding exemption applies under this DPA.
12.4 Controller Notification
Where disclosure is legally required, the Processor shall inform the Controller before disclosure unless prohibited by law on important grounds of public interest. The Processor shall document the request, applicable legal requirement, scope of disclosure and any legal restriction on notification.
13. SECURITY MEASURES
13.1 Commitment to Security
The Processor shall implement and maintain appropriate technical and organisational measures to ensure a level of security appropriate to the risk of the processing, having regard to the state of the art, the costs of implementation, and the nature, scope, context, and purposes of the processing, as well as the risk presented by the processing to the rights and freedoms of Data Subjects. Detailed measures are set out in Annex 2.
13.2 Certifications and Standards
The Processor shall make current certificates available under Section 15.4, identifying the certified organisation, scope and validity period.
(a) Student Radar: the supplied Cyber Essentials certificate names SENDlink LTD, Whole Organisation, issued 20 February 2026 with recertification due 20 February 2027
(b) Relevant provider assurance shall be assessed for the contracted service using current reports or other appropriate evidence
13.3 Data Ingestion Security
The Processor shall secure Wonde and other ingestion routes through controls appropriate to each interface, including:
(a) Request authentication and verification appropriate to the integration, including signature verification where the interface supplies signed messages
(b) Validation of the required input schema and relevant data constraints
(c) Safe handling of malformed, incomplete or unexpected source data
(d) Recording security-relevant ingestion events and processing outcomes
13.4 Access Control via RLS and JWT
The Processor shall enforce authorisation through database policies and server-side functions using authenticated identity and verified school, profile and permission information:
(a) Users authenticate via JWT tokens issued by Supabase Auth
(b) Permissions and school or trust scope appropriate to the user’s authorised duties, with applicable relationship and record restrictions
(c) Least-privilege: users see only records they are authorised to access
(d) MFA mandatory for all staff accounts accessing the Platform, with the required assurance enforced across relevant sign-in and access routes
13.5 Export Controls and Marking
Exports shall be limited to authorised users and the data permitted for their role and task. Export actions shall be recorded with the actor, time and scope. Identifying footers, watermarks or metadata shall be applied to the document formats and export routes specified in the export-control schedule. The schedule shall describe the supported marking and audit coverage. Marking does not prevent copying or replace access controls and secure onward handling.
13.6 Security Monitoring and Breach Detection
The Processor shall maintain proportionate monitoring for suspicious authentication, privileged access, unauthorised cross-school access attempts and unusual disclosure or export activity. The implemented detection and escalation methods shall be recorded in the security control inventory. Relevant alerts shall be investigated through the incident-response procedure, with necessary evidence protected from unauthorised access or alteration. Specific detection technologies may change provided the agreed level of protection is maintained.
13.7 Encryption
(a) Encryption at Rest: school Personal Data and backups shall use strong encryption at rest, including AES-256 for the managed Supabase service
(b) Encryption in Transit: TLS 1.2+ for all client-server communications
(c) Key Management: keys and credentials shall be managed securely, access restricted and rotation or replacement applied according to risk, provider arrangements and suspected compromise
13.8 Audit Logging
(a) Authentication and security logs: login events, MFA verification and security-relevant access events, retained for 90 days. Diagnostic and request logs are retained for 30 days and exclude pupil narratives and AI prompts.
(b) Pupil-record audit history: record changes, disclosures and other recorded actions follow the Controller's retention instructions for the associated record, subject to the DPA return/deletion provisions. This history is distinct from service security logs.
(c) Analytics: truly anonymous usage metrics retained for 12 months. Pseudonymised or re-identifiable information remains Personal Data and must not be retained under the anonymous-analytics category.
(d) Log Protection: logs shall be access-controlled and protected against unauthorised access, alteration and deletion
13.9 Development Environment Data Minimisation
Development, test and staging environments shall use only synthetic or truly anonymised data. Production Personal Data shall not be copied into those environments. A specifically authorised recovery exercise under Annex 2 A.10 shall use a separate controlled recovery environment with equivalent protection, restricted access and prompt deletion of temporary copies.
13.10 Backup and Disaster Recovery
(a) Daily automated encrypted backups, monthly sample restores and a quarterly documented recovery exercise; results, defects and corrective actions shall be recorded
(b) The Processor shall maintain daily encrypted backups of the primary school-record database and associated files, with access restricted to authorised personnel. Database and object-storage recovery shall each be covered by the recovery plan. Backups of those primary stores shall remain in the United Kingdom. The recovery plan shall identify the configured failure domains, dependencies and method of restoration.
(c) Backup expiry: 30-day rolling retention and final expiry no later than 60 days from termination, under Section 16.3; deleted records shall not be reintroduced by restoration


14. DATA BREACH PROCEDURES
14.1 Breach Response Flow
The Processor shall establish and maintain procedures for detecting, assessing, and responding to Personal Data breaches. The flow is:
(a) Detect: proportionate security monitoring, alerts and user reports under Section 13.6
(b) Assess: Determine nature, scope, affected data subjects, risk
(c) Contain: Isolate affected systems, revoke compromised credentials, mitigate ongoing risk
(d) Notify: inform the Controller without undue delay and within 24 hours of awareness, with the available facts followed by updates
14.2 Notification Timescale
The Processor shall notify the Controller of a Personal Data breach without undue delay and in any case within 24 hours of becoming aware. An initial notification shall provide the information then available, with further information supplied promptly as the investigation progresses. Notification shall not await a completed investigation or be deferred by support hours or incident-priority targets.
14.3 Breach Notification Content
The initial notification and subsequent updates shall include the following information as it becomes available:
(a) A description of the breach and when it occurred
(b) The nature and scope of the breach (e.g., unauthorised access, data loss, encryption failure)
(c) The categories and approximate number of Data Subjects concerned
(d) The categories and approximate number of Personal Data records concerned
(e) The likely consequences of the breach
(f) Measures taken or proposed to address the breach and minimise harm
(g) A technical contact point for further information
14.4 Post-Breach Actions
Following a breach, the Processor shall:
(a) Rotate all compromised credentials and keys
(b) Conduct root cause analysis and document findings
(c) Implement corrective actions to prevent recurrence
(d) Record lessons learned in incident log
15. AUDIT AND COMPLIANCE
15.1 Controller Audit Rights
The Controller (or its appointed auditor) shall have the right to audit the Processor's compliance with this DPA, including audits of security measures, processing activities, sub-processor compliance, and records of processing.
15.2 Audit Procedures
Audits shall be conducted:
(a) With reasonable notice (minimum 30 days unless emergency audit)
(b) At reasonable times during business hours
(c) With minimal disruption to business operations
(d) Subject to confidentiality obligations
15.3 Regulatory Audits
The Processor shall cooperate with audits and investigations conducted by data protection authorities, including the Information Commissioner's Office (ICO) in the UK and equivalent authorities in the EU.
15.4 Third-Party Certifications
The Processor shall make available current certification and assurance information for itself and relevant sub-processors, identifying the organisation and services covered.
16. TERMINATION AND DATA RETURN/DELETION
16.1 Termination
Termination of the main service agreement does not end the protections in this DPA while the Processor or its sub-processors retain Personal Data. Those protections continue until final deletion or return and deletion of remaining copies.
16.2 Offboarding Runbook
The Processor shall follow a documented offboarding runbook to ensure complete data return/deletion:
(a) Identify all relevant stores and provider copies and issue the necessary return or deletion requests
(b) Prepare full data export (CSV/JSON + storage assets with audit manifest)
(c) Verify completeness of export with Controller
(d) Seek the Controller's return or deletion instruction before termination where practicable, so the 30-day deadline in Section 8.7 can be met
(e) Delete active-system copies within the deadline in Section 8.7 and expire residual backups under Section 16.3
(f) The Processor shall arrange return, deletion or expiry of the relevant provider copies in accordance with the sub-processors’ contractual and configured deletion arrangements and within this DPA’s applicable deadlines. It shall retain available evidence of deletion requests, settings and expiry schedules, identify residual copies and lawful holds, and verify completion using the evidence available. A bespoke written confirmation from every sub-processor is not required.
16.3 Data Return and Deletion
The Controller may choose either of the following outcomes within the period specified in Section 8.7:
(a) Delete all Personal Data held on behalf of the Controller, or
(b) Return the Personal Data in a structured, commonly used, machine-readable format (CSV/JSON), including associated files and a data manifest, and delete remaining live copies within 30 days from termination under Section 8.7. Residual encrypted backups shall be isolated from ordinary use and expire under the 30-day rolling cycle, in all cases no later than 60 days from termination. Expiry runs from termination, not from the end of the export period. Deleted records must be excluded from new backups, and deletion instructions reapplied before any restored data returns to use. Any legally required retention shall be limited to the data and duration required by law, protected under this DPA and notified to the Controller unless legally prohibited.
16.4 Certification of Deletion
The Processor shall provide written certification of deletion or return, including:
(a) A statement identifying data returned or deleted from active systems and any residual copies awaiting expiry or subject to legal retention
(b) The date of deletion or return
(c) The provider arrangements applied and available evidence of the relevant requests, deletion settings and expiry schedules, including any residual provider copies and their expected expiry
(d) Backup age-out timeline confirmation
17. LIABILITY AND INDEMNIFICATION
17.1 Liability for Breach
The Processor may be liable for damage caused by processing Personal Data in breach of Applicable Data Protection Laws or this DPA. As between the parties, contractual liability is governed by MSA Section 11, including its uncapped exceptions and separate data-protection and safeguarding caps. Nothing limits a Data Subject's statutory rights or either party's direct responsibilities to a regulator.
17.2 Indemnification
Subject to the applicable caps, exclusions and uncapped exceptions in MSA Section 11, the Processor shall indemnify the Controller against claims, damages, costs and liabilities to the extent caused by the following matters. Any recovery of a regulatory fine is limited to what applicable law permits:
(a) The Processor's breach of this DPA or applicable data protection laws
(b) The Processor's failure to comply with security obligations
(c) A Personal Data breach caused by the Processor's negligence or willful misconduct
(d) Claims by Data Subjects or third parties to the extent caused by the Processor's breach of this DPA or applicable data protection law


18. GENERAL PROVISIONS
18.1 Governing Law
This DPA is governed by the laws of England and Wales. Applicable Data Protection Laws apply according to their statutory scope; this clause does not extend or restrict that scope.
18.2 Jurisdiction and Dispute Resolution
The parties submit to the exclusive jurisdiction of the courts of England and Wales. Where the Controller is established in the EU, either party may bring proceedings in the courts of the relevant EU member state.
18.3 Amendments
This DPA may be amended only by written agreement signed by both parties. Amendments shall not reduce the level of data protection or security provided to Data Subjects.
18.4 Severability
If any provision of this DPA is found to be invalid, illegal, or unenforceable, such provision shall be severed, and the remaining provisions shall continue in full force and effect.
18.5 Entire Agreement
This DPA, together with the main service agreement, constitutes the entire agreement between the parties regarding the processing of Personal Data.
18.6 Priority
In a conflict, this DPA takes precedence for Personal Data processing obligations. MSA Section 11 expressly governs the parties' contractual liability allocation, including claims and indemnities under this DPA; this priority clause does not override it. Data Subjects' statutory rights and regulatory powers remain unaffected.
19. CONTACT INFORMATION
19.1 Processor Contact Details
For all matters relating to this DPA, the Controller should contact:
Data Protection and Compliance Contact — Student Radar
Email: dpo@studentradar.com | Website: www.studentradar.com. Urgent security reports: dpo@studentradar.com or security@studentradar.com. The CISO leads incident response; the DPO or MD deputises and all three receive alerts around the clock.

SIGNATURES
This Data Processing Agreement is executed on the Effective Date specified in the applicable Order Form.
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ANNEX 1: DETAILS OF PROCESSING
This Annex provides detailed information about the processing activities undertaken by the Processor on behalf of the Controller, in accordance with Article 28(3) of the UK GDPR and EU GDPR. The Controller is the customer legal entity identified in the accompanying Order Form; deployment scope and enabled features are governed by that Order Form.
	Processing Detail
	Specification

	Data sources
	School-authorised MIS integration through Wonde; authorised CSV imports, staff entry, parent or pupil submissions, communications and recording/transcription workflows where used.

	Subject matter of processing
	Provision of the Student Radar educational management platform, including hosting, storage, and management of educational and student-related data.

	Duration of processing
	During the service term and the limited return, deletion, backup expiry or legally required retention period in Section 16. The DPA continues to protect retained Personal Data throughout that period.

	Nature of processing
	Collection, recording, organisation, structuring, storage, adaptation, retrieval, consultation, use, disclosure (where authorised), and deletion/erasure of Personal Data.

	Purpose of processing
	Educational management, pupil records, safeguarding administration, SEND provision, health and welfare workflows, communication, reporting and analytics, support for statutory responsibilities, and authorised AI-assisted drafting, analysis, translation or transcription.

	Type of Personal Data
	Identity data, educational records, health/medical data, safeguarding information, communication records, media (photos/videos), staff data, parent/guardian data, activity logs, technical data.

	Categories of Data Subjects
	Pupils, parents and carers, staff, governors and other identifiable individuals included in the Controller's records. Public bodies receiving data are recipients, rather than Data Subjects.

	Data retention period
	Diagnostic and request logs: 30 days. Security and authentication logs: 90 days. Truly anonymous analytics: 12 months. Pupil-record audit history follows the Controller's schedule for the associated record and the DPA exit provisions. Pupil narratives and AI prompts are excluded from diagnostic logs. Backups follow a 30-day rolling cycle, with live deletion by day 30 and final backup expiry by day 60 from termination, subject to Section 16.

	Location of processing
	Primary school-record database, file storage and their backups: United Kingdom. Other processing, storage, remote-access and onward-processing locations are specified in Annex 3 and governed by Section 9.

	Security measures
	See Annex 2 for the required technical and organisational measures, including authenticated access, server-side and database permissions, ingestion validation, encryption, proportionate monitoring, export controls and security-relevant logging.

	Sub-processors
	Annex 3 describes the authorised provider services, entities, information, processing locations and safeguards.

	Data Subject rights
	The Processor shall assist with rights requests in time for the Controller's applicable statutory deadlines. Subject-access assistance targets five Working Days with a maximum of 10 calendar days, or sooner where necessary, under Section 8.6.1. Erasure and backup handling follow Sections 8.6.3 and 16.




ANNEX 2: TECHNICAL AND ORGANISATIONAL SECURITY MEASURES
The Processor shall implement and maintain the following technical and organisational measures to protect Personal Data processed under this DPA.
A. TECHNICAL MEASURES
A.1 Infrastructure and Hosting
Primary school-record database, file storage and their backups shall remain in the UK under Section 9.1. Other application delivery, execution, logs, telemetry, AI and support access are limited to the services and locations authorised in Annex 3, with the safeguards in Section 9.2.
A.2 Encryption
Encryption at Rest: school Personal Data and backups shall be encrypted at rest. The managed Supabase service uses AES-256; provider-specific mechanisms, key management and scope shall be recorded in the control schedule.
Encryption in Transit: client-server and provider transmission of school Personal Data shall use TLS 1.2 or higher or an equivalent secure transport appropriate to the interface.
A.3 Data Ingestion Security
Wonde Integration: the school authorises the required MIS datasets. API and event routes shall use appropriate request authentication, validation, handling of malformed data and recording of security-relevant processing events. A signature algorithm is required only where applicable to the interface.
CSV Import: where enabled by the Controller, imports shall validate the supported file format and content and safely reject executable content or malformed data.
A.4 Access Control via RLS and JWT
Authorisation: database policies and server-side functions shall enforce authenticated identity, school or trust scope, permissions, applicable relationships and record restrictions. Privileged service processes shall enforce the same authorised purpose and scope appropriate to their task.
Role-Based Access Control: permissions shall reflect the user’s authorised duties; a role label alone shall not confer unrestricted access. In particular:
- Family and pupil routes shall verify the relevant identity, relationship, record scope and disclosure restrictions
- School staff shall receive only the permissions required for their duties and applicable school or trust scope
- SEND, health and pastoral information shall be used only for the Controller’s authorised purposes
- Safeguarding Data shall follow the Controller’s classification and the specific access restrictions in Section 11.4
- Administrative and export permissions shall be limited to authorised tasks and reviewed when responsibilities change
Governance reporting shall use the level of detail necessary for the authorised purpose and apply the corresponding access restrictions.
MFA: multi-factor authentication shall be mandatory for all staff accounts accessing the Platform and for privileged production access, covering all relevant sign-in and access routes.
A.5 Export Controls and Marking
Exports shall be limited to authorised users and the data permitted for their role and task. Export actions shall be recorded with the actor, time and scope. Identifying footers, watermarks or metadata shall be applied to the document formats and export routes specified in the export-control schedule. The schedule shall describe the supported marking and audit coverage. Marking does not prevent copying or replace access controls and secure onward handling.
A.6 Security Monitoring and Breach Detection
The Processor shall maintain proportionate monitoring for suspicious authentication, privileged access, unauthorised cross-school access attempts and unusual disclosure or export activity. The implemented detection and escalation methods shall be recorded in the security control inventory. Relevant alerts shall be investigated through the incident-response procedure, with necessary evidence protected from unauthorised access or alteration. Specific detection technologies may change provided the agreed level of protection is maintained.
A.7 Audit Logging
Authentication and Security Logs: login attempts, MFA verification, token issuance and security-relevant events are retained for 90 days. Diagnostic and request logs are retained for 30 days and exclude pupil narratives and AI prompts.
Pupil-Record Audit History: recorded changes, disclosures, exports and deletions follow the Controller's schedule for the associated record and the DPA exit provisions. This history is separate from service security logs.
Analytics: only truly anonymous usage metrics are retained for 12 months under this category. The Customer may opt out of aggregated benchmarking by written notice. The Processor shall assess re-identification risk and shall not attempt re-identification; pseudonymised or otherwise re-identifiable information remains Personal Data.
Log Protection: logs shall be stored securely with access controls and protection against unauthorised alteration or deletion.
A.8 Private Storage Buckets
Sensitive documents, including safeguarding narratives, medical records and restricted media, shall use private storage with appropriate access controls. Security-relevant storage operations shall be logged, with coverage and retention recorded in the control schedule.
A.9 AI Features and PII Tokenisation
AI inputs shall be minimised and direct identifiers removed or replaced where practicable for the authorised workflow. Any retained mappings shall be restricted. Pseudonymisation does not guarantee anonymity, particularly in narratives. Authorised staff must review outputs and handle saved records and exports securely.
The Processor shall not permit use of Customer Personal Data for model training. AI processing shall use only the providers, locations and services authorised in Annex 3. Before submitting Customer Personal Data, the Processor shall establish that the selected account, project, model, endpoint and enabled features exclude submitted content and generated outputs from provider retention, including abuse-monitoring copies. Any proposed exception requires a documented assessment and the Controller’s prior written authorisation before the affected processing begins. Inputs shall be minimised and pseudonymised where practicable and remain Personal Data where identifiable. Authorised staff shall meaningfully review and be able to reject or amend outputs; AI shall not determine SEND status, diagnoses, safeguarding action or other significant decisions automatically. Content saved within Student Radar as part of a school record follows the Controller’s record-retention instructions and this DPA.
A.10 Backup and Disaster Recovery
The Processor shall maintain daily encrypted backups of the primary school-record database and associated files, with access restricted to authorised personnel. Database and object-storage recovery shall each be covered by the recovery plan. Backups of those primary stores shall remain in the United Kingdom. The recovery plan shall identify the configured failure domains, dependencies and method of restoration.
Restore testing: monthly sample restores and a quarterly documented recovery exercise. Test copies are access-restricted, protected as production data and deleted after testing. Results, defects and corrective actions shall be recorded.
Expiry: encrypted backups use a 30-day rolling cycle. Live data is returned/deleted by day 30 and residual backups expire by day 60 from termination under Section 16.3. Restore procedures reapply deletion instructions before data returns to use.
RTO/RPO: recovery-time and maximum-data-loss objectives shall be based on documented recovery tests and actual backup or point-in-time recovery settings. Specific commitments require express agreement under MSA Section 6.7.
A.11 Development Environment Isolation
Development, test and staging environments shall use separate, access-restricted resources and synthetic or truly anonymised data. The controlled recovery-exercise exception and its safeguards in Section 13.9 apply; it does not permit ordinary development or testing with production Personal Data.
B. ORGANISATIONAL MEASURES
B.1 Personnel Security and Training
Screening: appropriate pre-employment or engagement screening shall take account of the role, access level, legal eligibility and risks involved. DBS checks shall depend on the actual duties and legal eligibility of the role.
Training: the Processor shall require annual data-protection and information-security training, with additional role-appropriate training for personnel accessing sensitive information.
Confidentiality: authorised personnel shall be bound by contractual or statutory confidentiality obligations, supported by appropriate disciplinary or contractual measures.
Offboarding: access shall be revoked promptly when no longer authorised, with equipment and credentials handled through the leaver process.
B.2 Access Reviews and Leaver Protocol
Quarterly Reviews: the Processor shall review active accounts and access at least quarterly, disabling or correcting access that is no longer required.
Leaver Rapid Revocation: on an authorised staff-leaver notification, access shall be revoked within hours and the school informed of completion.
B.3 Change Management and Testing
Procedures: changes shall be documented and reviewed according to their effect on the service and security.
Testing: changes shall receive proportionate checks before production release; test-data restrictions in Section 13.9 apply.
Approval: changes affecting data access, encryption or sensitive-data flows shall receive an appropriate security review.
B.4 Incident Management and Response
Procedures: the Processor shall maintain an incident-response plan covering detection, assessment, containment, recovery and communication.
Roles and cover: the CISO leads incident response, with the DPO and MD deputising. Named incident-response roles provide delegated cover; the CISO, DPO and MD receive alerts around the clock.
Reporting and detection: Snyk alerts and other relevant monitoring or reports feed the incident process. Schools should report suspected incidents to dpo@studentradar.com or security@studentradar.com. The control inventory shall describe the scope of each detection method.
Response: incidents are triaged and contained according to severity. Operational response targets do not delay Personal Data breach notification: without undue delay and within 24 hours of awareness under Section 14, with an initial report and subsequent updates.
Post-Incident: Root cause analysis, credential rotation, lessons learned recorded.
B.5 Vulnerability Management
The Processor shall arrange an independent penetration test of the relevant service scope at least annually and automated infrastructure vulnerability scanning at least monthly. Application and dependency checks shall form part of the change process. Before releasing a material change to authentication, authorisation, tenant isolation, an externally accessible interface or a sensitive-data flow, the Processor shall document the security risk assessment and appropriate testing. Additional independent penetration testing shall be commissioned where the assessment identifies material risk not adequately covered by existing assurance. Scope, findings, remediation and retesting shall be recorded.
The Processor shall assess critical vulnerabilities affecting the Services without undue delay and, within 48 hours of awareness, apply a patch or implement effective mitigation of the identified exposure. Where a patch is unavailable or cannot safely be deployed immediately, the Processor shall document the mitigation, responsible owner and plan for validating a permanent fix. Mitigation may include restricting, isolating or suspending the affected component. Supplier-managed issues shall be escalated promptly and assessed for their effect on the Services. An inability to meet an applicable commitment shall be escalated to the Controller with the impact and corrective plan; an internal risk acceptance shall not vary this DPA.
Remediation: Documented remediation plans for all identified risks with prioritisation based on CVSS score.
B.6 Sub-Processor Management
Due diligence: sub-processors shall be assessed for the contracted service, information, locations, security and data-protection arrangements.
Contracts: the Processor shall put equivalent data-protection obligations in place and retain the relevant agreement and transfer-safeguard records.
Review: provider changes and security notices shall be assessed, with the relevant evidence and actions recorded.
B.7 Certifications and Audits
Student Radar: the Processor shall maintain the certification or equivalent standard required by the MSA and provide current certification information, including its scope.
Providers: current certifications and other assurance information shall be assessed for the relevant contracted service.
Internal Assurance: the Processor shall review its data-protection and security practices at least annually and track corrective actions.
External Assurance: the independent testing requirements in B.5 and audit rights in Section 15 apply.
B.8 Data Protection by Design and Default
Access by Default: the Processor shall minimise unnecessary exposure of individual information and apply authorisation at the server or database boundary.
Data Minimisation and Retention: the Processor shall limit collection to the authorised purpose, configure the applicable category schedules and verify deletion outcomes.


ANNEX 3: APPROVED SUB-PROCESSORS
This Annex identifies the providers used for the authorised service purposes, the information involved and their processing arrangements. Primary school-record database, file storage and primary backups remain in the United Kingdom. Other processing can take place internationally as described below, subject to Section 9 and the Controller’s instructions. Where a provider offers several entities or hosting options, the applicable arrangement follows the contracted service. This Annex does not override a stricter agreed restriction or authorise an undisclosed material location change.
	Provider and entity
	Service
	Information
	Location scope
	Safeguards
	Use

	Supabase
Supabase Pte. Ltd.
	Database, authentication, file storage and Edge Functions
	School records, files, account information and requests
	United Kingdom (London): primary school-record database, file storage and primary backups. Edge execution, service logs and support are subject to Supabase’s service locations and the international-transfer restrictions in DPA Section 9.
	Provider DPA and SCCs with UK Addendum for relevant restricted transfers; UK primary-store requirement applies.
	Core

	Vercel
Vercel Inc.
	Application delivery, applicable execution, analytics and uptime monitoring
	Request, device, usage and technical information
	United Kingdom (London): default application-function execution. Application delivery uses a distributed content-delivery network; analytics, logs and support can involve other Vercel service locations, subject to DPA Section 9.
	Provider DPA and its UK transfer terms for relevant restricted transfers; access, diagnostic-data minimisation and applicable analytics consent.
	Core; analytics subject to consent

	Wonde
Wonde Limited
	School-authorised MIS integration
	Permitted pupil, staff and family records, including authorised sensitive fields
	United Kingdom-based MIS integration provider. Processing and any international support or onward access are governed by the school-authorised integration agreement and DPA Section 9.
	School/integration processing agreement; applicable transfer safeguards for any overseas access or onward processing.
	Core integration

	Twilio
Twilio group; Twilio Inc. is the DPA transfer importer
	SMS and voice where used
	Telephone numbers, message/call content, recordings where used and delivery metadata
	SMS and voice processing depend on the selected service region, destination and telecommunications-carrier routing. International processing and support are governed by the Twilio DPA and DPA Section 9.
	Provider DPA; applicable UK transfer mechanism for the actual importer and onward recipients; service-specific deletion.
	Where used

	Brevo
Sendinblue SAS trading as Brevo
	Transactional email
	Recipients, message content, attachments where supplied and delivery information
	France, Germany and Belgium: hosting. Group support and maintenance can involve India and the United States, subject to the applicable transfer safeguards.
	Brevo DPA; UK adequacy for applicable EEA transfers and appropriate safeguards for onward transfers. Configured retention and deletion arrangements apply within the DPA deadlines.
	Current email provider

	OpenAI
OpenAI OpCo, LLC
	Authorised AI drafting, analysis and translation
	Minimised task inputs and generated outputs, potentially including sensitive narrative information
	International AI processing under the OpenAI DPA. UK regional storage is available for eligible configurations; UK regional inference is not available. Processing remains subject to the service configuration and DPA Section 9.
	Provider DPA and applicable UK transfer safeguards. The AI terms prohibit model training and require no retained input/output content, including abuse-monitoring copies, for authorised processing.
	Standard AI

	Sentry
Functional Software, Inc. trading as Sentry
	Error and technical-event monitoring where enabled
	Minimised error/event and request information
	Germany (Frankfurt) for the EU event service; some account metadata is processed in the United States. International support and onward processing remain subject to the Sentry DPA and DPA Section 9.
	Provider DPA and applicable UK transfer safeguards; minimisation and applicable collection/consent controls.
	Where enabled

	AssemblyAI
AssemblyAI Inc.
	Authorised audio transcription, including streaming and relevant recording workflows
	Audio, transcripts, speaker information and task metadata; these may contain sensitive school information
	United States: batch-transcription endpoint. Global streaming can route to the United States or Ireland. Processing and support remain subject to the AssemblyAI DPA and DPA Section 9.
	Provider DPA and applicable UK transfer safeguards. No training and content-retention controls must cover the actual batch/streaming mode under the AI requirements.
	Authorised transcription

	Contentsquare
Content Square Ltd. for UK order forms; Content Square SAS for online terms
	Optional experience and usage analytics
	Device, browsing and interaction information for consented experience and usage analytics
	Ireland for Free/Growth Experience Analytics; Ireland or United States (Virginia) for Pro/Enterprise. Hosting depends on the contracted plan. International affiliate support is governed by the provider DPA and DPA Section 9.
	Provider DPA and applicable UK transfer safeguards; analytics consent, data minimisation, masking and retention controls. New capture or AI uses remain subject to the school’s instructions.
	Current provider; subject to consent



Sub-Processor Notes
Core services: Supabase, Vercel and Wonde support platform operation. Brevo provides email. OpenAI provides AI assistance. AssemblyAI is included for authorised transcription workflows.
Applicable services: Twilio supports communication features and Sentry supports monitoring where enabled. AssemblyAI transcription and OpenAI generation are covered by their respective service arrangements. Where the school appoints an MIS or identity provider directly, that provider’s responsibilities are governed by its agreement with the school.
Transfer Mechanisms: Sub-processors must be subject to equivalent contractual data protection obligations. Any restricted transfer requires the applicable mechanism and assessment described in Section 9. Tokenisation or de-identification alone is not a transfer mechanism. Changes are subject to Section 8.4.
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