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1. Purpose
This Business Continuity Summary outlines the measures Student Radar has in place to maintain service availability, protect Customer Data, and recover from adverse events. It is intended for Customers, Data Protection Officers, and procurement teams who require assurance that Student Radar can sustain operations during and after a disruption.
Student Radar operates as a cloud-native platform with no on-premises infrastructure. Business continuity is therefore built around the resilience, redundancy, and recovery capabilities of our managed infrastructure providers, combined with internal procedures for incident management and communication.
2. Service Architecture Overview
The Student Radar platform is built on managed cloud services selected for their resilience, compliance posture, and UK/EEA data residency:
	Component
	Provider
	Resilience Features

	Database and Authentication
	Supabase (AWS eu-west-2, London)
	Multi-AZ PostgreSQL with automated failover; point-in-time recovery; encrypted backups; SOC 2 Type II certified

	Application Hosting
	Vercel (EU edge network)
	Global edge network with automatic failover; serverless functions with no single point of failure; SOC 2 Type II certified

	MIS Integration
	Wonde (UK)
	Redundant API infrastructure; HMAC-SHA256 authenticated webhooks; automatic retry on sync failure

	Error Monitoring
	Sentry (EU)
	Independent monitoring; not dependent on Platform availability



This architecture means that Student Radar does not depend on a single data centre, server, or physical location. Service resilience is inherited from enterprise-grade infrastructure providers.
3. Recovery Objectives
	Metric
	Target
	Description

	Recovery Time Objective (RTO)
	4 hours
	Maximum target time to restore Platform availability following a major incident

	Recovery Point Objective (RPO)
	1 hour
	Maximum target data loss window; point-in-time recovery enables restoration to within 1 hour of an incident

	Uptime Commitment
	99.9% per calendar month
	As defined in the Master Service Agreement (Schedule 2: Service Level Agreement)

	Backup Frequency
	Daily full snapshots + continuous WAL
	Automated daily database backups with continuous write-ahead logging for point-in-time recovery

	Backup Retention
	30 days rolling
	Encrypted at rest (AES-256); stored in geographically separate UK/EEA location



These targets are framed as objectives rather than guarantees, consistent with the MSA. They represent realistic and tested recovery capabilities.
4. Threat Scenarios and Response
The following table summarises key disruption scenarios and Student Radar’s planned response. Severity classification aligns with the Incident Response Policy (P1–P4):
	Scenario
	Impact
	Response
	Recovery Target

	Database failure (Supabase)
	Service unavailable; data inaccessible
	Automatic failover to standby replica (Multi-AZ); if total failure, restore from point-in-time backup
	Minutes (failover); up to 4 hours (full restore)

	Application hosting failure (Vercel)
	Platform inaccessible; API unavailable
	Automatic failover across edge network; serverless functions redeployed automatically
	Minutes (automatic)

	DDoS attack
	Service degradation or unavailability
	Vercel edge network DDoS mitigation; rate limiting; IP blocking; escalation to provider if sustained
	Minutes to hours depending on severity

	Ransomware or malware
	Data encryption or corruption
	Isolate affected systems; restore from verified clean backup; forensic investigation per Incident Response Policy
	Up to 4 hours (RTO)

	Sub-processor outage (Wonde, Resend, Twilio)
	Specific feature unavailable (MIS sync, email, SMS)
	Graceful degradation; core Platform remains operational; queued retries; Customer notification
	Dependent on sub-processor recovery

	Data breach or unauthorised access
	Confidentiality compromise
	Containment, assessment, and notification per Incident Response Policy; credential rotation; forensic preservation
	Containment within 1 hour (P1/P2)

	Key personnel unavailability
	Delayed incident response or decision-making
	Documented escalation procedures; cross-trained team; Director delegates authority to Data Protection Lead in absence
	No service impact expected

	Credential compromise
	Unauthorised access risk
	Immediate credential rotation; session invalidation; MFA re-enrolment; affected Customer notification
	Within 1 hour



5. Backup and Data Recovery
5.1 Backup Strategy
· Automated daily full database snapshots via Supabase managed backups
· Continuous write-ahead log (WAL) archiving enabling point-in-time recovery to within 1 hour
· Backups encrypted at rest using AES-256
· Backup storage in a geographically separate UK/EEA location from the primary database
· 30-day rolling retention for production backups
5.2 Recovery Procedures
1. Incident detected and classified per Incident Response Policy
1. Engineering team assesses whether automated failover has resolved the issue
1. If manual recovery is required: identify last known good state from backup catalogue
1. Restore database from point-in-time recovery or daily snapshot
1. Verify data integrity and application functionality
1. Re-enable Customer access with clear communication
1. Conduct post-incident review within 10 Business Days
5.3 Recovery Testing
Recovery procedures are tested at least annually, including:
· Full database restoration from backup to a test environment
· Verification of data integrity and completeness post-restoration
· Measurement of actual recovery time against RTO/RPO targets
· Documentation of test results and any improvements required
6. Communication During Disruption
During a service disruption, Student Radar communicates with affected Customers as follows:
	Stage
	Action
	Channel
	Timeline

	Initial notification
	Inform Customers that an incident has been identified and is being investigated
	Email to primary school contact
	Within 2 hours of identification

	Progress update
	Provide status update with estimated resolution time
	Email and/or in-app notification
	Every 2–4 hours during active incident

	Resolution notification
	Confirm service has been restored; summarise impact
	Email to primary school contact
	Within 1 hour of resolution

	Post-incident summary
	Provide root cause analysis and preventive measures (on request)
	Email; detailed report available
	Within 10 Business Days



All external communications during an incident are coordinated by the Director. The Data Protection Lead handles Customer-facing technical communication.
7. Roles and Responsibilities
	Role
	Business Continuity Responsibilities

	Director (Stuart Armley-Jones)
	Overall accountability; approves external communications; authorises expenditure for recovery; escalation point

	Data Protection Lead
	Leads incident coordination; manages Customer communication; oversees recovery testing; updates continuity documentation

	Engineering Team
	Implements recovery procedures; monitors automated failover; verifies data integrity; deploys fixes

	Sub-processors
	Maintain their own business continuity and disaster recovery capabilities; notify Student Radar of incidents per contractual obligations



8. Dependencies and Single Points of Failure
Student Radar has assessed its architecture for single points of failure:
	Area
	Risk
	Mitigation

	Database (Supabase)
	Provider outage
	Multi-AZ deployment with automated failover; point-in-time recovery; daily snapshots; provider holds SOC 2 Type II

	Application (Vercel)
	Provider outage
	Global edge network with redundancy; serverless architecture eliminates single-server risk; provider holds SOC 2 Type II

	DNS
	DNS resolution failure
	Managed DNS with DNSSEC; TTL configured for rapid failover

	MIS Integration (Wonde)
	Sync unavailable
	Graceful degradation; Platform operates on last-synced data; automatic retry; no data loss

	Key personnel
	Unavailability of Director or DPL
	Cross-training; documented escalation procedures; delegated authority

	Source code
	Loss of codebase
	Version-controlled in Git with remote repository; multiple team members have access

	Credentials and secrets
	Loss of access to infrastructure
	Secrets stored in managed environment variables; access shared with authorised personnel only; documented recovery procedure



9. Supply Chain Resilience
Student Radar’s operational dependency on third-party providers is managed through:
· Contractual SLAs with Supabase and Vercel, both of which commit to high availability and incident response
· Annual security and compliance review of all sub-processors (documented in the Information Security Policy)
· Architectural design that enables graceful degradation: if an optional sub-processor (Resend, Twilio, OpenAI) becomes unavailable, core Platform functionality continues unaffected
· No single sub-processor whose failure would cause permanent data loss, due to backup and recovery controls
Student Radar monitors sub-processor status pages and incident feeds to identify potential disruptions proactively.
10. Insurance
Student Radar maintains the following insurance coverage:
· Cyber insurance: Obtained alongside Cyber Essentials certification (February 2026); covers costs arising from data breaches, security incidents, business interruption, and regulatory defence
· Professional indemnity insurance: Underwritten by Markel; covers claims arising from professional services, including errors, omissions, and negligence
Certificates of insurance are available to Customers on request.
11. Alignment with Governance Suite
This Business Continuity Summary operates alongside and is consistent with:
	Document
	Relevance

	Master Service Agreement
	Defines 99.9% uptime SLA, service credits, force majeure provisions, and termination rights for prolonged outage

	Data Processing Agreement
	Defines data security obligations, backup commitments (RTO/RPO), and breach notification timelines

	Incident Response Policy
	Defines the six-phase incident lifecycle, classification (P1–P4), notification timelines, and post-incident review

	Information Security Policy
	Defines technical controls (encryption, access control, monitoring) that underpin service resilience

	Data Retention Policy
	Defines backup retention periods, termination data handling, and secure disposal methods

	Acceptable Use Policy
	Defines Customer obligations that support Platform security and stability



12. Review and Testing
This Summary is reviewed annually by the Director, or sooner if triggered by:
· A material incident that tests or exposes gaps in continuity arrangements
· Significant changes to the platform architecture or sub-processor arrangements
· Changes to Customer requirements or procurement expectations
· Findings from annual recovery testing
Annual continuity testing includes:
· Backup restoration drill (full database recovery to test environment)
· Tabletop exercise covering a P1 scenario (coordinated with Incident Response Policy testing)
· Review of communication templates and contact lists
· Validation of escalation procedures and delegated authority
13. Contact
For questions about this Summary or to request evidence of recovery testing:
Student Radar
Security: security@studentradar.com
General: support@studentradar.com
Website: www.studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU
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