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1. Introduction
This Acceptable Use Policy (“Policy”) sets out the rules governing use of the Student Radar platform (“Platform”) by schools, Multi-Academy Trusts (“MATs”), and their Authorised Users. This Policy forms part of and is incorporated into the Master Service Agreement (“MSA”) between SENDlink LTD (trading as Student Radar) and the Customer.
By accessing or using the Platform, you confirm that you have read, understood, and agree to comply with this Policy. Breach of this Policy may result in suspension or termination of access to the Platform in accordance with the MSA.
2. Scope
This Policy applies to all persons who access or use the Platform, including:
· School staff and administrators
· SENCO and SEND coordinators
· Designated Safeguarding Leads (DSLs) and deputies
· Multi-Academy Trust central team members
· Any other person granted access by the Customer (“Authorised Users”)
The Customer is responsible for ensuring that all Authorised Users are aware of and comply with this Policy.
3. General Prohibited Conduct
You and your Authorised Users shall not use the Platform in any manner that:
· Is unlawful, violates any applicable law, or breaches any third-party rights
· Is harassing, threatening, defamatory, discriminatory, or otherwise abusive
· Interferes with the security, integrity, or functionality of the Platform or other connected systems
· Violates safeguarding policies or puts children at risk
· Misrepresents your identity or authority within the Platform
4. Prohibited Technical Conduct
You shall not:
· Attempt to gain unauthorised access to the Platform, its underlying infrastructure, or associated systems
· Share login credentials with unauthorised persons, including family members, governors, or external parties without written permission
· Circumvent, disable, or interfere with security measures, including firewalls, access controls, or role-based permissions
· Upload, transmit, or distribute malware, viruses, spyware, ransomware, or other malicious code
· Engage in scraping, crawling, or automated extraction of bulk data without prior written permission from Student Radar
· Use the Platform to reverse engineer, decompile, disassemble, or otherwise attempt to discover proprietary technology or source code
· Conduct denial-of-service (DoS) or distributed denial-of-service (DDoS) attacks against the Platform or associated infrastructure
· Attempt to probe, scan, or test the vulnerability of the Platform without prior written authorisation
5. Safeguarding and Data Obligations
Given the sensitive nature of the data processed by the Platform, the following additional obligations apply:
· You shall not use the Platform to circumvent or undermine safeguarding protocols, controls, or reporting obligations
· You shall not hide, delete, or alter safeguarding records, flags, or alerts without proper authorisation and a documented audit trail
· You shall not share or export student data, SEND records, or safeguarding information to unauthorised recipients
· You shall not use the Platform in a manner that exposes sensitive data or puts student privacy at risk
· You shall not upload offensive, discriminatory, or unlawful content relating to students, families, or staff
The Customer remains responsible for all safeguarding duties under the Education Act 2002, the Children Act 2004, Keeping Children Safe in Education (KCSIE 2025), and Working Together to Safeguard Children, regardless of its use of the Platform.
6. AI Features
Where the Platform includes artificial intelligence or machine learning features (such as risk assessment, IEP generation, or insight tools), the following rules apply:
· AI outputs are advisory only and do not constitute professional, medical, legal, or educational advice
· You must apply professional judgement and human review before acting on any AI-generated output
· You shall not use AI features as the sole basis for decisions affecting a child’s education, welfare, or safeguarding
· You shall not input data into the Platform for the purpose of generating AI outputs that are unlawful, discriminatory, or inconsistent with statutory safeguarding or education duties
Student Radar does not warrant the accuracy, completeness, or suitability of any AI-generated output. Responsibility for decisions based on AI outputs remains with the Customer and its Authorised Users.
7. Content Restrictions
You shall not upload or transmit through the Platform:
· Content that is illegal, obscene, defamatory, or harassing
· Content that violates intellectual property rights or third-party privacy
· Spam, marketing content, or unsolicited advertisements
· Malware, ransomware, or other harmful code or files
· Content that is discriminatory or prejudicial towards any protected characteristic under the Equality Act 2010
8. Account Security
You are responsible for maintaining the security of your account and ensuring that Authorised Users comply with the following:
· Each Authorised User must use a unique login credential; sharing of accounts is prohibited
· Passwords must meet the minimum complexity requirements set by the Platform
· Multi-factor authentication (MFA) is mandatory for all staff accounts and must be enabled before accessing the Platform.
· You must promptly revoke access for any staff member who leaves employment or whose role no longer requires Platform access
· You must immediately notify Student Radar if you suspect any credential has been compromised
9. Incident Reporting
You must immediately report to Student Radar if:
· You discover or suspect unauthorised access to an account
· You discover or suspect a security breach, data leak, or data loss
· A credential has been compromised or misused
· You observe suspicious activity, attempted attacks, or anomalous behaviour
Reports should be made to: support@studentradar.com
Student Radar will acknowledge incident reports within one Business Day and provide updates on investigation and remediation in accordance with the Data Processing Agreement.
10. Enforcement
Where reasonably necessary to protect the integrity or security of the Platform, Student Radar may, without liability (except in cases of manifest error or bad faith) and without prior notice in urgent circumstances:
· Suspend or terminate access to the Platform for the Customer or individual Authorised Users
· Disable or restrict Authorised User accounts
· Delete, quarantine, or restrict access to content that breaches this Policy (provided that deletion shall not apply to statutory safeguarding records without prior consultation with the Customer, unless required by law)
· Conduct investigations into suspected breaches, including reviewing audit logs and access records
· Cooperate with law enforcement, regulatory authorities, or safeguarding bodies as required by law
Where suspension is not urgent, Student Radar shall provide the Customer with reasonable notice and an opportunity to remedy the breach before taking enforcement action.
Enforcement actions under this Policy are without prejudice to any other rights or remedies available to Student Radar under the MSA or at law.
11. Monitoring and Compliance
You acknowledge that Student Radar may monitor compliance with this Policy through automated tools and manual review. Monitoring is conducted in accordance with the Data Processing Agreement and applicable Data Protection Laws.
Student Radar is committed to minimising unnecessary surveillance and will only review individual user activity where there is a reasonable basis to suspect a breach of this Policy, or where required by law or safeguarding obligations. Monitoring is limited to security, integrity, and compliance purposes and is not used for performance management of school staff.
12. Changes to This Policy
Student Radar may update this Policy from time to time to reflect changes in law, regulatory guidance, or Platform functionality. Material changes will be notified to the Customer at least 30 days in advance via email or through the Platform.
Continued use of the Platform after the effective date of any change constitutes acceptance of the updated Policy.
13. Contact
If you have questions about this Policy or wish to report a breach, please contact:
Student Radar
Email: support@studentradar.com
Website: www.studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU
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