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1. Purpose and Legal Requirement
This Appropriate Policy Document (“APD”) is required under Part 4 of Schedule 1 to the Data Protection Act 2018 (“DPA 2018”). It sets out the procedures that Student Radar (operated by SENDlink LTD, Company No. 16602655) has in place for securing compliance with the data protection principles in Article 5 of the UK GDPR when processing special category data and criminal offence data.
The DPA 2018 requires that where a data controller or data processor processes special category data in reliance on Schedule 1 conditions, an Appropriate Policy Document must be in place and retained for the duration of the processing and for six months after processing ceases.
This document satisfies the requirement of Schedule 1, Part 4, paragraph 39 of the DPA 2018.
2. About Student Radar
Student Radar is a SaaS platform for UK schools and Multi-Academy Trusts (“MATs”) that supports the identification, monitoring, and management of pupils with Special Educational Needs and Disabilities (“SEND”). The platform processes pupil data including SEND status, safeguarding flags, attendance, assessments, and related information.
Student Radar acts as a data processor on behalf of schools and MATs (the data controllers) under Article 28 of the UK GDPR. However, as a processor of special category data, Student Radar is required to maintain this APD to demonstrate its own compliance obligations under Schedule 1 of the DPA 2018.
3. Special Category Data We Process
Article 9 of the UK GDPR defines special category data as data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade union membership, genetic data, biometric data, data concerning health, or data concerning sex life or sexual orientation.
In the context of the Student Radar platform, the special category data we process includes:
	Category
	Examples
	Source

	Health data
	SEND status (e.g. EHC plan, SEN Support, SEN Monitoring), medical conditions, physical disabilities, mental health needs, therapy records, speech and language therapy notes
	School MIS via Wonde; direct input by school staff

	Racial or ethnic origin
	Ethnicity codes (where included in MIS sync for contextual analysis of SEND provision)
	School MIS via Wonde

	Religious or philosophical beliefs
	Religion (where included in MIS sync for contextual analysis)
	School MIS via Wonde

	Data concerning sex life or sexual orientation
	Where disclosed in safeguarding records or welfare notes
	Direct input by school staff



We do not process genetic data, biometric data, political opinions, or trade union membership data.
4. Criminal Offence Data
Student Radar may process data relating to criminal offences or alleged offences where this is recorded in safeguarding records or welfare notes by school staff. Examples include:
· Disclosures of abuse or exploitation
· Referrals to the police, social services, or the Local Authority Designated Officer (LADO)
· Records of criminal behaviour affecting the welfare of a pupil
This data is entered by authorised school staff in their capacity as safeguarding leads and is processed under the conditions set out in Section 5 below.
5. Conditions for Processing
Student Radar processes special category data and criminal offence data under the following conditions of Schedule 1 to the DPA 2018:
5.1 Special Category Data
	Schedule 1 Condition
	Paragraph
	Application

	Substantial public interest: safeguarding of children and individuals at risk
	Paragraph 18
	Processing is necessary to protect children from neglect, physical, mental, or emotional harm, or to protect the physical, mental, or emotional well-being of children. This is the primary condition relied upon for safeguarding records and welfare data

	Substantial public interest: preventing or detecting unlawful acts
	Paragraph 10
	Processing is necessary for the prevention or detection of an unlawful act, where seeking consent would prejudice those purposes. Relied upon where safeguarding records include disclosures of criminal conduct

	Substantial public interest: protecting the public against dishonesty
	Paragraph 11
	Relied upon in limited circumstances where safeguarding data relates to allegations against staff or adults in positions of trust

	Employment, social security, and social protection
	Paragraph 1
	Processing is necessary for the purposes of performing or exercising obligations or rights imposed or conferred by law on the controller in connection with employment or education. Relied upon for processing health data and SEND status in the context of statutory duties under the Children and Families Act 2014 and the Equality Act 2010

	Health or social care purposes
	Paragraph 2
	Processing is necessary for health or social care purposes, including the management of health or social care systems. Relied upon for health-related SEND data where processing supports the delivery of education health care plans (EHCPs)

	Archiving, research, and statistics
	Paragraph 4
	Relied upon where anonymised or pseudonymised special category data is used for statistical analysis of SEND provision, outcomes, and resource allocation



5.2 Criminal Offence Data
Criminal offence data is processed under:
1. Schedule 1, Part 2, Paragraph 10: Preventing or detecting unlawful acts – where processing is necessary for the prevention or detection of an unlawful act and must be carried out without the consent of the data subject so as not to prejudice those purposes
1. Schedule 1, Part 2, Paragraph 18: Safeguarding of children and individuals at risk – where processing is necessary to protect the welfare of children
1. Section 10(5) DPA 2018: Processing is authorised by law – schools have statutory safeguarding duties under the Education Act 2002 (Section 175) and the Children Act 2004
6. Compliance with Data Protection Principles
Article 5 of the UK GDPR sets out the principles relating to processing of personal data. This section describes how Student Radar complies with each principle in relation to special category data.
6.1 Lawfulness, Fairness, and Transparency (Article 5(1)(a))
· Processing is carried out under the lawful conditions identified in Section 5 above
· Data subjects (parents/carers and, where appropriate, pupils) are informed of the processing through the school’s privacy notice. Student Radar’s own Privacy Policy also describes the categories of data processed
· Schools are provided with a Data Processing Agreement (DPA) that clearly defines the scope, purpose, and legal basis of processing
· This APD is available to data subjects on request
6.2 Purpose Limitation (Article 5(1)(b))
· Special category data is processed solely for the purposes specified in the DPA: supporting the identification, monitoring, and management of SEND, safeguarding, and statutory reporting
· Data is not processed for marketing, advertising, profiling, or any purpose unrelated to the educational welfare of pupils
· Where AI features process special category data, outputs are advisory only, human-in-the-loop, and limited to the purposes defined in the DPA
6.3 Data Minimisation (Article 5(1)(c))
· Only data that is adequate, relevant, and necessary for the stated purposes is processed
· Schools configure the scope of data synchronised via Wonde (the MIS integration provider) and may exclude categories not required for their use of the Platform
· AI features receive tokenised data only; raw personal data is not transmitted to third-party AI sub-processors
· The Platform does not collect data directly from pupils or parents/carers
6.4 Accuracy (Article 5(1)(d))
· Pupil data is synchronised from the school’s MIS, which is the authoritative source maintained by the school
· Schools may update and correct data directly within the Platform
· Synchronisation frequency ensures data is kept current (typically daily or on-demand via Wonde webhooks with HMAC-SHA256 authentication)
6.5 Storage Limitation (Article 5(1)(e))
· Special category data is retained only for as long as necessary for the purposes of processing, as set out in the Data Retention Policy
· On termination of the service agreement, all Customer Data (including special category data) is deleted within 30 days, with written confirmation provided to the school
· Statutory safeguarding records are not deleted without prior consultation with the Customer, unless required by law
· Anonymised data used for statistical analysis is irreversibly anonymised; re-identification risk is assessed and excluded
6.6 Integrity and Confidentiality (Article 5(1)(f))
· All data is encrypted at rest (AES-256) and in transit (TLS 1.2+)
· Row-Level Security (RLS) enforced at the database level using JWT claims ensures that each school can only access its own data
· Multi-factor authentication (MFA / AAL2) is enforced for staff accessing the Platform
· Role-based access control limits access to special category data to authorised personnel within each school
· Platform infrastructure is hosted on Supabase (eu-west-2, London) with SOC 2 Type II certification
· Endpoint protection includes EDR and antivirus on all development and administrative devices
· Student Radar holds Cyber Essentials certification (awarded 20 February 2026)
· Regular penetration testing is conducted (automated scanning plus annual external assessment)
· Security incidents are managed under the Incident Response Policy with defined classification, escalation, and notification procedures
6.7 Accountability (Article 5(2))
· This APD documents the policies and procedures in place to ensure compliance
· A Data Protection Impact Assessment (DPIA) has been completed and is reviewed annually
· Processing activities are recorded in a Record of Processing Activities (ROPA)
· Staff receive data protection training, with additional safeguarding-specific training for roles handling special category data
· The Data Protection Lead is responsible for monitoring compliance and is the primary contact for data protection queries
· All sub-processors are engaged under data processing agreements with equivalent protections, and are listed in the Sub-Processor List
7. Procedures for Securing Compliance
The following procedures are in place to secure compliance with the data protection principles when processing special category data:
7.1 Access Controls
· Role-based access control (RBAC) restricts access to special category data based on job function
· Database-level Row-Level Security (RLS) enforced via JWT claims prevents cross-school data access
· Multi-factor authentication is mandatory for all staff accounts
· Access to safeguarding records is further restricted to designated safeguarding personnel within each school
· Administrative access to production systems is limited to named individuals with MFA-protected accounts
· Access logs are maintained and reviewed for anomalous access patterns
7.2 Data Handling Procedures
· Special category data is never stored on local devices; all processing occurs within the secure Platform infrastructure
· Data exports containing special category data are restricted and logged
· AI features that process special category data use tokenised inputs; raw personal data is not transmitted to external AI services
· Webhooks from school MIS integrations use HMAC-SHA256 authentication to ensure data integrity
· Honey tokens are deployed to detect unauthorised access to sensitive data stores
7.3 Staff Training and Awareness
· All staff complete data protection training on induction and annually thereafter
· Staff with access to special category data receive additional training on the handling of sensitive data, safeguarding obligations, and breach reporting
· Training records are maintained and compliance is monitored
7.4 Incident Response
· The Incident Response Policy defines procedures for identifying, classifying, containing, and reporting personal data breaches
· Safeguarding incidents default to Priority 1 (P1) classification unless clearly demonstrated otherwise
· The Customer (school) is notified within 24 hours of a confirmed breach, or as soon as reasonably practicable
· The ICO is notified within 72 hours where the breach is likely to result in a risk to the rights and freedoms of individuals
· Post-incident reviews are conducted and lessons learned are documented
7.5 Sub-Processor Management
· All sub-processors are engaged under data processing agreements imposing equivalent obligations
· Due diligence assessments are conducted before engagement and reviewed annually
· Customers are notified at least 30 days before any change to sub-processor arrangements and may exercise objection rights
· The Sub-Processor List is maintained and made available to all Customers
8. Retention and Erasure of Special Category Data
Special category data is retained and erased in accordance with the Data Retention Policy. The following retention periods apply specifically to special category data:
	Data Category
	Retention Period
	Basis

	SEND records (SEN status, EHC plan data, provision maps, IEP records)
	Duration of service agreement plus up to 30 days (earlier deletion on request)
	Required for ongoing SEND management; deleted on termination

	Safeguarding records and welfare notes
	Duration of service agreement plus up to 30 days (earlier deletion on request). Statutory safeguarding records are not deleted without prior Customer consultation
	Statutory safeguarding duties; schools retain primary copies

	Health data (medical conditions, therapy records)
	Duration of service agreement plus up to 30 days (earlier deletion on request)
	Necessary for SEND provision and welfare support

	Ethnicity and religion data
	Duration of service agreement plus up to 30 days (earlier deletion on request)
	Used for contextual analysis of SEND provision only

	Criminal offence data in safeguarding records
	Duration of service agreement plus up to 30 days (earlier deletion on request). Subject to safeguarding record protections
	Statutory safeguarding duties

	AI-generated outputs referencing special category data
	Duration of service agreement plus up to 30 days (earlier deletion on request)
	Advisory outputs only; no independent lawful basis for extended retention

	Anonymised statistical data derived from special category data
	Retained indefinitely (irreversibly anonymised; no longer personal data)
	Statistical analysis of SEND outcomes. Re-identification risk assessed and excluded

	Encrypted backups containing special category data
	Up to 13 months (reflects maximum technical lifecycle of encrypted rolling backups)
	Disaster recovery. Encrypted at rest; access restricted and protected by MFA



On termination of the service agreement, all special category data is deleted within 30 days. Written confirmation of deletion is provided to the Customer. The school (as data controller) is responsible for retaining its own copies in accordance with its own retention schedule and statutory obligations.
9. Data Subject Rights
Data subjects (or their parents/carers where the data subject is a child) retain all rights under the UK GDPR in relation to their special category data, including:
· Right of access (Article 15): Data subjects may request access to their personal data. Requests received by Student Radar are forwarded to the relevant school (as data controller) for response. Student Radar provides technical assistance to the school in extracting the data
· Right to rectification (Article 16): Data subjects may request correction of inaccurate data. Schools can update data directly in the Platform or via their MIS
· Right to erasure (Article 17): Data subjects may request erasure of their data, subject to exceptions for statutory obligations (including safeguarding). Erasure requests are processed in coordination with the school
· Right to restriction of processing (Article 18): Data subjects may request that processing of their data be restricted. Student Radar supports this technically by enabling schools to flag records for restricted processing
· Right to data portability (Article 20): Where technically feasible, data is provided in a structured, commonly used, and machine-readable format
· Right to object (Article 21): Data subjects may object to processing. Objections are handled by the school as controller; Student Radar provides technical support
Student Radar responds to all data subject requests within 48 hours (acknowledging receipt) and works with the school to ensure the substantive response is provided within the statutory one-month period.
10. Review and Retention of This Document
This Appropriate Policy Document is:
· Reviewed annually or whenever there is a material change to the processing of special category data
· Updated to reflect changes in processing activities, legal conditions, or regulatory guidance
· Retained for the duration of the processing to which it relates and for a minimum of six months after processing ceases, in accordance with Schedule 1, Part 4, paragraph 39(3) of the DPA 2018
· Made available to the Information Commissioner’s Office (ICO) on request
· Made available to data subjects and data controllers (schools) on request
11. Governance and Accountability
	Role
	Responsibility

	Director (Stuart Armley-Jones)
	Overall accountability for data protection compliance. Approves this APD and any material changes to special category data processing

	Data Protection Lead
	Day-to-day responsibility for data protection compliance, including maintenance of this APD, the ROPA, and the DPIA. Primary contact for data protection queries and regulatory correspondence

	Engineering Team
	Implementation and maintenance of technical security controls, access controls, encryption, and monitoring. Responsible for incident response and technical assistance with data subject requests

	All Staff
	Compliance with data protection policies and procedures. Completion of mandatory training. Prompt reporting of any suspected data breach or compliance concern



12. Related Documents
This APD should be read in conjunction with:
· Privacy Policy: describes the personal data processed and data subject rights
· Data Processing Agreement (DPA): governs the processor relationship with schools
· Data Protection Impact Assessment (DPIA): assesses the risks of processing
· Data Retention Policy: defines retention periods and disposal procedures
· Information Security Policy: describes technical and organisational security measures
· Incident Response Policy: defines breach identification, escalation, and notification procedures
· Acceptable Use Policy (AUP): defines permitted and prohibited use of the Platform
· Sub-Processor List: identifies all third parties processing data on behalf of Student Radar
· Accessibility Statement: describes accessibility commitments and conformance
· Business Continuity Summary: describes resilience, recovery, and continuity measures
13. Version History
	Version
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	Author
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	21 February 2026
	Initial publication
	Stuart Armley-Jones



14. Contact
For questions about this Appropriate Policy Document or the processing of special category data, please contact us:
Student Radar – Data Protection Lead
Email: dpo@studentradar.com
General: support@studentradar.com
Website: www.studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU

You may also contact the ICO directly:
Information Commissioner’s Office
Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Telephone: 0303 123 1113
Website: www.ico.org.uk
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