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PART A: ARTIFICIAL INTELLIGENCE

1. Introduction
This document provides transparency about Student Radar’s use of artificial intelligence (“AI”) within the Platform and sets out the safeguards in place to protect schools, pupils, and staff. It also explains how Student Radar manages international data transfers.
This document is intended for school leaders, Data Protection Officers, IT teams, and MAT procurement leads. It supports due diligence under the UK GDPR, the DPA 2018, and emerging AI governance frameworks including the ICO’s guidance on AI and data protection.
2. AI Features Overview
Student Radar offers optional AI-powered features that assist school staff with administrative and analytical tasks. All AI features are modules that must be explicitly enabled by the Customer (school or MAT). They are not active by default.
	Feature
	Module
	Purpose
	User Interaction

	Risk Assessor
	Assess module
	Analyses pupil data patterns to highlight pupils who may benefit from additional support or intervention. Generates risk indicators based on attendance trends, assessment trajectories, and SEND provision history
	Staff reviews AI-generated risk flags and decides whether to act. No automated action is taken

	IEP Creator
	Provision module
	Drafts suggested Individual Education Plan (IEP) content based on a pupil’s SEND profile, prior provision, and assessment data. Produces structured text suggestions for learning objectives, strategies, and success criteria
	Staff reviews, edits, and approves all drafted content before it becomes part of the pupil’s IEP. The AI draft is a starting point, not a final document

	Insight Generator
	Analyse module
	Analyses cohort-level data to identify patterns, trends, and anomalies across SEND provision, attendance, and outcomes. Generates narrative summaries and suggested questions for governors’ reports or SENCo reviews
	Staff reviews generated insights. Outputs are clearly labelled as AI-generated and must be validated before inclusion in any formal report



3. AI Principles
Student Radar’s use of AI is governed by the following principles:
3.1 Human-in-the-Loop
All AI features are advisory only. No AI output results in an automated decision that produces legal or similarly significant effects on any individual. A qualified member of school staff must review, validate, and approve every AI output before it is acted upon or recorded.
This means:
· AI outputs do not constitute professional advice (educational, medical, legal, or otherwise)
· No pupil is categorised, referred, excluded, or flagged solely on the basis of an AI output
· Staff retain full discretion to accept, modify, or reject any AI suggestion
· AI features cannot override or contradict decisions made by school staff
3.2 Transparency
· All AI-generated content is clearly labelled within the Platform interface as “AI-generated” or “AI-suggested”
· Schools are informed before enablement about what each AI feature does, what data it uses, and what its limitations are
· This document is provided as part of procurement due diligence and is available on request
3.3 Data Minimisation
· AI features receive only the minimum data necessary to generate the requested output
· Personal data is tokenised before transmission to the AI sub-processor (OpenAI). Raw personal data (names, dates of birth, UPNs) is not sent
· Tokenisation occurs within the Student Radar application layer before any data leaves our infrastructure
3.4 No Training on Customer Data
Student Radar’s AI sub-processor (OpenAI) does not use Customer Data to train, fine-tune, or improve its models. This is contractually guaranteed under a zero-retention API agreement. Specifically:
· API inputs are not stored by OpenAI beyond the duration of the API request
· API inputs and outputs are not used for model training or improvement
· OpenAI’s zero-retention policy applies to all data processed through the Student Radar integration
· This position is verified annually as part of sub-processor due diligence
3.5 Fairness and Bias
Student Radar is aware that AI systems can reflect or amplify biases present in training data or input data. The following safeguards are in place:
· AI outputs are advisory and subject to professional human judgement
· Risk Assessor outputs are based on objective, measurable indicators (attendance percentages, assessment scores, SEND provision records) rather than subjective or demographic characteristics
· Ethnicity, religion, and other protected characteristics are not used as input features for AI risk scoring
· Bias reviews are conducted quarterly. Metrics include false positive/negative rates for risk assessments across demographic groups (where the Controller provides such data), calibration accuracy, and outcome distribution analysis. The Data Protection Lead reviews findings and has authority to suspend any AI feature where material bias is identified. Results are shared with Controllers upon request.
· If bias is identified, the feature is suspended pending investigation and remediation
3.6 Accountability
· The school (as data controller) retains full responsibility for any decision made on the basis of an AI output
· Student Radar (as data processor) is responsible for ensuring the AI integration operates as documented, processes only tokenised data, and complies with the DPA and this document
· AI-related incidents are escalated under the Incident Response Policy and classified according to the standard P1–P4 framework
4. AI Data Flow
The following describes the data flow when an AI feature is used:
	Step
	Description
	Location
	Data State

	1
	School staff triggers an AI feature (e.g. “Generate IEP draft”)
	Platform (app.studentradar.com)
	User action; no data transmitted

	2
	Platform assembles the relevant pupil data from the database
	Supabase (eu-west-2, London)
	Personal data (encrypted at rest)

	3
	Tokenisation engine replaces PII (names, DOBs, UPNs) with random tokens
	Student Radar application layer (Vercel serverless function, EU)
	Tokenised; no raw PII

	4
	Tokenised prompt is sent to OpenAI API via encrypted HTTPS connection
	In transit (TLS 1.3)
	Tokenised; encrypted in transit

	5
	OpenAI processes the prompt and returns a response
	OpenAI API (EU/US endpoint)
	Tokenised; zero-retention (not stored by OpenAI)

	6
	Response received by Student Radar; tokens are de-tokenised back to original values
	Student Radar application layer (Vercel, EU)
	Personal data restored (server-side only)

	7
	De-tokenised output is presented to the staff member in the Platform UI
	Platform (app.studentradar.com)
	Visible to authorised staff only

	8
	Staff reviews, edits, and optionally saves the output
	Platform / Supabase (eu-west-2)
	Saved only if staff approves; encrypted at rest



Key point: Structured personal data fields (names, dates of birth, UPNs) are tokenised before transmission and do not leave our infrastructure in raw form. However, free-text inputs submitted by staff may contain contextual details that could be indirectly identifying. To mitigate this risk, prompt templates restrict free-text input to structured fields, and the application includes guardrails to limit submission of unstructured narrative content.
5. AI Governance
5.1 Feature Enablement
· AI features are optional modules enabled per-school via the Platform administration settings
· Schools must affirmatively opt in to each AI feature. Features are never activated by default
· Schools may disable any AI feature at any time, with immediate effect
· Disabling an AI feature does not affect previously saved outputs (these remain in the school’s data unless deleted by the school)
5.2 Logging and Auditability
· All AI feature invocations are logged with: timestamp, user ID, feature name, and the tokenised prompt hash (not the prompt content)
· Logs are retained for 13 months (ensures coverage of annual audit cycles and seasonal safeguarding reviews)
· Logs are available to the school’s designated administrators on request
· No AI outputs are shared between schools. Each school’s AI processing is fully isolated
5.3 Model Selection and Change Management
· Student Radar currently uses the OpenAI API for AI features
· Any change to the underlying AI model, provider, or processing logic is treated as a sub-processor change and subject to the 30-day notification and objection process defined in the DPA and Sub-Processor List
· Model changes are assessed for impact on data protection, accuracy, and bias before deployment
· Schools are notified of the specific model version in use via the Platform documentation
5.4 Limitations and Disclaimers
· AI features have inherent limitations. Student Radar makes the following disclosures:
· AI outputs may contain inaccuracies, omissions, or inappropriate suggestions
· AI outputs do not constitute professional advice (educational, medical, legal, safeguarding, or otherwise)
· AI outputs should not be the sole basis for any decision affecting a pupil
· The quality of AI outputs depends on the quality and completeness of the underlying data
· AI features are not a substitute for professional training, clinical assessment, or statutory processes
· You acknowledge that AI outputs do not constitute professional advice

PART B: INTERNATIONAL DATA TRANSFERS

6. International Transfer Framework
This section explains how Student Radar manages international transfers of personal data in compliance with Chapter V of the UK GDPR (Articles 44–49) and ICO guidance on international transfers.
Student Radar’s primary data processing infrastructure is located in the United Kingdom (Supabase eu-west-2, London). The majority of Customer Data never leaves the UK. However, certain optional sub-processors and infrastructure components involve processing in the EU or the United States.
6.1 Transfer Mechanisms
Where personal data is transferred outside the United Kingdom, Student Radar relies on the following legally recognised transfer mechanisms:
	Mechanism
	Legal Basis
	Application

	UK Adequacy Regulations
	Article 45 UK GDPR; UK adequacy regulations for the EEA
	Transfers to the European Economic Area (EEA). The UK has recognised the EEA as providing an adequate level of data protection. Applies to: Vercel (EU edge nodes), Sentry (EU), Resend (EU processing)

	Standard Contractual Clauses (SCCs)
	Article 46(2)(c) UK GDPR
	Transfers to the United States where an adequate level of protection has not been established by regulation. SCCs are the European Commission-approved contractual clauses that impose data protection obligations on the data importer. Applies to: OpenAI, Resend (US processing), Twilio (US processing)

	UK International Data Transfer Agreement (IDTA)
	Article 46 UK GDPR; ICO-approved IDTA
	The UK-specific alternative to SCCs, approved by the ICO. Used alongside or instead of SCCs for transfers from the UK. Applies to: OpenAI, Resend, Twilio

	UK Addendum to EU SCCs
	ICO-approved addendum
	Where a sub-processor uses EU SCCs, the UK Addendum extends their protection to cover UK-originating data. Applied where the sub-processor’s standard DPA references EU SCCs without a standalone IDTA

	Binding Corporate Rules (BCRs)
	Article 47 UK GDPR
	Twilio has approved Binding Corporate Rules that provide an additional layer of protection for intra-group international transfers



7. Transfer Map
The following table summarises the data transfer position for each sub-processor:
	Sub-Processor
	Data Location
	Transfers Outside UK?
	Transfer Mechanism
	Data Transferred
	Risk Level

	Supabase
	UK (eu-west-2, London)
	No
	N/A – UK only
	All Customer Data (database, auth, storage, backups)
	Low – no transfer

	Vercel
	EU (Frankfurt / London edge)
	No (EU adequate)
	UK Adequacy Regulations
	Transient API processing only. No persistent Customer Data stored
	Low – EU adequate; transient only

	Wonde
	UK
	No
	N/A – UK only
	MIS sync data (pupil demographics, SEN, attendance, staff)
	Low – no transfer

	Resend
	EU / US
	Yes (US)
	SCCs / UK IDTA
	Recipient email, subject, delivery status. No pupil data in body unless configured by Customer
	Medium – limited data; SCCs in place

	Twilio
	EU / US
	Yes (US)
	SCCs / UK IDTA; BCRs
	Recipient phone number, message content, delivery status
	Medium – limited data; BCRs + SCCs

	OpenAI
	EU / US
	Yes (US)
	SCCs / UK IDTA
	Tokenised data only. Zero-retention API. No raw PII transmitted
	Medium-Low – tokenised; zero-retention

	Sentry
	EU
	No (EU adequate)
	UK Adequacy Regulations
	Error traces, performance metrics. PII excluded from payloads
	Low – EU adequate; no PII



8. Transfer Impact Assessments
In accordance with ICO guidance and the Schrems II judgement principles adopted into UK law, Student Radar conducts Transfer Impact Assessments (“TIAs”) for each international transfer. A TIA evaluates whether the legal framework and practical circumstances in the recipient country provide an essentially equivalent level of protection to that guaranteed under UK GDPR.
8.1 TIA Methodology
Each TIA considers:
· The nature and sensitivity of the data being transferred
· The volume and frequency of transfers
· The legal framework of the recipient country, including government access laws
· Whether supplementary measures (technical, contractual, or organisational) are in place to mitigate identified risks
· The specific protections offered by the transfer mechanism (SCCs, IDTA, BCRs)
· The practical enforceability of data subject rights in the recipient country
8.2 United States – Supplementary Measures
For transfers to the United States, the following supplementary measures are in place in addition to SCCs/IDTA:
	Measure
	Type
	Description

	Tokenisation (OpenAI)
	Technical
	Personal data is tokenised before transmission. OpenAI receives no raw PII. Even if intercepted or subject to a lawful access request, the tokenised data cannot be linked to an individual without access to the tokenisation key held by Student Radar

	Zero-retention API (OpenAI)
	Contractual
	OpenAI contractually commits to not retaining API inputs or outputs beyond the duration of the API request and to not using data for training or improvement

	Encryption in transit
	Technical
	All transfers use TLS 1.2+ (typically TLS 1.3). Data is encrypted end-to-end between Student Radar’s infrastructure and the sub-processor

	Data minimisation
	Organisational
	Only the minimum data necessary for the specific processing purpose is transferred. Email notifications contain the recipient address and subject only; SMS contains the phone number and message only

	Access controls at sub-processor
	Contractual / Technical
	Sub-processors implement role-based access controls and are contractually prohibited from accessing Customer Data except as necessary to provide the service

	Notification of government access requests
	Contractual
	Sub-processors are contractually required to notify Student Radar if they receive a government access request for Customer Data, to the extent legally permitted

	Binding Corporate Rules (Twilio)
	Contractual
	Twilio’s BCRs provide an additional intra-group transfer framework approved under Article 47



Tokenisation reduces but does not eliminate re-identification risk. Where staff input free-text narrative (such as safeguarding case notes), the content itself may contain identifying details that tokenisation of structured fields (names, DOBs, UPNs) will not address. To mitigate this, prompt templates restrict free-text input to structured fields, and the application blocks submission of prompts exceeding defined character limits or containing patterns indicative of pasted case notes.
8.3 TIA Review Cycle
· TIAs are reviewed annually or when there is a material change to the transfer arrangement, the recipient country’s legal framework, or the data categories being transferred
· TIAs are reviewed if a sub-processor notifies Student Radar of a change to its processing infrastructure or data residency
· TIA outcomes are documented and retained alongside this document
· If a TIA identifies that an essentially equivalent level of protection cannot be ensured, the transfer is suspended and the Customer is notified
9. Customer Controls
Schools and MATs retain the following controls over AI and international transfer processing:
	Control
	Mechanism
	Effect

	Disable AI features
	Platform administration settings
	AI modules can be disabled per-school at any time. Disabling prevents any further data transmission to OpenAI for that school

	Disable optional sub-processors
	Module configuration
	Optional sub-processors (Resend, Twilio, OpenAI, Sentry) are only engaged when the corresponding module is enabled. Disabling the module stops all processing by that sub-processor

	Object to sub-processor changes
	DPA objection right (14-day window)
	Customers may object to new sub-processor appointments on data protection grounds. If unresolved, the Customer may terminate the affected service without penalty

	Request data deletion
	DPA termination provisions
	On termination, all Customer Data (including data held by sub-processors) is deleted within 30 days with written confirmation

	Request TIA documentation
	DPO request
	Customers may request copies of Transfer Impact Assessments for any sub-processor involved in international transfers

	Restrict data scope
	Wonde MIS configuration
	Schools configure which data categories are synchronised. Restricting the sync scope reduces the data available to all Platform features, including AI



10. Regulatory Alignment
This document is maintained in alignment with the following regulatory frameworks and guidance:
	Framework / Guidance
	Relevance

	UK GDPR (Articles 44–49)
	Governs the lawfulness of international data transfers from the UK

	DPA 2018 (Schedule 1)
	Conditions for processing special category data, including via AI features

	ICO Guidance on International Transfers
	Practical guidance on TIAs, SCCs, and supplementary measures

	ICO Guidance on AI and Data Protection
	Guidance on fairness, transparency, accountability, and data minimisation in AI systems

	ICO Children’s Code (Age Appropriate Design Code)
	Specific obligations regarding automated processing and profiling of children’s data

	EU AI Act (for reference)
	Although not directly applicable to UK-only processing, Student Radar monitors the EU AI Act for alignment purposes, given that some sub-processors operate within the EU and Customers may have EU-connected obligations

	Equality Act 2010
	Relevant to bias monitoring in AI outputs, particularly regarding protected characteristics

	DfE Data Protection Toolkit for Schools
	Practical guidance relied upon by schools for procurement due diligence



11. Risk Summary
	Risk Area
	Risk Level
	Mitigation

	AI bias affecting pupil outcomes
	Medium
	Human-in-the-loop; protected characteristics excluded from AI inputs; periodic bias review; feature suspension if bias identified

	AI hallucination or inaccuracy
	Medium
	Advisory only; staff review mandatory; outputs labelled as AI-generated; disclaimers in AUP and MSA

	OpenAI data retention
	Low
	Zero-retention API agreement; contractual prohibition on training; annual verification

	US government access to transferred data
	Low–Medium
	Tokenisation (OpenAI); data minimisation (Resend, Twilio); SCCs/IDTA; contractual notification obligations; BCRs (Twilio)

	Sub-processor breach involving transferred data
	Low–Medium
	SOC 2 Type II certification; contractual breach notification; incident response procedures; encryption in transit and at rest

	Loss of EU adequacy status
	Low
	Monitored; contingency to add SCCs/IDTA for EU sub-processors if adequacy lapses

	Regulatory change (AI governance)
	Low
	ICO and EU AI Act guidance monitored; document reviewed annually; architecture supports rapid feature disablement
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13. Contact
For questions about AI features, international data transfers, or to request Transfer Impact Assessment documentation:
Student Radar – Data Protection Lead
Email: dpo@studentradar.com
General: support@studentradar.com
Website: www.studentradar.com
Address: SENDlink LTD, 10 Masefield Gardens, Plymouth, PL5 3HU
Company Number: 16602655
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